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HistoryHistory

•• 1987: Data Center Improvements1987: Data Center Improvements
•• Upgraded Fire Suppression SystemUpgraded Fire Suppression System
•• Modifications to minimize water damageModifications to minimize water damage

•• 1993: Recovery of Mainframe Environment and 1993: Recovery of Mainframe Environment and 
ApplicationsApplications
•• All applications were on the MainframeAll applications were on the Mainframe
•• Project completed in 1996 due to limited to limited staff Project completed in 1996 due to limited to limited staff 
•• Mobile Recovery Unit Contract and Equipment Quick ShipMobile Recovery Unit Contract and Equipment Quick Ship



•• Single Point of FailureSingle Point of Failure
•• Data Center and Main Distribution Feeds (MDF)Data Center and Main Distribution Feeds (MDF)

•• Accounts Payable Audit Finding (1Accounts Payable Audit Finding (1stst time) time) 
••Inability to recover HR & Financial SystemsInability to recover HR & Financial Systems
••Required to identify and implement a disaster recovery Required to identify and implement a disaster recovery 
strategy for campus wide Disaster Recovery and Business strategy for campus wide Disaster Recovery and Business 
ContinuityContinuity

•• Due DiligenceDue Diligence

New Business Driver



Business  CaseBusiness  Case

•• How NC State University arrived at their planHow NC State University arrived at their plan
•• Hired a Business Continuity ConsultantHired a Business Continuity Consultant
•• Laid out a project planLaid out a project plan
•• Identified RTO/RPO and risks via a BIQIdentified RTO/RPO and risks via a BIQ
•• Benchmarked with other UniversitiesBenchmarked with other Universities
•• Brought in vendors to assess alternativesBrought in vendors to assess alternatives
•• Researched best practicesResearched best practices
•• Developed alternatives with associated costs and presented Developed alternatives with associated costs and presented 

to managementto management
•• Interim solution and long term strategy a compromise Interim solution and long term strategy a compromise 

between desired state and available fundingbetween desired state and available funding
•• Hired a FullHired a Full--time Disaster Recovery Coordinatortime Disaster Recovery Coordinator



Risk AssessmentRisk Assessment

•• Identify Threats and VulnerabilitiesIdentify Threats and Vulnerabilities

•• Compare probability of occurrence to impactCompare probability of occurrence to impact

•• Performed at least biPerformed at least bi--annuallyannually



NC STATE THREATSNC STATE THREATS

•• Hurricanes Hurricanes (Fran, Floyd, Isabelle)(Fran, Floyd, Isabelle)
•• Flooding Flooding (natural and human threats)(natural and human threats)
•• EmbezzlementEmbezzlement
•• Power OutagesPower Outages
•• TheftsThefts
•• Loss of Critical StaffLoss of Critical Staff
•• Data Center (Old Insurance Bldg) that Often FloodsData Center (Old Insurance Bldg) that Often Floods

•• Risk Controls:Risk Controls:
•• 3 major Data Center upgrades3 major Data Center upgrades
•• fixed the draining in the computer roomsfixed the draining in the computer rooms
•• Installed new windows and Emergency GeneratorInstalled new windows and Emergency Generator



Threats Realized at NC StateThreats Realized at NC State

January 2003 Ice Storm August 2003 Flooding

The Data Center!



Defining StrategiesDefining Strategies

•• Develop mitigation strategies based on Risk Develop mitigation strategies based on Risk 
Assessment and Business Impact Analysis Assessment and Business Impact Analysis 
results using:results using:
•• Vendor ResourcesVendor Resources
•• Reciprocal agreements between campus’Reciprocal agreements between campus’
•• University Benchmark dataUniversity Benchmark data



Researching VendorsResearching Vendors

•• Identify Vendors of DR/BC servicesIdentify Vendors of DR/BC services
•• UtilizeUtilize

•• The InternetThe Internet
•• Disaster Recovery MagazinesDisaster Recovery Magazines

•• Disaster Resource GuideDisaster Resource Guide
•• Disaster Recovery JournalDisaster Recovery Journal
•• Contingency Planning & ManagementContingency Planning & Management

•• Other Universities and AgenciesOther Universities and Agencies



Gather Vendor DataGather Vendor Data

•• Distribute a Request for Information (RFI)Distribute a Request for Information (RFI)
•• Analyze/Rank Vendor CompetenciesAnalyze/Rank Vendor Competencies

•• Schedule vendor presentationsSchedule vendor presentations
•• Conduct telephone interviewsConduct telephone interviews
•• Review white papers and product literatureReview white papers and product literature
•• OnOn--site tourssite tours
•• Attend free technical workshopsAttend free technical workshops



IT Strategies: IT Strategies: Mobile RecoveryMobile Recovery



IT Strategies:  IT Strategies:  Cold SiteCold Site

•• A backup site that contains A backup site that contains 
physical space but none of the physical space but none of the 
infrastructure needed to resume infrastructure needed to resume 
operations quickly. operations quickly. 



IT Strategies:  IT Strategies:  Warm SiteWarm Site

•• A backup site that is prepared for A backup site that is prepared for 
systems restoration that systems restoration that does not does not 
contain all of the componentscontain all of the components necessary necessary 
to do an immediate restore of all to do an immediate restore of all 
business functions. business functions. 

•• In the event of an emergency, the In the event of an emergency, the 
hardware and software additions hardware and software additions 
needed to get the system operational needed to get the system operational 
may cause a delay. may cause a delay. 



IT Strategies:  IT Strategies:  Hot SiteHot Site

•• A backup site that is fully prepared A backup site that is fully prepared 
to resume business operations to resume business operations 
immediately in the event of a immediately in the event of a 
disaster, including all the needed disaster, including all the needed 
infrastructure, space and infrastructure, space and 
equipment. equipment. 



HotHot--SiteSite



IT Strategies: IT Strategies: Equipment RentalEquipment Rental



NC State IT StrategiesNC State IT Strategies

•• Failover power gridFailover power grid
•• UPSUPS
•• GeneratorsGenerators
•• Secondary Data Center (hot site)Secondary Data Center (hot site)
•• Interim Recovery Location (warm site)Interim Recovery Location (warm site)
•• Mobile Recovery UnitsMobile Recovery Units
•• Computer Equipment RentalComputer Equipment Rental
•• IT Incident Reporting DatabaseIT Incident Reporting Database



NC State Business StrategiesNC State Business Strategies

•• Generators for critical facilitiesGenerators for critical facilities
•• Reciprocal AgreementsReciprocal Agreements
•• Heightened security measuresHeightened security measures

•• Card AccessCard Access
•• Closing of Public EntrancesClosing of Public Entrances
•• Requirement of ID BadgesRequirement of ID Badges
•• Security GuardsSecurity Guards



Identify Recovery TeamsIdentify Recovery Teams

•• Technical Recovery TeamsTechnical Recovery Teams
•• Mainframe TeamMainframe Team
•• Distributed /Web TeamDistributed /Web Team
•• Communications Team Communications Team 

(Data/Voice)(Data/Voice)
•• Emergency Response TeamsEmergency Response Teams



Testing/Exercising the PlanTesting/Exercising the Plan

•• Technical WalkthroughsTechnical Walkthroughs
•• Include recovery team membersInclude recovery team members

•• Management Operations Center ExercisesManagement Operations Center Exercises
•• MOCK ExercisesMOCK Exercises
•• Tabletop ExercisesTabletop Exercises
•• Recovery StrategyRecovery Strategy
•• Communications SystemCommunications System



NC State Tests and ExercisesNC State Tests and Exercises

•• Annual Mainframe Recovery TestAnnual Mainframe Recovery Test
•• Annual Distributed Environment TestAnnual Distributed Environment Test
•• Disaster Recovery Activation DrillDisaster Recovery Activation Drill
•• Automated Dial Out System TestAutomated Dial Out System Test



Test Use CaseTest Use Case

•• Financial Aid Server FailureFinancial Aid Server Failure
•• Multiple drive failure prior to nightly backupMultiple drive failure prior to nightly backup
•• Lost a day’s workLost a day’s work
•• 95% was restored95% was restored
•• Customer commentary/notes lostCustomer commentary/notes lost
•• Value of BCP recognizedValue of BCP recognized
•• Improved processes implemented Improved processes implemented 
•• Model for other business unitsModel for other business units



Documenting TestsDocumenting Tests

•• ExpectationsExpectations
–– Detailed list of expected resultsDetailed list of expected results

•• ResultsResults
–– Actual vs. ExpectedActual vs. Expected

•• Lessons LearnedLessons Learned
–– What will make future tests more successfulWhat will make future tests more successful

•• Comments/SuggestionsComments/Suggestions
–– Improvements to the processImprovements to the process



•• In 2002, NC State expanded In 2002, NC State expanded 
Disaster Recovery for Disaster Recovery for 
Information Technology to Information Technology to 
include Enterprise Business include Enterprise Business 
Continuity/Disaster Recovery Continuity/Disaster Recovery 
PlanningPlanning



NC State IT Disaster RecoveryNC State IT Disaster Recovery

http://www7.acs.ncsu.edu/drproject/



NC State BC/DR DepartmentNC State BC/DR Department

http://www.ncsu.edu/ehs/bcp



Successful ProgramSuccessful Program

•• Risks are identified and assessment findings Risks are identified and assessment findings 
are agreed uponare agreed upon

•• Business Continuity Plans are written, Business Continuity Plans are written, 
maintained, and testedmaintained, and tested

•• Staff is trained and educated on an ongoing Staff is trained and educated on an ongoing 
basisbasis



Contact InformationContact Information

Katina BlueKatina Blue
Director of Business ContinuityDirector of Business Continuity

919919--515515--52015201
katina_blue@ncsu.edukatina_blue@ncsu.edu



Helpful LinksHelpful Links

http://www.ncsu.edu/ehs/BCP/bcp.htmhttp://www.ncsu.edu/ehs/BCP/bcp.htm
•• NC State Business Continuity/Disaster RecoveryNC State Business Continuity/Disaster Recovery

http://www7.acs.ncsu.edu/drprojecthttp://www7.acs.ncsu.edu/drproject
•• NC State Disaster Recovery of Centralized Computing and NC State Disaster Recovery of Centralized Computing and 

CommunicationsCommunications
http://www.drj.comhttp://www.drj.com

•• Disaster Recovery JournalDisaster Recovery Journal
http://www.contingencyplanning.comhttp://www.contingencyplanning.com

•• Contingency Planning & ManagementContingency Planning & Management
http://dri.orghttp://dri.org

•• Disaster Recovery InstituteDisaster Recovery Institute


