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Historical Planning
• First Disaster Recovery Project 1987
• Next Disaster Recovery Project 1993
• Current Disaster Recovery Project 

started February 2001 and is ongoing
– Development and testing of IT plans for 

30 critical administrative business units 
and critical academic units.



DR Project Status
Interim Distributed Plan developed; Testing 
scheduled for Spring 2004.
Interim Mainframe Plan developed and tested 
annually since 2001
Construction of secondary data center 
(Support Services Center on Sullivan Drive)
Academic IT Business Continuity Plans will be created Academic IT Business Continuity Plans will be created 
and Administrative IT Business Continuity Plans will and Administrative IT Business Continuity Plans will 
go through the 3go through the 3rdrd revisionrevision.



University-wide Planning
• In March 2002, Chancellor Marye Anne 

Fox created a University-wide Business 
Continuity and Disaster Recovery Planning 
Committee. 
– Role: To expand disaster recovery business 

continuity planning efforts beyond the current 
focus on administrative and academic 
information technology resources and services.



Mission Statement

• Provide leadership in coordinating, 
assessing, developing and communicating 
business continuity planning principles to 
campus departments and colleges

• Facilitate the development, testing, and 
maintenance of Business Continuity Plans



Strategy
• Conduct Business Impact Analysis and Risk Assessments
• Provide guidance in plan development and recommend 

recovery strategies .
• Develop and maintain standards and procedures for 

disaster recovery documentation. 
• Maintain a centralized repository for campus business 

continuity plans. 
• Establish disaster recovery testing methodologies. 
• Develop a training/awareness program for Business 

Continuity. 



Enterprise Planning . . . .
• Enables the university to quickly and effectively 

manage and resolve emergency situations
• Takes advantage of previous work and currently 

positioned resources and competencies
• Enables academic and administrative units to 

concentrate on what they know best and call on 
other resources for requirements outside their 
familiar business components



Business Continuity/DR  
Planning Committees

• Disaster Recovery Planning Oversight 
Committee
– Chaired by Steve Keto and Sam Averritt

• University BC/DR Planning Committee
– Chaired by David Rainer and Sam Averritt





• Business Continuity Plans must be created for 
functions that are “Mission Critical”
– Mission Critical functions =  the University could not 

function or meet core obligations and commitments 
without them. 

• Considerations include potential impacts on the safety of 
resident and non-resident students, faculty, and staff; the 
preservation of property and facilities; academic and research 
activities; and financial operations.



Where do we go from here?
• Identification of Cohort Coordinators
• Conduct Risk Assessments
• Develop Business Continuity Plans for business 

units who do not have plans
• Annual update of IT BCPs for critical 

administrative business units
• Walkthrough Exercises to be scheduled for 

administrative business unit BCPs



Black Outs

Inability to Access Facility

Flooding

Security Breaches



Train Derailments



July 24, 2003



Power Outage – Crane
July 23, 2003 – From 12:30 – 2:55 p.m.

• Impact
– Property Damage (minor surges to electronic 

devices)
– Network downtime due to switches located in 

facilities without generator backup



July 30, 2003



Flooding from Rain Storm
July 29, 2003

• Impact
– 44 locations flooded 
– No flood insurance
– The Bureau of Mines (Physics) department flooded

• Displaced staff for 7- 10 days

– Avent Ferry Housing – 27-28 dorm rooms flooded
• Carpeting/flooring damage
• Displaced students for 1 week





What’s on the way ?

Working with the new ACS Information 
Security Office and ITD IT Security Division in 
incorporating Security in BCP
Risk Assessment = 1 – 2 months
Business Continuity Plan Development = 1 – 3 
month

Coordinated effort between EH&S, ACS, and ITD



Contact Information
Katina Blue, Director of Business Continuity

1150 Varsity Drive  - CB 8007
515-5201 (office)
515-6307 (fax)
795-1110 (mobile)
Katina_Blue@ncsu.edu

http://www.ncsu.edu/ehs/BCP/bcp.htm
Join listserv = businesscontinuity


