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Guests:
Sid Holmes, ACS Assistant Director of Applications Development, Dennis Norris, ITD Director of Operations/Facilities; and Katina Williams, ACS Disaster Recovery Coordinator


Welcome:
Sam Averitt called the meeting to order.

Approval of Minutes:

The Committee unanimously approved the minutes from the October 12th, 2001 meeting with corrections.

Presentation: 
NC State Disaster Recovery Project Report - Katina Williams, Sid Holmes and Dennis Norris


Katina Williams introduced herself as Disaster Recovery Coordinator for the Centralize Computing and Communication efforts at NC State University, Sid Holmes as Assistant Director of Applications Development in Administrative Computing Services; and Dennis Norris as Director of Operations/Facilities in the Information Technology Division (ITD).

Sid Holmes reminded everyone that the Disaster Recovery Project was instigated by an audit finding last year and was mandated by the Provost and the Vice Chancellor of Finance and Business. Sid said the Team’s last report to the Committee was that the initial drafts of the business continuity plans for critical units within the University were completed. Since that report, the Team has performed an extensive study of developing alternatives for disaster recovery of computing and communication at the University. Sid said the most cost-effective and optimal solution for the University was to establish a secondary data center. This live data center would operate in addition to the Hillsborough Building. Sid said this plan was approved and the Team immediately began looking for a place to house it and very quickly found out that there was no place. Sid said the plan, at this point, is that the facility will be housed on the ground floor of the new Support Services Building that is being built off Sullivan Drive. The building is scheduled for completion in 2004. Sid said the Team has developed an interim disaster recovery plan that consists of contracting for a co-hosted facility for the recovery of the University‘s distributed environment and contracting for a co-hosted or either a mobile facility for the recovery of the University’s mainframe environment. Sid said most of the Team’s attention has been focused on developing RFPs and partnering with a vendor to put those two plans into place. The current status is that the RFP for the distributed interim plan is posted on the State’s website and is scheduled to be returned the week after next. Sid said the Team would probably review the proposals around the first week of January, select one and begin implementation. Sid said what that will give the University is the capability to recover its distributed environment in a limited and restrictive mode of operation. Once the University recovers in a restrictive mode, it would then begin building on that. The RFP for the mainframe recovery is scheduled to go to Purchasing next week. The plan is to have a contract in place in April. The University currently has a plan for mainframe recovery that consists of a mobile unit being brought in by a vendor. It is up for renewal, which is why the University has another RFP out, he said.

Sid said last September, the University conducted a test of its mainframe recovery plan. A group of technical people and users visited a recovery facility in Atlanta and managed to recover the University’s complete mainframe environment and start the systems operations in two days. We were pleased with that and had virtually no problems doing it, he said. Sid said some other things that are going on include the reviewing and updating of all of the University’s disaster recovery related plans and documentation and procedures, and enhancing the business continuity plans. He said the University has put together a special interest group for the UNC system that involves the computer and communications people within the system. The group will have its first meeting in February at the UNC Cause Conference in Greensboro. The Team has been making presentations on campus and has two scheduled off campus. One off-campus presentation is scheduled at the UNC Cause Conference and the other at the College Registrar Conference for the Southeast in Charleston. The Team also has been participating and planning for the secondary data center and additionally has been working with the people who are planning the new Public Safety Center. The tie-in there, Sid said, is to establish a capability to bring up an emergency control center in the event of a disaster. The center would be located in the new Public Safety building. The Team also has been implementing disaster recovery software. Sid said the next part of the process that would involve the University Computing Standards Committee is the distribution of business impact questionnaires and the development of continuity plans for the Committee members’ departments and schools.

Katina said the purpose of the business impact questionnaire is to help campus departments/units identify what would be impacted by their business if a disaster or an emergency happened on campus. She said the questionnaire is basically a series of questions that campus units would answer about their work environment such as their level of confidence in running their business, key areas, their customers and suppliers and how they document their processes. Once the questionnaire is completed, the Team will develop a business continuity plan from the questionnaire. Katina said there is also a risk assessment document available to assist University personnel in identifying the financial impact if their departments are involved in a disaster. An electronic program will complete the plan. The tool, Living Disaster Recovery Planning Systems, is developed by Strohl Systems. Katina said it’s a free software right now that is given to the University through ITS. The software is being maintained at ACS and the University, via Katina, is managing the software. Katina said the department plans will be coordinated within the software and there will be a central depository to keep everyone’s plan. In that software program, she said, there is a way that the Team can electronically send out the questionnaires. The departments would then complete the executable files and the corresponding questionnaire. Departments then would send the finish product back to Katina. Katina will then route it to Dennis Norris who will further assist departments with developing their plans.

John Tector asked if there was any estimate of timing impact on staff in responding to the questionnaire.

Katina said the questionnaire itself only takes a few minutes to complete. However, additional research may take more time. Each department is being asked to identify a person in their area who can work with the Team to provide information for the questionnaire.

Sid said the Team would also hold workshops to prepare people for the information they would need to put into the questionnaire. Sid said when the workshops were held with the first group, they decreased the timing impact to complete the questionnaire.

Katina said to prepare for actually completing the questionnaire, we’re going to provide in the workshop a list of things that we’re going to ask of you so it will just a matter of someone plugging the information into the questionnaire.

Pete Evans asked if the workshop is going to come before the questionnaire. Sid said they would coincide and that people would not be expected to turn the questionnaire back in until they have attended a workshop.

Katina said the Team is looking at three key areas for departments to identify in their plans. Those areas are the interruption of computer applications on the network, utility interruption, and departments’ inability to access their buildings.

Sid said basically the intent of the questionnaire is for campus departments to have a plan for conducting their business when computing and communication facilities are not available to them.

Dennis said he needed to know who the contact peoples were going to be on campus. He needs a name, email address and contact number. Dennis said once the contact information is received, the Team will start sending out Business Impact Questionnaires and at that point, the Team will actually schedule two workshops. Dennis said the Team is estimating about a week to complete the questionnaire. The key, he said, is to provide him with a person to contact. Dennis said he’s hoping that by the end of January to at least have the BIQs completed. The BIQs will be transposed into the BCPs. Those BCPs will be sent back to the contact persons for clarification and corrections.

John asked if there was a website or documentation that contains the information discussed. Dennis said the information could be assessed via the ACS homepage. He will forward the URL to Committee members. Dennis said the contact information could be sent to katina_williams@ncsu.edu.

Sam said this issue is something that the state auditors have been pursuing vigorously prior to 911. After 911, it’s going to be an expectation of all of us that have any activities that could interfere with business continuity. The scrutiny that IT, in general, is going to come under is going to be much greater than in the past. There will be more reports, a higher level of accountability and a lot more planning, he said.

Sam said there was a time that only certain aspects of the administrative IT were scrutinized, but now it’s all facets affecting business which includes teaching and learning so we can expect this to continue and the intensity to continue for a long time. He said on the academic side, ITD has received several inquires about the possibility of posting a server in the Hillsborough Building. Just like we have to look for secondary sites, if you’re running a service that’s critical to your college or department, you’re going to have to look for secondary sites as well, he said.

Sam said as you know, we're very much constrained as regards to space, but we’re trying to carve out a little space where we can host some machines and provide campus with access. The Hillsborough Building is going to become a more secure environment. Sam said we are trying to move toward card access so it’s going to be much more restrictive than it has been. We’re trying to make some accommodations so that if you have particular needs for us to host your server as part of our business continuity space, we can do that.  The space is going to be very limited. We’re trying to make some provision to help accommodate the colleges and some of their needs in this new disaster recovery initiative, he said.

John asked why were we putting servers in the Hillsborough Building.

Sam said there are some cases where there are critical services to the campus that are not run or managed by either the administrative computing operations or academic computing operations. In those cases, where you are running a business or mission- critical service in the college, you will be expected to adhere and conform to the same guidelines and practices as we use in the central office. You’re going to have to address disaster recovery. He said his assumption is that there are some activities that you can claim legitimate and that are not critical to ongoing business so they won’t come under the same level of scrutiny.

John said if I were going to be using a secondary server as you suggested and we’re backing up the Hillsborough Building, why would I want to place it in the Hillsborough Building?

Sam said the assumption is that it’s either your building that goes away or the Hillsborough Building that goes away but not both.

Sid said one reason is that if that server does a function that is critical to you and if it is in the Hillsborough Building, it will be a part of our disaster recovery plan. If it is in your building, how are you going to recover it? You’re going to have to have your own plan in place, he said.


Pete said to make a decision on this, we need to have some idea of what the network topology is. 

Sam said we’re operating under the assumption that we can restore the network. Currently, we have two major access points on this campus. One is on Centennial Campus and the other is the Hillsborough Building. We’re beginning to rebuild redundant access. 

Jennifer Van Horn said if the Hillsborough Building hub was to be affected, it would only impact those connected to it and not the rest of campus.

Pete asked what were the projected time lines for disaster recovery. 

Sid said once the University has the two interim plans in place, the Team would be able to say what the recovery time objectives are. He said the guideline now is a maximum of 15 days and that will be better with the secondary data center.

Sid also said the Team is in the process of installing a generator in the machine room on the first floor of the Hillsborough Building. It should be in place by May. Also, the Team will have an IT audit in January. He also reported that once all the business continuity plans are in place, they will then become live documents that will have to be kept up-to-date all the time to have any creditability. Sid said the Team is trying to put a repository in place that all campus departments/units can use to make updates as their staff, contacts and environments change. The Team is also trying to put testing in place for the continuity plans.

Scott Payne asked about the contact method for off-site research sites and research entities on Centennial Campus that are shared partnerships with other institutions. He said there might not be one point of contact.

Sid said from the Team’s point of view, the optimal way to do that is for Scott to have someone to coordinate it from within his group and that person be a full contact to the Team. Sid said we can negotiate that and we’ll do whatever it is that we have to do to get a viable plan in place that’s creditable.

Pete asked if the disaster recovery plan would include University’s facilities that are remotely located. Sam said it would include the entire business enterprise. 

Sam said if you think about disaster recovery plan, the UNC System has this problem times 16 and the state of North Carolina has this problem with every agency plus all of the public school systems and government offices, and etc. Sam said it seems to be that the most economical approach to disaster recovery at some level is for the state to address this collectively and to have a disaster recovery site like a telecom hotel where organizations, units and agencies could have space to put some resources. Up to this point, he said, no one has addressed this issue collectively so we’re all trying to respond to this in an individual manner, which is going to cost us a lot more money in total. Sam said he has asked this question in a number of places and has yet to receive an answer. 

Sam said it is fair at this point to say that it is an unfunded mandate and so are the security requirements coming down the pike as well.

Sid said there is an online chart that shows the 30 entities that the Team has developed continuity plans for and the contact people. The website can be accessed via the Disaster Recovery website.

Discussion and Vote:

Email Guidelines: http://www.ncsu.edu/it/ucsc/12-12-01/email-responsibilities.html

Alan Galloway said the guidelines basically hold the system administrators accountable in regards to email and help to ensure that all email on campus is handled in the same manner.  Jeff Webster said the email guidelines are common guidelines that most people are already following. The guidelines are mainly so that new people coming onto campus will have an idea of what is expected when setting up a machine as an email server. 

Henry Schaffer commented that he thinks the set of guidelines run a very nice balance between central control and freedom of units to do what the units feel that they need to do. He said he thinks in many ways these guidelines are more even handed and have less stringent control than those at many other universities. He said he would advise the units to take advantage of that freedom and to actually follow the guidelines so that they don’t cause grief for themselves because they certainly can do that if they lose sight of the guidelines.
Sam commented that when the Committee votes, it is voting to recommend to the Provost and to the Vice Chancellor of Finance and Business that these recommendations be adopted as University policies. He said the Standards Committee is an advisory body that creates recommendations, which are officially adopted by the University.

Pete made a motion to approve the recommendation. Harry seconded the motion. The Committee voted unanimously in favor of the recommendation.
NDS Proposal: http://www.ncsu.edu/it/ucsc/12-12-01/nds-techgroup.html
Andy Raynor reported that the NDS material was placed on the web after 5 p.m. yesterday afternoon and it has been represented to the NDS Technical Committee that the NDS material would be available for review by its members prior to the Standards Committee’s vote. The Committee’s vote was postponed until the February meeting to allow the NDS Technical Committee and others time for review. Sam suggested that everyone on the Committee reviews the final online version. There will be a discussion and a vote on the issue at the Standards Committee’s next meeting.

Topical Reports
· Security and Disaster Recovery: Mardecia Bell

http://www.ncsu.edu/it/ucsc/12-12-01/security-students.html

· Communications and Networking: Jennifer Van Horn

http://www.ncsu.edu/it/ucsc/12-12-01/comtech.html

· Electronic Mail, Directory Services, Calendaring, Firewalls: Greg Sparks

http://www.ncsu.edu/it/ucsc/12-12-01/email.html

· Major Administrative Systems: Financials and Human Resources: Ron Reed and Barbara Runyan

http://www.fis.ncsu.edu/EIS/finhrupdate.doc

· Student Administration: Mardecia Bell

http://www.ncsu.edu/it/ucsc/12-12-01/security-students.html#pt2

New Business:
· Sam said the University Computing Standards Committee would meet every other month during this coming year. Scheduled meetings will take place the second Wednesday in February 2002, April 2002, June 2002, September 2002, November 2002 and January 2003.


Because of a scheduling conflict with the UNC Cause meeting in Greensboro (February 11-13), the next Standards Committee meeting will be held the third Wednesday in February. The next meeting will be held on Wednesday, February 20th.

Carl Malstrom said information about the UNC Cause Conference could be found at http://www.unccause.org/.
Site licensing:

· Sam said site licensing has become an issue on campus and we are moving forward and raising the issues with our senior administrators about the difficulties of site licensing; state law and the interpretation of that law and how it is applied; and the difficulties it is causing as policies and procedures diverge from common practice. A white paper has been developed and may be presented at the next meeting as an item of discussion. Sam and Tom Miller will meet with the Council of Deans this Thursday to talk about this issue. He asked the Committee members to make their deans aware of the issues they are having with site licensing.

· Harriet Mermes asked Sam what were the issues that he would be addressing.

Sam said the issue is site licensing. He said it’s the fact that a contract is a contract regardless of what the contract is for. That means that when you do a software update/click-through license, you have essentially signed a license, he said. This is not something that the State likes. It’s something that it would like managed centrally. The problem, he said, is a case of where common practices and prevailing policies and procedures are widely divergent. A lot of issues have come to the forefront about our ability to get software, particularly discipline specific software. It’s pretty clear that the guidance we’re getting from the State has not kept up with the rapidly changing environment.  He said we have documented the amount of time spent on this issue and the hoops that we had to go through. Even I was amazed. It’s pretty enormous. Sam said, we have a lot of people who are doing things that they don’t know they’re not suppose to do but they are doing it and it’s putting the University at risk even so. We just need to address this whole area and get some clarification and hopefully see some relief.

Henry commented that when you say site licenses, a lot of people would say well that doesn’t affect me. It affects IT and ACS. But, every time a faculty or staff member downloads Acrobat Reader, a click through license, any browser upgrade (such as Netscape or I.E.) or Real Media Player, they are not conforming to the state of North Carolina legal procedures, he said.

Harry commented that no one in the room could sign a contract but when you click on accept, you have signed a contract.

Pete commented that when he was attempting to get new licenses from Dell for Microsoft Project, one of the things he was told was that Harry Hamilton is apparently the keeper of all of the state licenses for Microsoft. He asked if any one could explain that process to him.

Sam asked Pete to seek further clarification for the Committee.

Bill Padgett said all licenses for the colleges should be kept in Purchasing. 

Sam said if you’re purchasing a few licenses and the cost is less than $5,000, the vendor is going to accept your signature. However, Sam said, they are assuming that you are putting the University on record as having approved this. In fact, you don’t have the authority to do that. If the purchase is for 1,000 licenses, vendors want to see a signature of someone that they recognize. Sam said we are routinely violating the letter of intent of state policy and in some cases, the law. 

Harriett asked if other states handle site licenses differently. 

Sam said yes and they interpret the law differently. The state of North Carolina is more focused on risk avoidance than risk management and that’s a problem. Sam said there are lots of vendors who would give us software free and we say, I’m sorry, you have to change your licensing agreements before we can accept the free software. We know exactly what their responses will be. We have encountered that in some very significant cases and it has caused problems.

Survey

· Steve said one of the things the General Assembly did in the state appropriation bill was to require that the University conduct a detail survey of all expenditures in personal services and IT contracts services. The University Budget Office has disseminated information to the Committee’s business managers to complete. The survey must be submitted to the State Budget Office by December 31. Steve said it is somewhere around 8,000 transactions that the University has had in the last year that relate to these kinds of expenditures. Steve said he does not doubt that the Committee will be asked by their business managers to assist in the completion of this subjective survey. He said ACS is placing a web version of the survey online and the Budget Office is coordinating it. 

· The meeting was adjourned.


