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The Security Subcommittee met formally on November 16th and December 21st.
Data Classification and Data Management

On December 19th John and Jeff presented the DMP to the Executive Officers. The presentation and questions went well. Two requests for changes were made; first to change the term “otherwise” in section 1.3 Limitations to provide more examples, second to make sure there were appropriate Data Trustee’s for research data. These changes were accepted and are reflected in the latest draft.

The review by the University Council has been set for January 22nd.

The following documents are now available to the UITC regarding the DCS/DMP:
· draft-REG08.00.3-2007.01.03.doc
· DMP - University Data Trustees, Data Stewards, and Data Custodians  07.12.2006.doc [draft – maintained separately from PRRs – linked from DMP]

· DCS & DMP exec.2006.09.07.ppt [an updated presentation as made to Mr. Leffler’s Executive Staff meeting September 9th, 2006].

· Data Security tools for our time.doc [Article on the background and intent of the DCS and DMP]

· DMP Summary of Changes-final.doc [A comparison of changes in the Data Management Procedures REG 08.00.3 revised July 29, 2004; and new draft replacement Regulation forwarded by UITC on July 12, 2006]

Password Requirements

Work continues on developing a set of password requirements for user accounts. Guidelines will also be developed for system administration accounts as well.
[Note: there will be a presentation on this at the 1/10 UITC meeting.]

Insecure Services
As part of the effort to remove insecure services (those that pass username/password or other sensitive information in clear text) from campus ITD disabled unencrypted authenticated ftp from our server ftp.ncsu.edu on January 4th. For more information see the SysNews post http://sysnews.ncsu.edu/news/452ea13d. 
Credit Cards - PCI Compliance
As of 12/31/2006, Payment Card Industry Data Security Standard (PCI DSS) compliance has been certified for all University MasterCard and Visa merchant accounts. The University currently has 21 accounts that are certified as PCI DSS compliant.
ASAP
The RFP for a commercial product to replace the Automated Security Access Process (ASAP) is in draft review. It is expected to be posted by the end of January 2007.
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