UITC Status Update

Port Scan and Emergency Service Port Blocks on 5 January 2007

10 January 2007
On Friday evening (5 January 2007) campus was hit by a large scale port scan/denial of service attack. The resulting network traffic resulted in high loads on three of the five campus hub routers. To reduce the impact the primary target service ports for the attack were blocked at the campus Internet gateway. The attack appears to have come from a bot network, so there would be no easy way to simply block the attacking hosts. These ports were


TCP port 1433 (Microsoft SQL Server)


TCP/UDP port 2967 (Symantec Antivirus)


TCP port 5900 (VNC and Apple Remote Desktop)

The blocks are still in place and it is recommended they stay in place until the Security Subcommittee can evaluate their permanent status; the next meeting is January 18th.

For now users needing to access any of these services from off campus can do so by logging in with the VPN client. In addition ComTech and ITD Security are working to identify the Symantec Antivirus management servers on campus and allow access to them as needed so off campus managed clients will continue to fully function.
SysNews post: http://sysnews.ncsu.edu/news/459ef7d2
VPN: http://comtech.ncsu.edu/networking/vpn_access.php
