Recommendation: The Security Subcommittee makes the recommendation that the University IT Committee approve leaving in place the block of port 42 (tcp/udp) at the campus Internet gateway.

Background:

On December 16th, 2004 port 42 (tcp/udp) was blocked at the campus Internet gateway. This block was requested by a lan administrator on campus and approved for temporary implementation by the Security Subcommittee according to approved blocking procedures. At our December 16th meeting the Security Subcommittee discussed the future of this block and recommend that it be made permanent.

From SysNews (http://sysnews.ncsu.edu/news/41be0473)

On Thursday December 16th, port 42 tcp and udp will be blocked at the campus Internet gateway. This action is being taken after a recommendation was made to the IT Security Subcommittee and approved. This block will affect WINS replication services. There is evidence of compromise code being tested which would give hackers SYSTEM level access to the affected server and as of today Microsoft has not released a patch. 

More information on the potential vulnerability can be found at http://support.microsoft.com/kb/890710/EN-US/ Included are additional measures those running WINS servers can take to protect their servers from possible attacks from within the campus network. 

Based on monitoring of traffic at the gateway over the last two weeks there don't appear to be any units on campus using WINS replication to off campus hosts, which is as expected. There have been a few scans and a few probes/attacks. 

NOTE: This does not affect Windows clients using WINS to locate resources. Client WINS access is via port 137, which was blocked at the Internet gateway on June 2nd 2003. 

