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General Information

1. The Office of the State Auditor (OSA) has completed their periodic IT general controls audit that began in August. The final report was published on 1/9/09 and can be found on the NC State Auditor’s website at url: http://www.ncauditor.net/EpsWeb/Reports/Infosystems/ISA-2008-6030.pdf.  
2. Reviews to the recent approved Computer Use Policy and Regulation continues.  
· Feedback has been received from Dean’s Council (9/23/08), Faculty Senate (9/30/2008), and Student Senate (10/24/2008).  A meeting with the Staff Senate is scheduled for 1/21/2009.  A draft of the additional changes will hopefully be presented at the March UITC meeting. Additional feedback from the UITC can be sent to John_Baines@ncsu.edu or Mardecia_Bell@ncsu.edu.
3. UNC General Administration has created a UNC IT Security Council to address information security needs common to all UNC schools.  Excerpts from the draft charter that has been submitted to the UNC CIO Council for approval are listed below. 
Charge
· The purpose of the University of North Carolina IT Security Council (ISC) is to facilitate coordination and collaboration between, and to provide guidance to, UNC constituent institutions and affiliated organizations on matters related to information security.  In the context of the ISC, “information security” is enabling the protection, confidentiality, integrity, and availability of UNC information and information resources.
· ISC is charged by the UNC CIO Council to address information security issues and will provide periodic reports, updates and opinions as requested by the UNC CIO Council.
· The ISC will oversee the continuing development of a UNC Baseline Security Standard (reference) to provide constituent institutions with information security guidance to be used as the basis of university policy and which meets or exceeds the requirements of applicable laws, regulations, standards, and stakeholder expectations.

Composition:

· Each UNC campus will have one ISC representative. The campus ISC representative will be the campus Chief Security Officer or an equivalent named by the campus CIO. Representatives will serve for a term of one calendar year.
· ISC members will serve as the informed representative of their institution on matters of information security. They are responsible for representing their campus’ operations, culture, obligations and challenges in matters of information security. They will actively participate and contribute in activities of the ISC and communicate activities of the ISC back to their campus.
· ISC will select from its membership a Chair and Vice-Chair to serve as officers of the council.  These officers will serve for a term of one calendar year. Upon completion of the Chair’s one year term, the Vice Chair will be elevated to the position of Chair and a new Vice-Chair will be selected from the membership.

The initial meeting of the ISC was held on 11/19/08 at the end of the UNC-CAUSE conference in Greensboro. Mardecia Bell is currently serving as the official representative for NC State University. The 2009 Chair is William Cameron of UNC-Chapel Hill and the Vice-Chair is Chuck Curry of UNC-Greensboro. The ISC meets monthly via a web conference.
Security areas of focus for the ISC during 2009 are listed below and will be handled by established subcommittees with volunteered chairs and representatives from each UNC institution.  This sub-committees are being organized during the month of January.
· Policy, Standards and Governance  (John Baines will lead this sub-committee)
· Information Security Tools

· Risk Analysis

· Identity Management

· Security Awareness Training
4. Executive directive #21 dated 16th December 2008 from Governor Easley (see attachment) directed the use of data encryption on all mobile devices used to conduct the public's business. The UNC IT Security Council is developing system wide guidelines for disk encryption on mobile devices (e.g. laptops and USB drives) equal or better than the state ITS standard referenced in the governor’s directive. The UNC ISC is also reviewing the State of NC IT Security Standards as a starting point for baseline standards for the UNC System.  
· Security & Compliance will coordinate the effort to review the use of data encryption tools at NC State as well as review the State of NC IT Security Standards.  These issues will be a topics discussed by the Security Sub-Committee as well as with other campus groups.  There is a McAfee full-disk encryption product on the NC State contract which costs $12 per PC client license that will be part of the analysis.  A recommendation will be brought before the UITC and other committees.
Confidentiality, Integrity & Accountability
1. The implementation of Trend Micro OfficeScan anti-virus product for campus is proceeding well. On Monday, January 12th, 2009, the Office of Information Technology (OIT) will begin offering new antivirus software to campus: Trend Micro OfficeScan 8 for Windows and Intego VirusBarrier X5 for Mac OS X. Trend Micro replaces Symantec as NC State University's official provider of antivirus client products and distributes Intego's Mac products as part of a separate external agreement. All computers, including personally owned computers, connecting to the NCSU campus network require antivirus software. No user action is required at this time. Please visit OIT's Antivirus Resources Web site for future updates. An Office of Information Technology (OIT) demonstration of the two new antivirus products was held on Thursday, December 18th in Bostian Hall. 
2. An Email Retention Task Force has been established.  The task force has prepared a draft charter and is working on a FAQ document for general university consumption.  The task force is expected to complete its work by June 30, 2009. The formal review process for a draft Email Retention Regulation will begin at the March 2009 meeting of the UITC.
3. The FTC has introduced a Red Flag Rule, which has been recently found to apply to institutions of Higher Education. The Federal Trade Commission will suspend enforcement of the new “Red Flags Rule” from November 1, 2008 until May 1, 2009, to give creditors and financial institutions additional time in which to develop and implement written identity theft prevention programs. These programs apply to any account at NC State University with payment over time, or the possibility of identity theft concerning any individual associated with NC State. Implementation of the Red Flag Rule at NC State University is awaiting UNC sytem-wide guidelines from UNC General Administration.
4. A number of regulation and standards projects are being developed which includes the following: Information Systems Security Plan (ISSP) standards, Payment Card Industry Data Security Standard Compliance, sensitive data storage regulation, potential regulation on acceptable use of mass e-mails and IT Security Incident response procedures. More details will be forthcoming. 
5. Identity and Access Management projects include an assessment of current directory services, as well as providing federated authentication for a number of internal and external application service providers. We are pursuing membership in the InCommon Federation, which federates access to applications from 38 commercial and government Service providers from 81 member University Identity Providers. NC State University’s OIT (Identity and Access Management and VCL) and NCLive (Hosted by the NCSU Libraries) personnel are playing a major part in establishing the NCTrust Federation Pilot, a project that is being led by MCNC for K-20 education institutions in North Carolina. 

6. The procurement process for a Secure Managed File Transfer (SMFT) product has been postponed indefinitely due to budgetary considerations. 

Organizational Resilience 

1. The Organizational Resilience Unit continues coordinating OIT’s compliance to several internal audits as well as the State Audit.  

· Tasks to comply with the State Audit have been identified with completion dates.  Significant progress on the tasks will be assessed by S&C, Internal Audit, UNC-GA and the Office of State Audit after 90 days of the published date (1/9/09) of the audit report.
2. The Organizational Resilience Unit continues to develop the following for OIT:
· Consolidated IT resiliency plan  – section on the ERP environment is priority and nearing completion – a schedule to complete the remaining components is being developed
· High availability project plan for redundancy and failover

· Testing Schedule
· Risk Assessment

