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1. The Security Subcommittee met on November 18, 2008 and December 18, 2008.
2. During the November meeting there was a long discussion on the new ComTech VPN for campus.  Several groups had planned for it to be available at the beginning of the fall semester and were sharing their plans for dealing with the delayed rollout.  Darren Fallis provided configuration details for the final version that will be deployed and encouraged everyone to try it.
3. During the November meeting, there was also a discussion of using software that locates social security numbers and credit card numbers by scanning the files on a given hard drive or in a specific directory.  Several programs for doing this are available from other universities such as Virginia Tech and Cornell.  At these institutions, these so called Identity Finder tools are run on an annual basis to determine where personally identifiable information (PII) is being stored.  The idea of having departments do this at NCSU was discussed and everyone seemed to approve.  It was agreed that testing of the tools and an evaluation of there suitability for deployment at NCSU should start immediately.
4. At the December meeting the committee got a preliminary report on testing of some Identity Finder tools, FindSSN, FindCCN and Spider 2.  All the tools find what they are supposed to, but more testing is needed to reduce the number of false positives where the tool reported a document contained an SSN or credit card number, but there really wasn’t one.  The question of how to scan within a database was also raised.  
5. At the December meeting the committee discussed the pro’s and con’s of using laptop tracking and recovery software like Adoana.  No group on campus had tried Adoana.  It was pointed out that the software hasn’t matured much since its first release.

6. The committee discussed the recent vulnerabilities in Internet Explorer and was notified that the security announcements page had been updated with information about patching it.  The committee was also reminded that the November Microsoft patches included many critical patches for Microsoft Office and that Windows Vista Service Pack 2 is now in beta.  None of these patches appear to affect the function of Trend Micro OfficeScan.

