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This document presents a brief overview of the status of NC State University’s Identity Management initiative—the NC State I AM Project.  

A Broad Overview of Identity Management

What is Identity Management (IdM)?


Identity management is a set of methods of looking at business processes and systems that are affected by and impact the identity-related data of people who have some relationship with the institution.  Key questions to be considered by an IdM process would include:

· Who are you?

· How do we know you are who you say you are?

· What is(are) your affiliation(s) with this institution?

· What services are you entitled to based on your affiliations?

· How is your privacy protected?

· What are the policy and process issues that must be considered?

In short, Identity Management is:

· Processes for handling identity information 

· Policy infrastructure

· Technologies to implement identity related policies and processes

At NC State, one emphasis of the I AM project is to document existing processes, and determine those gaps of process, policy and technology where identity-related processes are weak.
Identity Management is not:

· a big monolithic application that will sweep in and replace existing systems

· a set of new processes to be imposed on the campus community

The Big picture of IdM

Identity Management is getting a great deal of attention in higher education these days.  One reason is the move away from Social Security Number as a way to identity people.  One can think of the Social Security Administration as a very large Identity Management organization, with a set of policies and procedures that established the veracity and validity of SSNs.

What happens in the IdM process?

IdM systems don’t replace a campus’ “Systems of Record”, the existing systems that house data on students, employees, and others.  Identity Management has a role in reflecting that data into a broader system, such as a campus-wide directory.  
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Once a credential is assigned to a person, other processes are involved in:

· AuthN=Authentication to ensure you are who you say you are

· AuthZ=Authorization to receive services

What’s the ultimate goal of an Identity Management strategy?
· a solid, known, set of business processes for bringing people into the university, identifying them, and granting access to services

· processes for granting a defined set of affiliations (roles) to members of the university, which then will allow business units to develop their own processes for providing services

· established processes for sharing data within and outside of the university to facilitate operational efficiency and federation with other institutions.
· Identity Nirvana

NC State’s I AM Project Roadmap

NC State’s I AM project has a number of key phases:
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Where are we now?

We are currently in Phase I—the Business Process Analysis phase.  This phase focuses on collecting information about:

· existing processes relating to identity

· needs for identity data within the institution, as well as out side

· current problems (gaps) with the flow of identity data

What are we doing?

· The first Business Process Analysis will focus on student processes.  This will allow us to work closely with the various teams working on the new Student Information System (SIS), and to make sure an Identity management strategy meets those needs.

· Developing an assessment process and instrument

· Refining project goals, plans, deliverables and deadlines.

· Developing informational material to increase awareness of the I AM project

· Learning about emerging standards and technologies
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Phase I


Business Process Analysis


I AM requirements and detailed project plan


Needs assessment








Phase II


Develop IdM strategies


Define Levels of Assurance


Define process and policy needs





Phase III--Affiliation Management


Group definitions


Group management rules


Group maintenance processes





Phase IV—Access and Privilege management
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Roles management


Trust management
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Identity Nirvana!





Federation Phase


Processes for sharing data outside of the institution


External Trust management


PKI, Shibboleth, etc.
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