
University Information Technology Committee

9:30 a.m. Wednesday, January 15th, 2003

Faculty Senate Chambers, D.H. Hill Library
Sam Averitt and Steve Keto, co-chairs

Voting members present:

Arnold Bell, Leslie Dare, Pete Evans, Lou Harrison for Tom Miller; Barbara Kirby, Richard Liston, Harry Nicholos, Andrew Pace; Andy Raynor, Bill Scott, Dan Steen, John Tector, Michael Vasu

Technical advisors present:

James Bossert, Aundra Browning, Alan Galloway, Bill Hicks, Charles Hunt, Robbie Little, Stan North Martin, Joe McCoy, Bill Padgett, Aaron Peeler, Ron Reed, Cheri Renninger, Ed Rogers, Alan Schueler, Josh Thompson, Jeff Webster


Guests present:

Jude Davis, ITD; Clifton Flood, University Controller Office; Ralph McLester, Financial Services; Dennis Norris, ITD

Call to Order: Sam Averitt
Review of Minutes: The Committee unanimously approved the November 13th, 2002 minutes with the following two corrections in regards to high-performance computing. Sam Averitt said the SP3 system was not being reinstalled but deinstalled and the facility was an intermediate-level facility instead of an immediate facility. 

Presentation: 
New IT Expenditures Codes for Networking and IT Costs

Cliff Flood, University Controller 

(See http://www.ncsu.edu/it/uitc/01-15-03/AccountingforNetworkCosts.xls)

Cliff Flood introduced himself as the University Controller. He said he started at the University about a year ago and before that he worked with the state auditor’s office for seven years. Cliff said these particular requirements came down from the Appropriation Bill of 2001 for OSC, OSPM and ITS to look at computer networking costs in order to get better definitions of what that is and also to bring capital costs and other costs to be tracked. Previous to this, he said, everything was going into a very generic account. Cliff said everything has been broken down into finite details so the costs can be identified and shared with legislators, our decision-making body for appropriations. Cliff said he sent an email and there was an address on the agenda to help the Committee to access this information, which will detail how the costs should be broken out. Cliff said there are still objects on the system that are going to have to be eliminated. We can’t eliminate those because we have information in them, he said. Cliff said hopefully by March 1st those objects will be removed and staff is available to help the Committee identify those objects. He said Ralph McLester, assistant accountant for Ernest Murphrey, and Marie Brown, a supervisor in Accounting’s General Ledger area, are available for assistance. Cliff said there are some complications that will have to be dealt with concerning charges of equipment under $5,000. 

Pete Evans suggested to Sam Averitt that Cliff provides contacts for the members to circulate information to if the Committee does generate questions. Sam said the answers to any questions that the Committee receives should be shared via the listserve. Cliff said a web page could be set up for questions and answers.

Sam asked Cliff if the changes were effective January 1st, 2003. Cliff commented that WAN and telecommunication cost changes are effective July 1, 2002. Other item costs are effective January 1st, 2003. 

Richard Liston said his unit was looking for a place to categorize monies spent for the use of computer programs and processing transactions though those programs where those programs are hosted by companies totally outside of the University.  He asked that Cliff make a note of that and send that information to the group. Cliff said the category might be a contract service or listed under “Other”.

Sam said the background is that the State finally recognized that a very large amount of money is being spent in the area of IT and the legislature is very interested in being able to track that on a much more grandeur level than they have been able to do so in the past and so that is the reason for this change.

Scott Payne asked if this would be updated on the ETF reporting. Sam said we would probably want to synchronize the ETF reporting.
Sam said he and Steve Keto agreed that it might be better to collect all of the questions so that the questions and answers get disseminated. He said one person might have a question but everyone would benefit from the answer. He volunteered Judy Davis as the coordinator of this effort. He asked that he be copied on the questions to Judy.
Security Subcommittee Report: Harry Nicholos

(See http://www.ncsu.edu/it/uitc//01-15-03/secrpt.ppt)

Harry introduced himself as the assistant director of Unix, Web and Database Services for ITD and as a member of the security subcommittee. The subcommittee was charged with delivering an assessment and recommendations document to the University IT Committee containing a synopsis of our security vulnerabilities, parties most affected by the vulnerabilities, and options for mitigating the risks associated with each vulnerability. The full report will come out in mid-February and will available for the UIT March meeting. Harry said in December 2001, the subcommittee performed a survey specifically targeting the use of firewalls. Harry said 15 peer institutions were surveyed and eight responses were received. Only Texas A&M had a true firewall at the border. Virginia Tech used access control lists at the border. Harry said there were three departmental firewalls and three other institutions are investigating solutions considering both campuswide and departmental solutions. Harry said many of our peers are doing the same thing that we’re doing specifically access control at the border and departmental firewalls. Harry said the subcommittee also looked at the netstudy security groups. Harry said most of the sister institutions have departmental firewalls and two implemented gateway firewalls. Half have port locks at the border. He said there is a wide variance of anti-virus polices and various wireless security based on individual campus concerns. Harry said gateway firewalls proved to be a big problem, especially with regards to video conferencing. He said, several institutions have implemented VPN solutions for various reasons. Remote access is a common motivator. Institutions also implemented VPN solutions as part of their wireless security plan. Harry said the availability of VPN access to users varies from small pockets to the entire campus. Harry said the subcommittee took a modified journalistic approach to identifying the risk points. The subcommittee looked at who (faculty, staff, researchers, students, administrative staff) is doing something, what they were doing it with (pc, workstation, server, PDA) and where (campus office, remote office, dorm, computer lab, nomadic) they were doing it. From that, the subcommittee generated a three-dimensional matrix of risks and accessed the risks in every point in the matrix. Harry said the group tried to measure the risks with these sorts of measurements in mind: would a security breach put someone at risk, put equipment at risk, put confidential or nonconfidentail data at risks, would there be monetary liabilities (legal), or would there be political liabilities (articles in newspaper). From that the subcommittee came up with potential problems. Potential problem areas included email attachments, unpatched services, insecure configuration, intentional inappropriate use, insecure data access streams, lack of physical controls (physical loss and data loss); inappropriate data access controls, social engineering, residual data, poor business practices, and poor software engineering techniques. He said the committees that went through the specific mitigation strategy about these problems discovered that there were two solutions common to virtually all of them. They were to educate campus community about IT security and its role through routine sessions including employee orientation, and to increase accountability for IT security through policy and procedure modifications. Specific recommendations include providing some basic campus-wide protection via port-blocking of often exploited ports and strengthening anti-virus policies/procedures to require use of anti-virus products. Harry said the subcommittee would like to ask the Committee how it would like for it to proceed regarding the four recommendations that it has brought forth and any other recommendations in the report. The subcommittee would like to facilitate bringing forth proposals regarding anti-virus and port blocking. The subcommittee members also would like to suggest that the appropriate organizations address the education and accountability questions and either bring forth suggestions or best practices to this Committee for further dissemination. Harry said we recognized that there are challenges to heighten the security level of computers on our campus not the least of which are resources but financial and staffing, the prioritization of those risks and the timing of those risks. In that regards, he said, the subcommittee would like to continue to meet on a quarterly basis and provide itself as an advisory group toward the implementation of mitigation processes that go on.

Bill Padgett said besides anti-viruses, there are also some processes that come in and run on machines that antiviruses don’t pick up and deliver information back out to the larger community. Bill said there are software programs that will allow you to identify scripts that are running in the backend of your machine and that are providing information that you may not know about. He asked if issue is addressed in the report.  Harry responded that it is included in the report. He said Bill needs to be looking at his system, in part, in doing good system management and that he needs to run a program that takes care of that.

Sam said security is an ongoing problem and in some ways this committee should always be a standing committee. Sam said as we move down to specific recommendations as to exactly what we’re going to do and exactly how we’re going to do it, he would like the subcommittee to come forth with some strong recommendations that we can discuss as a larger Committee and that everyone can review in how to handle these next step areas. Sam asked if anyone objected to the Committee having an ongoing responsibility. He said meeting once every quarter is too infrequent to address all the issues that arise. 

Alan Galloway suggested the Committee meet more frequently in the near future and on an at- needed basis later. Harry suggested the Committee meets quarterly at a minimum and more often as needed.

Louis Hunt expressed concern about the proliferation of SQL servers primarily throughout the departments that house a lot of student data and any oversight processes. He asked about a rule for proactive burden on the departments. Harry responded that there is the nature of the cost of actually being proactive and there is a significant manpower cost within that. Harry said from the ITD prospective, the SLA it has for database services states the ssn holder in part won’t be in the database. He said that’s his attempt of social engineering. Louis said that might be a solution to be incorporated into this process. Harry said it is part of the solution, but it didn’t speak to the general populace and that was the educated campus community, but that part of that campus community is the system administrators that are hosting those services.  Harry said although he targeted the discussion more toward everyone in the Committee, in actuality a subcommunity is the system administrators. Harry said the subcommitttee talked about that in the report to say that the system administrators need to be doing this. That’s part of their jobs and we need to be holding them to it. Sam said the UIT Committee has the responsibility to establish guidelines and practices for the entire campus not just for primarily central resources. 

Alan Schueler asked about the status of the replacement of student ids which are now social security numbers. Louis Hunt replied that it’s a top priority of the ISIS Committee. Mardecia Bell said the original time frame was that it would take one year to complete. She said we’re looking at resources available to do it sooner. 

Sam asked for a motion for the Security Subcommittee to continue. The motion was made. It was seconded and unanimously approved. 

Pete asked if there were any peer -to-peer parts of this security that we might need to look at as a University. Harry said the group didn’t address peer-to-peer specifically except at the level of copyrighted information and then there are other group University regulations that speak to that point directly. Harry said the area where it is important for most of the people that he deals with is where machines have generally been hacked. Harry said 75 to 80 of the hacked machines have poor passwords.

Sam said this is an area of increasing importance. He said we want to make sure that we’re asking people to do the right things for the right reason so that everybody understands why they are being asked. Sam said this is something clearly that the community needs to act on and needs to talk about and discuss in depth before rules or regulations are imposed. Sam said as with the research environment, what you will see is that the federal government is putting additional restrictions, regulations, and expectations on researchers who are running servers. These sites have to be managed and secured. Sam said the government is beginning to ask researchers to report back to ensure that is the case. Even for people who are use to doing it on their own, he said, if they connect to the rest of the world, there are new guidelines that are coming down from the granting agency as well. Sam said this is something we all have to deal with.

ComTech Report on Nomad Project (wireless build-out)

Ed Rogers (See http://www.ncsu.edu/it/uitc/11-13-02/comtech-nomadproject.doc)
Ed said the Nomad Project was introduced to the Committee last November. The plan, he said, is to look at the plan today and vote on it in March. Basically, the Nomad Project provides a new level of network connectivity to the campus community. Ed said in 1997, wiring was installed in Talley Student Center and D.H. Hill Library. He said it seemed to make sense to add some locations for students laptops to plug in. There were 620 locations in the library and 80 locations in Talley Student Center. In 2001, Nelson was provisioned to allow wired nomadic access in classrooms and common areas. In 2001-2002, ComTech began looking at technologies on the market. That process went on for a year or so and then EGRC and Daniels Hall were brought up within the last few weeks with full nomadic access except for clean rooms in EGRC. ComTech also planned for a campuswide project, which is what the Nomad Project is. Ed said the proposal was developed and looked at by the Infrastructure Subcommittee of the UIT Committee. Ed said the basic concept of the project is do a comprehensive project campuswide or mostly campuswide over multiple years because of funding and because of the scope of the project. The goal is to get maximum connectivity to the most people, primarily students, the fastest. He said the plan is to wire whole buildings or whole public court yards where primarily students go. Ed said the three C’s is what is the driving force for the project. The project is a convenience for students, faculty and staff, designed for casual users to access the campus data network, and is complementary to the existing wired campus and data network. It is an extension, not a substitute for the wired network. At present, wireless provides no significant security measures, is subject to interference from a variety of devices, provides limited bandwidth and is subject to unforeseen holes in coverage areas. Ed said even with the best design and implementation, the above limitations create a scenario where bandwidth to individual users cannot be guaranteed. The goal of this project is to install a system with maximum coverage with the best service (bandwidth) possible. He said a question that has already come up in the subcommittee and will come up more is can I use wireless to teach effectively in the classroom. We don’t have any idea, he said. There are a lot of factors including software use and the proximity of classrooms to other classrooms and users that might be using up all of the bandwidth. The goal is coverage, not guaranteed bandwidth, he said. John Tector asked if he could design a room that would allow him to have a wireless system that functioned inside the room but would be protected from what happens outside of the room. Ed said his understanding with current technology is that the answer is no unless the wall was steel or some metal that kept signals out and kept people from accessing it from the next room or nearby. Ed said it’s physically possible. John said if he could find the materials would doing such a thing adversely affect the rest of the system. Ed said he didn’t think it would adversely affect the rest of the system. We would want to incorporate it in the design as we look at a whole building, he said. Pete Evan added that the room could be RF proofed (covering the room with copper screen), but the larger the room, the more expensive. Pete said copper is preferred because it’s such a good conductor.


Continuing the presentation, Ed said the wireless technology used is 2.4GHz, IEEE 802.11b standard technology. Ed emphasize that technology will change before the project is done. Ed said access points will be mounted in the hallways and ComTech will deliver power to them via data cables. He said areas provided with wired nomadic access will usually be limited to small areas within campus buildings that students use for study purposes. These will typically be common areas, study lounges, etc. He said they would not be in the classrooms because ComTech could not make it work without spending a whole lot of money. John Tector asked that Ed talk about wired nomadic again. Ed said wired nomadic would be small pockets of outlets that you could plug in that would look different from the ones in the offices. Students will know that in this building that there would be a certain number of locations to plug into. He told John that he could do what the College of Management had done with wired desks that required special and very expensive furniture and setup and a lot of infrastructure. He said if anyone wants to do this, ComTech would help. John Tector said he wanted to talk with Ed because this is not going to work for him. Sam said if anyone should have special needs as they relate to wireless, they should talk with Ed. It’s not necessarily a given that we have the resources to accommodate, but we can at least look at it and see what’s possible, Sam said. Stan North Martin noted that another place where this is being discussed is the Litre Committee dealing with infrastructure. Pete said Ed might want to give folks the cost of a wall drop because it’s not free. Ed said a few areas that would not be done now is student residence halls and frat houses and multiple tenant buildings on Centennial Campus. Ed said private networks will stay until nomad comes to the building. 

Rick asked how this project will impact risks that Harry identified with security. Ed said there were more opportunities to get into an insecure point of the network. 

Proposal for discussion and vote  

Form new UIT Committee subcommittee for software issues

Bill Padgett; report on preliminary meetings 

(See http://www.ncsu.edu/it/uitc/01-15-03/swsubcom.doc)

Bill said at the last meeting, he gave a presentation on some of the problems campus had with coordinating software and six people were appointed to serve on the software subcommittee. They were Pete Evans, Andy Raynor, Bill Padgett, Bill Scott, Scott Payne and Alan Schueler. The Committee has met several times and the idea at this point is to take a look at who is been represented. Bill said the subcommittees thought there should be a couple of faculty members on there. Hugh Devine was interested. He said another faculty member might come from the Faculty Senate or from the UIT Committee. Bill said there are also some resources folks that are listed in that group. He said the subcommittee would like for UIT Committee to take a look at the list and decide if this is the right representation. Bill said the UIT Committee will be the guiding oversight committee.

Bill said the proposal is that UIT will formalize or approval the establishment of a software subcommittee to review and formalize procedure processes in the selection, funding, communication, collaborative purchasing and other activities recommended by the UIT Committee. Recommendations and findings will be brought before the UIT Committee for formal approval and implementation.

Bill said the initial subcommittee did identify multiple areas where it thought there would be a lot of opportunity to get efficiencies and establish processes and methods of communications together. The bigger picture there is to look at how we approve the coordination of software, the formal procedures for decentralization of software procurement, how we do an equitable funding models among colleges and among university units, he said. That also includes ETF funding, how we do two-way communication from what colleges and what central folks are doing as far as critical pieces of software but also other pieces of software, and the types of software that we might look at for a centralize funding model. Bill said in the end, for our labs, for our campus, for our faculty, staff and students, the subcommittee would look at the processes of how we purchase, how we install, how we test for the laboratory environment, how we release and set expectations for our faculty and students and of course work. Bill said Scott and Andy are working on the Litre committee to address the educational environment. He said part of that is software and the subcommittee will work with that group as well. 

John made a motion for the Committee to formalize the subcommittee. The motion was seconded. Sam remarked that never is the membership finalized. He said if anyone wants to have representation, they should volunteer. 

Bill said he would like to have student participation as well as faculty. John said the College of Design would like to have a representative and would let Bill know who that person would be. Shawn Dunning of the College of Textiles was nominated to serve on the subcommittee.

The Committee unanimously approved the establishment of a software subcommittee to review and formalize procedure processes in the selection funding, communications, collaborative funding and other activities and submit recommendations to the UIT Committee for consideration.

New Business

Pete reported that projection bulbs costs $300 to $500 a piece to replace and he wants to select one, two or three units across the campus so that we can standardize the purchase of new bulbs on campus.  He also reported that the new projectors are coming network equipped bulb lights and the status of the projectors can be monitored. Sam said the official Classroom Environment Committee is in the process of looking at the classroom environment. The Committee now meets every two weeks. 

Scott Payne said the Committee met right before the holidays and put forth a proposal for $300,000 of equipment through the Finance and Business Office to test layouts for small classrooms and large classrooms. We hope to hear at the next meeting that we got that approved. Scott said if we did get the money, there would be models selected and we might be able to do some standardization. 

Sam said the thinking is that we’re going to start a pilot with some meaningful number of classrooms. He said there are a lot of issues to consider as well as how do we make sure we’re going to get maximum value out of that investment. The proposal is to include an assessment component, which will evaluate social, culture and other factors that affects success in the classroom and so we’re going to try to identify how we invest in ways to get high-value retirement. 

Sam said the answer to Pete’s question is that there is a Committee looking very hard at this. Sam said any input should be sent to him or other members to make sure those ideas get incorporated into the planning.

Topical Reports: Comments or questions?

Security and Disaster Recovery: Student Administration- Mardecia Bell

(See http://www.ncsu.edu/it/uitc/01-15-03/security-drp-students.doc )

Mardecia reported that ACS is moving along with the interim solution at Centennial Campus and hope that the facility will be available to move into around the first of March. She said ACS will perform some sort of testing at the end of the fiscal year. She said the IT audit report is complete and published on the web and formal responses are being finalized. On the student administration side, ACS is working on social security number replacement and as the projects moves further along, a recommendation for a campus id will be sought and she would seek the Committee’s support.

Communications and Networking-  Aundra Browning

Aundra reported that at some point the subcommittee wants to have a final quality of services solution. It address items like peer-to-peer traffic and how we control the bandwidth, how do we prioritize traffic. He said they were in the testing phase in the lab and once they wrap everything up, they could give a present. Sam asked if he could present at the March meeting. He said he hopes to present at the March meeting.

He also reported that he has had concerns from users concerning Ports 135-139 pop-up messages. He asked who would give his unit the ability at the gateway to block those pop-up messages. Sam said André should address the UIT Committee with that problem and told him to draft a proposal to present to the Committee. 

Email, Calendaring, Directory Services - Greg Sparks, Alan Galloway

(See http://www.ncsu.edu/it/uitc/01-15-03/emailcaldir.doc)

Alan Galloway reported that the subcommittee met last week and is looking to do the beta test this spring for spam tagging. He reported that the LDAP database is beginning to be populated. He will give an update at the March meeting. 

Major Administrative Systems: Financial and Human Resources - Ron Reed

(See http://www.fis.ncsu.edu/EIS/Univ_Stds_Comm/FinHRupdate.doc)

Ron Reed reported that the conversion from HRSA to HRMS is ongoing. Testing will be finalized in February. The project is expect to go live March 2003.  He reported that the fitgap for 8.3 is ongoing and will be completed March 1st. He reported that the Financials 8.4 fitgap is ongoing as well as training. He also reported that several enhancements to the nVision reports have been made. PI reports will be available via the web with a unity ID. It’s scheduled to be available late February or early March. 

Next Meeting
The next meeting of the University Information Technology Committee will be held at 9:30 a.m. on Wednesday, March 12th in the Faculty Senate Chambers of D.H. Hill Library. 
Presentations

Aundra Browning: Network Security

