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John Baines & Jeff Webster
The Security Subcommittee met formally on March 22nd and April 19th.

New Gateway Service Port Block
At the March 22nd meeting ComTech made a request that service ports UDP 1026 and 1027 be blocked inbound at the campus gateway. These ports had been discussed at our January and February meetings as being nuisance traffic. Essentially all traffic campus receives on these ports is Windows Messenger spam. At the March meeting ComTech reported the traffic volume on these two ports had reached a point it was impacting their ability to properly monitor the network. After some discussion the request was approved unanimously.

Old Operating Systems
Over the last few months we have noticed an increasing number of old operating systems involved in security incidents. To help with this problem ITD Security has begun a program to try and identify computers on campus running old operating systems. The security subcommittee has recommend as a definition of old operating systems: operating systems for which the vendor is no longer providing regular security patches. We hope to have a first listing of old OS’s and campus computers running them available over the summer.

Password Standard

The final version of the Password Standard is being presented at the May 9th meeting for your consideration. We will be evaluating how the new standard is working in six months. Some items already on the list to consider are; increased password length vs. longer expiration times, are expiration times appropriate, does multi-factor authentication make sense for P5 (or others) and can we implement. Other feedback we receive will also be considered.

ASAP
The responses to the RFP for a commercial product to replace the Automated Security Access Process (ASAP) are currently being evaluated.
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