University Information Technology Committee

May 9th, 2007

Topical Report 
Enterprise Technology Services & Support (ETSS): Administrative Environment Update

· Applications Security

1. ETSS Application Security distributed a memorandum on Friday, April 27th requesting that the deans and vice chancellors review and certify the security access that their staffs have to both Human Resources and Financial Production systems. This certification is required to be completed and returned to ETSS Application Security by Thursday, May 31st.


2. Enterprise Application and Database Services (EADS) and the Information Technology Division (ITD) have developed multiple reports to identify users that are not in sync between Unity, CID, HR, FIN, eDirectory and the Portal. These reports are being run on a reoccurring basis to ensure that the userids are in sync. 


3. ASAP replacement proposals have been received from five vendors, and this list has been narrowed to a shorter list by the initial technical review. Cost analysis, vendor reference calls and additional technical assessments are underway.
4. Application Security has been meeting with ITD and EADS to review and synchronize the userids between Financial, Human Resources, and Unity. The comparison between ITD and Financials has been completed. We are currently reviewing the comparison between ITD and Human Resources. 

5. The project to modify the Application Security Reports to include terminated individuals has been delayed until after the HR 8.9 implementation.
6. Application Security is working with EADS to incorporate the changes needed in ASAP to accommodate the new WolfPack Reporting System.   
7. The final draft has been completed for the Password Standard and is now ready for UITC review as a University rule under the University Computer Use Regulation, to be endorsed and approved by Steve Keto and Sam Averitt, and to be implemented jointly by ITD and RMIS. This standard document will include a requirement for users to change their password on a more regular basis - at least one time per year. Other than that change, the final draft document normalizes password strengths and current requirements across the University into three categories:
 

· Rigorous (29 people primarily in EADS and ETSS) - 30 day password change

· Users with significant PeopleSoft roles (more than HR Self-Service and basic Campus Solutions roles - approximately 3,000 faculty/staff) - 90 day password change

· All other users (including those with HR Self-Service and basic Campus Solutions roles - approximately 42,000 users) - 365-day password change.

 

The final draft document standardizes current password practice as far as possible. This standard document will be reviewed with the UITC in six months for possible changes and extensions. 
· Information Security Assessment (ISA)
1. Phase 2 of the PCI compliance project has been completed. To date, all active University merchant accounts are PCI compliant. There are 82 identified merchant accounts, 41 compliant, 35 exempt from PCI and six (inactive) non-compliant.


2. The credit card association has upgraded the Payment Card Industry Data Security Standard to version 2.0 (PCI DSS v 2.0). This version has more stringent security requirements and is expected to go into effect in January 2008. Phase 3 of the PCI compliance project has been created to meet version 2.0 compliance.

3. Phase 2 of the RMIS Information Systems Security Program is currently underway. ISA has been holding a series of workshops across RMIS units to review seven detailed security standards that were developed in Phase 1. 

4. ISA is currently working with ComTech and ETSS to develop a RMIS network security architecture design. The design will identify threats and provide controls to mitigate or eliminate them. Currently, steps are being taken to move a subset of the ETSS network behind ComTech’s firewall system. The network containing the credit card machines is currently being moved behind ComTech’s firewalls as a pilot project.

5. ISA is currently working with the ETSS Infrastructure Team to implement a new Central Log Correlation System that will be used to capture and facilitate monitoring of security logs from ETSS computer and security systems. This project will facilitate compliance monitoring for PCI, HIPAA and other mandates, simplify auditing and helping to provide management with insight into the ETSS information security operations.

6. ISA continues to perform ongoing log monitoring and vulnerability testing against the ETSS network to detect weaknesses that could be exploited by criminals to gain unauthorized access to University data.
7. ISA is coordinating activities for the University security awareness program. Plans are currently underway for Computer Security Day 2007 (November 30th), which is a one-day event that seeks to increase security awareness for faculty and staff. ISA is also in discussion with the Extension Information Technology office regarding development of a security awareness program for County Extension Offices.

8. ISA is currently drafting a new regulation to define the minimum-security controls for protecting University servers that store High Security Data (as defined in the Data Management Procedures), such as social security numbers.
· Organizational Resilience 

1. The RMIS Organizational Resilience Unit is in the process of developing:
· infrastructural resiliency plans for the administrative environment,

· a High Availability Project plan for redundancy and failover of administrative systems,

· a Testing Schedule for administrative environment including infrastructure and ERP systems, and the 

· RMIS Resilience service level agreement to be posted on the web.

2. The OR Unit continues its evaluation and mitigation of identified threats to RMIS provided services.

3. The OR unit’s Planning Workshop for the administrative infrastructure continues. 

4. The Organizational Resilience website (http://www.fis.ncsu.edu/dr/) is currently undergoing a redesign. 
· System Enhancements/Availability
1. DRAS Replacement
· Access to Report2Web and the available reports should be requested by contacting the Automated Security Access Process (ASAP) initiator in your college/department.

· Development of the Monthly Budget Management Report and all associated delivery components is complete. Burst rules and excel conversion templates are complete.  Prior month files for fiscal year 2006-2007 have been moved to Report2Web production. Training of Monthly Budget Report users is complete.  Once the April close out file has been generated in People Soft Financials and delivered to Report2Web, this project will be complete.

· The following DRAS report is currently being converted to Report2Web: Student Hold Report. Conversion of all other active DRAS reports to Report2Web has been completed.
2. The Report2Web User Group will meet from 10 a.m. to 11 a.m. Wednesday, May 30th in the Avent Ferry Sunroom. Held monthly, these sessions will focus on the various functionalities of Report2Web, a web-based document archival and retrieval system, and other related topics. 

If you are interested in viewing a demo of Report2Web or would like to suggest discussion topics, contact Marlow Taylor at 513-1174 or via email at marlow_taylor@ncsu.edu . Alternatively, you may contact Lisa Gallond at 513-1649 or via email at lisa_gallond@ncsu.edu . 


3. For a complete list of administrative systems hours, please visit http://www.fis.ncsu.edu/etss/production_hours.asp.  



· Client Services/Application Support

1. The ETSS Help Desk is currently working with the SIS Steering Team on how the University wants to handle requests for assistance from users of the various centrally supported administrative systems. An upcoming meeting in May will focus on the customer base, types of calls each unit fields, how to route various calls and the tools needed for call tracking. Please send any help desk related problems or concerns to etss_help@ncsu.edu .

2. Due to vendors no longer shipping or supporting Windows 2000, a conversion from Windows 2000 to Windows XP is in progress for all supported desktops. The release of XP to customers began May 1st, 2005 with a phased distribution targeted to end in May 2007. Approximately 100 affected desktops remain to be converted.

3. The current Implementation of Business Objects (Enterprise Reporting Tools) for Advance users is serving two purposes (1) the obvious reporting benefit to Advance users and (2) the identification of issues involved in implementing Business Objects here at NC State. There are various tasks that must be accomplished before we can begin the widespread implementation of Business Objects across campus, which include creating and documenting security procedures, admin procedures, audit requirements, training plans and documentation, and universe design standards.         

Current expectations are that development will begin winding down for the Advance project in May/June. The Solutions Center is currently planning and preparing for training of Advance users on the new reporting system. We hope to have identified the next two POC groups to implement Business Objects by the end of May.

· Portfolio Management Office 

1. The RMIS IT Portfolio Management Office with the Advisory Board continues to create standardized project management processes that include a submittal process, approval process, planning processes, executing process, monitoring and control process, close out process, and a project-to-production process.


2. The PMO has developed a course entitled “Work Estimation to Critical Path” that will be given to RMIS staff at various times.
