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1. 
Overview

This document provides a framework for account types and passwords that are used in the authentication process for University-wide applications at NC State University.  It establishes standards for the levels of password security needed for authentication by different account types, and establishes the characteristics of passwords to meet those security needs.  
This document has been developed jointly by the IT Security groups within RMIS and ITD.  
2. Purpose

The purpose of this document is to establish standards for access to enterprise-level systems and applications, and to define the characteristics of passwords and other user credentials that meet those standards.  
3. Scope 

The scope of this Standard includes all user credentials for accessing enterprise-level (University-wide) applications and systems, including but not limited to usernames and passwords.  In most cases, these applications and systems use campus-wide credentialing systems (such as Unity) for authentication.  These standards may also apply to other enterprise-level systems that use different credentials.  
This Standard does not specify requirements for security of system-administrator access to systems, and also does not apply to locally-administered systems (e.g. within departments and colleges).  The Standard also does not apply to unit-level systems that provide their own credentialing and access control. This standard may be optionally adopted by unit, departmental and college level applications and systems.
These password systems within the scope of the standard are used to access central applications and systems maintained by Information Technology Division (ITD) and Resource and Management Information Systems (RMIS) as well as some departmental resources and must follow the standard.  The password systems and their credentials relevant to this standard include:
· Standard Unity (Kerberos technology) This authentication mechanism is the regular campus login, and it currently supports:

· Many Web applications

· Automatic synchronization with Strong Unity passwords

· Standard Unity (Novell eDir)

· Synchronized from Kerberos

· Used to access MS Windows computers running ITD’s  Windows computing environment
· Standard Unity (Microsoft Active Directory)

· Synchronized from Kerberos

· In development, will replace Novell eDir for access to ITD’s  Windows computers
· Strong Unity (Novell eDir). 

· Adds some additional security controls not in place for all Unity passwords

· Currently only includes employees

· Replaced Intrasecure credentialing system

· In use for the following administrative applications:

· Admin portal

· PeopleSoft Financials 

· PeopleSoft Human Resources
· Planned PeopleSoft Campus Solutions Student Information System 

· Tax forms

· Business Objects reporting

· Some other applications

· ETSS Novell LAN (Novell eDir - but different from Unity or Strong Unity)

· local PC login for administrative computers

· GroupWise (Novell technology email and calendaring but different credential from ETSS Novell LAN eDir)

· Standards for older systems are to be implemented as far as technically possible:
· Mainframe access (IBM RACF security software, access via 3270 emulation e.g. Rumba). 

· Sybase (passwords are synchronized across a series of Sybase data bases). 

4. Password Standard 

NC State University (the University) is committed to a secure information technology environment in support of its missions. The assignment of a password level is based on an individual’s security role(s) for a specific user account and is not an automatic result of an affiliation or staff position. Five levels of passwords are defined in this section based on increasing scope and sensitivity of the data accessed by the account. 
Password expiration times should be set to occur only during the University Help Desk business hours, as far as authentication systems will allow. This will allow users to have immediate support from the Help Desk if the password change should prove problematic. However, users who have problems logging in during times when the Help Desk is not open will still be able to seek assistance the next business day.
· Some users may be able to have their password reset by calling the University Help Desk and correctly identifying themselves. This is done using a secure question and answer provided by the user in advance of the password reset via the UIA application at http://www.acs.ncsu.edu/uia/ . 

· Users can have their password reset by appearing in person at the University Help Desk with a photo ID. 

· Users may be required to read and accept the Computer Use Policy, which describes appropriate use of university information technology resources, before being granted access to University computer systems. Links to NC State’s computer use policies and regulations can be found at: http://www.ncsu.edu/policies/informationtechnology/
· Users are required to read and sign the Information Security Acknowledgement (ISA) form before being granted access to Human Resource, Financials or other administrative applications and data. The ISA is available on-line at http://www.fis.ncsu.edu/appendices/AppendixC.htm .
· Users may be required to use more than single factor authentication (username and password). The second factor would be biometric or other physical token. Specifications for second factor authentication will be developed in the future.

4.1. NCSU Password – Levels of Application Security
There are five levels of security defined for categorizing University accounts based on the sensitivity and scope of access allowed by the particular account for the user concerned. These are:
Figure 1: Characteristics of Account Types
	A1: Entry Level Security.  These accounts are used by individuals external to the university and imply no assurance of affiliation or identity verification.   e.g.: Guests, student applicants, job applicants. Data classification of data in use at this level is always at the Standard sensitivity classification.

	A2: Standard Level Security. These accounts provide access to sensitive information only about the individual accessing the account. E.g., email, web, personal computer, application data access for the logged in user only, etc. Data classification at this level will be at the Standard or Moderate level. Data about the individual accessing the account only, which is displayed through administrative applications, may be at Moderate or High sensitivity. 

	A3: Medium Level Security. Accounts providing access to sensitive administrative data at the unit or department level. May include access to information about others. E.g. Human Resource System and Financials System application access wider than the individual but within their direct department. Data classification of data in use at this level is at the Standard, Moderate or High sensitivity level.

	A4: High Level Security. Accounts providing access to sensitive administrative data at the Central Office level, College level or equivalent. This level includes access to information about others and may have the ability to approve access to unit level data. This level may also include access to information at the institutional level. E.g. Human Resource System and Financials System application access for central office users and some college/division level users. Data classification of data in use at this level may be at any of the Standard, Moderate or High sensitivity levels.

	A5: Rigorous Security. Accounts used to control institution-wide applications and databases, systems or application and database default and implementation options. E.g.:. 

· User accounts used in maintaining the Human Resource System and Financials System

· User accounts with global access to the student information system
Data classification of data in use at this level may be at any of the Standard, Moderate or High sensitivity levels.


4.2. Table A: NCSU Password Standard Matrix 

At this time there is a one to one relationship between the account types and password levels. (Account type A1 is protected by a P1 password level… Account type A5 is protected by a P5 password level). This may change in the future, as password characteristics are adjusted, and additional account types are added. 
Figure 2: Attributes of Password Levels
	Attribute 
	P1
	P2
	P3
	P4
	P5

	1. Minimum length of password 
	8
	8
	8
	8
	8

	2. Maximum length of password
	127
	127
	127
	127
	127

	3. Password is character checked for strength#
	Yes
	Yes
	Yes
	Yes
	Yes

	4. Maximum age of password (in days between changes) 
	365
	365
	90
	90
	30

	5. Days of daily expiration warnings (where available)
	14
	14
	14
	14
	7

	6. Failed attempts before lockout   
	8
	8
	8
	8
	8

	7. May reset via Self-service web

(When this reset facility becomes available)
	Yes
	Yes
	No
	No
	No

	8. May reset via Help Desk phone with acceptable identity verification (UIA questions)
	Yes
	Yes
	Yes
	Yes
	No

	9. Can reset at Help Desk in person §
	Yes
	Yes
	Yes
	Yes*
	Yes*

	10. Must read Computer Use Policy document on Self-service reset 
	Yes
	Yes
	Yes
	Yes
	Yes

	11. Must complete security class and sign Information Security Acknowledgement form before access is granted to administrative applications.
	No
	No
	Yes
	Yes
	Yes

	12. Must require use of 2-factor authentication  (When capability is implemented) 
	No
	No
	No
	No
	No

	13. Not be reused previous password
	Yes
	Yes
	Yes
	Yes
	Yes


# Password strength checks under 3 in table above include verification that password:

· Does not contain the user Unity username 

· Does not contain the user Unity username backwards 

· Does contain at least one digit (number) 

· Does contain at least one letter 

· Does not contain a word found in the dictionary with 3 or more letters
· Does not have 5 consecutive digits (e.g. phone number) 

· Be more than a simple case change of your old password.
§ Where the location is remote to the Help desk special arrangements will be made to accommodate the user change of password on a timely basis. 

* User should change password immediately after password reset (onsite at Help Desk is recommended.)

4.3. Governance of this Standard 
This password standards document has been approved as a Rule as defined by NC State University’s Computer Use Policy.  It has been sponsored and approved by the Vice Provost for Information Technology (VP/IT) and the Associate Vice Chancellor for Resource Management and Information Systems.
Exceptions and changes to these standards must be approved by the sponsors and written documentation of exception requests should be maintained by the sponsors and the application owner.  
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