Password standard situation summary for UITC meeting 9:30 am May 9th, 2007

1. We are now codifying and standardizing current NC State password best practice in the Password Standard. The relatively few changes or exceptions to this approach are listed below.

2. Recognized Industry best practices are to change your password periodically. (e.g. auditors, and security analysts per COBIT and ISO 17799 et al)

a. We have arranged a 365 day password expiration rather than the current portal 90 days for the vast majority of students and faculty, and for staff with Self-Service PeopleSoft roles only. 

b. All departmental and central office PeopleSoft users will continue with their current 90 day password expiration (this is a change for the standard as previously presented to the UITC to include PeopleSoft central office roles also). This approach matches current PeopleSoft password practice.

c. A few dozen A5 PeopleSoft administrators will be subject to a 30 day expiration, which extends current practice slightly. These staff are almost all in RMIS.

3. Users will be warned in advance for 14 days before password expiration. 

4. Failed attempts before lock-out has been increased to 8 to better handle stronger passwords.

5. UIA questions identification questions for password reset are now available to all students, faculty and staff, with the exception of the A5 users who will have to appear in person before an authorized individual before the password is reset. Offices remote to help desk will have local staff authorized to perform this function for A5 staff as necessary.

6. Passwords should not be re-used at NC State.

7. We have already communicated via email with students that they will need to change their passwords at least annually. We will be sending a similar communication to employees later this week describing the new standard.

8. ITD and RMIS will immediately implement the Password Standard for the NC State portal. This will include access to HR self-service and the new Student system. Over time we will extend the standard across all enterprise-level systems and applications.
9. We will revisit the standard in six months to investigate experience and possible extension, for example we may include consideration of:
a. Use two factor authentication (tokens and biometrics) 

b. Increase minimum password lengths P3-P5 from 8 to 12, increase password expiry time 

c. Increase number of password retries further 

d. Make current recommended only password strength tests mandatory 

e. Automate UIA reset questions 

f. Implement other modifications based on experience 
10. I am requesting your vote on the following proposed recommendation:
'The UIT Committee recommends the acceptance of the Password Standard final draft as a rule under the University Computer Use Regulation, to be endorsed and approved by Steve Keto and Sam Averitt, and to be implemented jointly by ITD and RMIS.'

