Security Report

May 10th, 2006

John Baines & Jeff Webster
The Security Subcommittee met formally on March 16th and April 20th. 

The Information Security Subcommittee would like to announce we finally have a public website. Please take a look at http://www.ncsu.edu/security/secsub/ where you can find out meeting dates and current projects.

We would also like to announce John Baines as the new co-chair of our subcommittee; he is the new Assistant Director for Information Assurance and Security in ETSS.

Password Requirements

Status: Based on feedback from the UITC and comments from others we are reviewing the current Unity/ITD/RMIS password requirements and working on a set of university password requirements.

Data Classification and Data Management

Recap: Over the last year the Security Subcommittee has been working on a new Data Classification document, at least one version has been presented to the UITC. During the process Leo Howell and Jeff Webster realized the current Data Management Procedure also needed revision. 

Status: After a lot of work we think the Data Classification Standard is done. It now simply defines the classification levels without placing any requirements on users. The revised Data Management Procedures now can apply to any data set on campus not just the central business data. 

Next steps: We have a review of both documents setup with Legal later this month. After incorporating Legal’s recommendations the documents will get final review by the Security Subcommittee and then be presented to the UITC, starting the forma review/approval process.

Guidelines for NC State Security Controls

Recap: The security subcommittee continues to document the NC State Security Controls guidelines that will provide guidance to all managers, IT and security professionals in the best-practice approach to implementing management (e.g., security planning), operational (e.g., user awareness training, physical security), and technical security controls (e.g., identification, authentication, and authorization).

Status: We now have a reformatted on-line version of the document that is being reviewed for consistency.

Next Meeting Date

5/18
3:00-4:30
ITD Conference Room, 213 Hillsborough

