University Information Technology Committee

May 10th, 2006

Topical Report 
Enterprise Technology Services & Support (ETSS): Administrative Environment Update

· Applications Security
1. The certification of the HR and Financial Security access by the deans and vice chancellors has been completed.
2. The enhanced version of the Automated Security Access Process (ASAP), including the ability for campus users to request security access to HR 8.8 System, was released to campus on May 4th. 
· Information Security Assessment (ISA) 
1. The name of Network Security Assessment unit has been changed to Information Security Assessment (ISA).

2. ISA is continuing to develop the Vulnerability Management Service to proactively mitigate risk against cyber security threats. Monitoring of security device logs continues to identify security breaches or attempts against the administrative network. ISA has implemented a network intrusion detection system (NIDS) to monitor network traffic, catch attacks, detect compromised computers and also to identify network misuse. ISA is currently working on reporting for this system.

3. The implementation of the PCI Compliance plan has begun. A separate PCI compliant credit card network will be built primarily behind ComTech firewalls and servers, applications and databases across campus will be hosted in said network. Current target compliance date is June 30th.  

4. RMIS continues to prepare for the upcoming 2006-07 IS State Audit.  


· Disaster Recovery/Business Continuity Planning/Data Center2 Project
1. The Disaster Recovery unit has completed its analysis of the overall administrative information technology disaster recovery program.  Recommendations were made and accepted as follows:
a. A paradigm shift to proactively address change was recommended and accepted. RMIS is adopting organizational resilience to ensure that flexible daily operations (including people, processes, information, facilities, third-parties, as well as technology) are embraced and are ready to cope effectively with potentially disruptive events.  
b. The RMIS Administrative Disaster Recovery Unit has been renamed to the RMIS Organizational Resilience Unit.
2. The Organizational Resilience Planning Workshop for the administrative infrastructure has been scheduled to continue on May 23rd.

3. Data Center2 Project:
Phase 1 of this project is complete. Further design/deployment in the new data center is still in progress to improve our ability to protect and recover data and systems during a disastrous situation.  
4. The Organizational Resilience website is located at URL: http://www7.acs.ncsu.edu/drproject/. Website content and format are being updated to reflect any changes.
· System Enhancements/Availability
1. DRAS Replacement
· Report2Web implementation of HR reports for HR 8.8 upgrade is complete.  
· Report2Web for ASAP is available with a free style request form.  
· Full integration between Report2web and HR/ASAP is under development. A date is being established. 
· An assessment of converting the remaining DRAS reports to Report2Web is underway with specific reports for Phase II implementation being identified.  


2. IntraSecure Replacement:
As vendor support for IntraSecure is no longer available, IntraSecure is being retired to mitigate the risk of relying on it to authenticate into critical business applications. This project has two phases. The first phase is to support the web-based HR and Financial systems. The second phase is to replace IntraSecure in other applications. Currently, the first phase has been completed by strengthening Unity authentication and using Unity userid and password with the Admin Portal, HR and Financial systems. The second phase is in progress to assess the required development efforts so that a project completion date can be established. In addition, ETSS will be upgrading the web sign on page on the morning of May 15th. This new page will introduce several changes and is being implemented in order to prepare the web environment to extend Strong Unity Authentication to existing web applications. ETSS will not be changing the authentication types of any applications at this time. Noticeable changes to customers will be: 

· When multiple authentication “types” (such as Unity, Sybase, IntraSecure) may be used for the application being authenticated, a scroll list of the available authentication “types” will be displayed.  This scroll list should be used to select the credential type the customer wishes to use. The default will be the first credential type in the list, which will usually be “Unity”.  If the application being authenticated only accepts one authentication type, that authentication type will be specifically named and no scroll list will be provided.

· The title of the page changes from “Administrative Computing Services” to “Resource Management and Information Systems”. You will also see other minor cosmetic changes to the page.

· The new sign on page is better structured to fulfill an ADA-compliance requirement.

· The new sign on program contains more active content (JavaScript) that may result in browser incompatibilities with some less frequently used browsers.


3. Production Hours for Interactive Systems 

The URL for the Production Hours for Interactive Systems (Financial, Human Resources, Student and the Administrative Portal) has changed. The new URL is http://www.fis.ncsu.edu/etss/production_hours.asp. Please change your bookmark accordingly. 

· Client/Desktop Services
1. A consolidated help desk is in progress. Both Client Services and the Solutions Center are now located in the same building and area. Walk-in customers can come to 201 Peele Hall and be serviced by either Help Desk. Existing help desk numbers (515-3110 and 513-1178) will remain in effect but will ring into our integrated ACD phone system being answered by rotating staff from both areas. Existing help desk e-mail requests (acs_help@ncsu.eduand ncs_help@ncsu.edu) will remain in effect and will eventually be eliminated.  Discontinuation dates of existing e-mail aliases will be announced.

2. Due to vendors no longer shipping or supporting Windows 2000, a conversion from Windows 2000 to Windows XP is in progress for all supported desktops. The release of XP to customers began May 1st, 2005 with a phased distribution targeted to end in December 2006. Approximately 1,820 customers have been converted thus far. Web Citrix is no longer needed by customers wishing to access Human Resources as a result of the HR 8.8 upgrade.

3. Q+E (reporting software) is no longer supported by the vendor. A Reporting Tools committee, chaired by Paula Tate, has been established to investigate and recommend solutions for an enterprise reporting tool as well as a replacement for Q+E. A proof of concept for two possible solutions has been conducted in addition to the demos and focus groups. The committee was not satisfied with the results of the two vendors chosen for the proof of concept and is in the process of performing a proof of concept with a third vendor. The committee is expected to recommend a solution by June 2006.


4. GroupWise 7 client upgrade project is in progress. The backend upgrade was performed on Martin Luther King, Jr. weekend, January 14th -16th, 2006. Work done in this phase of the project did not affect the look, feel or basic functionality of the GroupWise desktop client. Coordination with departments regarding the GroupWise 7 Client upgrade on customer computers is underway and is awaiting the release of a service pack in June 2006.
· Project Coordination / Change Management

1. The PMO Tool QuickBase is being deployed to RMIS as part of the Beta Testing phase. The Alpha testers are still working on the process and procedures of both the PM Office and tool use.
· The RMIS PMO is working with ITD to develop its PMO by sharing lessons learned and providing guidance to develop ITD’s processes by proper analysis of current business practices. ITD has joined in the RMIS PMO effort by purchasing 50 licenses to use QuickBase.

· Discussions have started with DELTA as it investigates how to move forward with its own PMO and use of the QuickBase tool.

