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The Security Subcommittee met formally on April 21st with a working meeting on March 17th and numerous other team meetings. 

Data Classification

The Security Subcommittee has been working over the last two months to put together a data classification standard for campus. The need for such a document was made clear with a security incident earlier this year. The goal is to assign classification levels to all the data sets on campus and the servers that hold the data. This will allow the system administrators to apply appropriate safeguards to those systems.

Security Assessments

Unisys consulting services came to campus on April 18th to conduct the IT security assessment commissioned by the UNC-OP. Several security staff worked the previous week to complete the pre-questionnaire and pull together documentation, which made the process much smoother. Sam Averitt and Steve Keto will receive a copy of the report, and the final report for all UNC campuses will be submitted to the UNC CIO on May 26.

This was a policy and procedures assessment. In addition the Security Subcommittee will use the results of this assessment to direct our efforts.

In brief, the campus did well on the UNC-OP assessment in terms of general security, physical security and disaster recovery planning, procedures and staffing. Problem areas were 1) the lack of a university-level Information Security Policy Statement and other supporting policies, 2) training and education, and 3) personnel security.

NC State is also conducting an internal security assessment, which will examine individual departments and units. The UNC-OP assessment looked at the university as a whole. This assessment was halted while handling the UNC assessment but will begin again soon.

Security Subcommittee Communications Team

The Communications Team has continued to meet and is still working though the process of how and when to communicate security issues and information to campus.

2005 Meeting Dates

5/19
3:00-4:30
ITD Conference Room, 213 Hillsborough

6/16
3:00-4:30
ITD Conference Room, 213 Hillsborough

7/21
3:00-4:30
ITD Conference Room, 213 Hillsborough

8/18
3:00-4:30
ITD Conference Room, 213 Hillsborough

9/15
3:00-4:30
ITD Conference Room, 213 Hillsborough

10/20
3:00-4:30
ITD Conference Room, 213 Hillsborough

11/17
3:00-4:30
ITD Conference Room, 213 Hillsborough

12/15
9:00-10:30
ITD Conference Room, 213 Hillsborough

