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General Information

1. Reviews to the recently approved Computer Use Regulation (Reg 08.00.2) are complete.  
· Feedback from the Dean's Council, Faculty Senate, Student Senate, and Staff Senate has been received and incorporated into a revision available for review at http://oit.ncsu.edu/rr-review/computer-use (a login with unity id and password is required for access). Your review and feedback by May 29, 2009 is greatly appreciated.  Comments received will be incorporated and then moved forward to the EOM for final approval. 

· There is also a draft of a plain English version for students at the linked Web page above. This version further explains the affect of the Computer Use Regulation on students. This approach will hopefully increase the students’ understanding of the regulation. This document is intended to be linked as an additional reference in the Computer Use Regulation. 

2. New regulations being working on include PCI (Payment Card Industry) credit card merchant acceptance, Red Flag Rule, Internal Mass Emails and Prevention of Sensitive Data Leakage on university web sites (a team has been established to create a draft).      
3. S&C has been busy (along with other affected units) in responding to the North Carolina Office of the State Auditor IT General Controls Audit 2008. In many cases we have been able to implement specific responses to the audit findings. In response to other findings, we have been identifying tasks and producing draft documents (strategies and procedures) to show significant progress within 90 days which ended in April.  A meeting will be held on May 18 with Internal Audit, UNC-GA, and the Office of the State Auditors to review the significant progress that has been made.
Confidentiality, Integrity & Accountability
1. The implementation of Trend Micro OfficeScan anti-virus product for campus continues and is proceeding well. Almost all University clients have been converted, and are being encouraged to do so as soon as possible with various communications.  All Symantec products provided by NCSU go end-of-life on June 22, 2009. On that date, support for Symantec antivirus products will end. All users should switch to Trend Micro OfficeScan or Intego VirusBarrier by this date to insure their virus protection remains current. Please visit OIT's Antivirus Resources Web site for the latest information regarding the implementation. 
2. The University Email Retention Task Force presented its interim recommendations report to the UITC on 3/11/09 for feedback.  A draft update to the existing Email Retention Regulation (REG08.00.9) has been prepared and is being reviewed by the task force. The task force is expected to complete its work by June 30, 2009.
3. The Federal Trade Commission has further suspended enforcement of the new “Red Flags Rule” from May 1, 2009 until August 1, 2009, to give creditors and financial institutions additional time in which to develop and implement written identity theft prevention programs. 
· A Red Flag Rule cross-campus committee was established by Ernest Murphrey and has prepared a draft Policy for approval by the EOM, and an interim Regulation approved by the Chancellor for the FTC May 1, 2009 deadline. 
· OIT S&C is acting in an advisory role to this committee, since the Red Flag Rules revolve primarily around university business procedures involving identity theft fraud. 
· The draft “Identity Theft Prevention Program Official Report” is being prepared by the cross-campus committee and is being reviewed with involved departments throughout the University.
·  A Privacy Officer position to implement the recommendations of the report is being considered and documented by the committee. The Email Retention Task Force also provided some significant additional roles for this Privacy Officer position in their interim recommendations report.  
4. Identity and Access Management projects include an assessment of current directory services, as well as providing federated authentication for a number of internal and external application service providers. A roadmap to assist with the governance of the project is being drafted and will be reviewed at an upcoming UITC meeting.

5. The university is now a member of the InCommon Federation, a group that supports a number of collaboration activities aimed at increasing the use of federated access to protected resources. InCommon currently provides 101 higher education institutions with access to services provided by other participants and an additional 40 government and commercial service providers.  The IAM team is collaborating with InCommon and MCNC on an NC K-20 Federation as well as participating in an InCommon Library Services project to look at using federated identities to access NC State library resources.

6. The spring certification of security access to HR and FIN is underway for campus, and will take advantage of updated Web Security Reports to review employee access to each environment.  Certification documents need to be returned by May 29th. 
Organizational Resilience 

1. A consolidated OIT change management calendar is nearing completion and will be available to campus in the coming weeks.
2. The Organizational Resilience Unit is developing the following for OIT:
· Updated Pandemic plan by May 29

· Consolidated IT resiliency plan (Draft version of the ERP component is being reviewed)
· High availability project plan for redundancy and failover

· Testing Schedule
· Risk Assessment

