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1. The Security Subcommittee met on March 26, 2009 and April 16, 2009.
2. During the March meeting, there was a review of significant security incidents at NCSU since January 2009.  For general information and awareness, details of what caused these incidents was discussed as well as responses to prevent a recurrence of these types of security problems on campus
3. During the March meeting, there was a long discussion of the pros and cons of using password storage software.  Some issues discussed were encryption of the passwords, access to the passwords, using the password storage software on PDAs and smartphones and updating passwords.  ComTech is starting to use KeePass (http://keepass.info) for distributing passwords to staff for all the network devices.  This application appears to be a good choice for their environment.  It runs on Windows, PocketPC, Linux, Apple OS X, J2ME mobile phones, iPhone, Blackberry, PalmOS, U3 devices and live CD.
4. During the March and April meetings, information was shared about the April 1st Conficker virus event.  Besides it being on the meeting agenda, this was mostly a non-event for NC State University.  The potential affects and planning for a response were discussed in the March meeting.   Information on securing the Windows autorun feature was shared at the March meeting.
5. During the April meeting, the committee reviewed the network access controls (NAC) for campus wireless networks.  Most problems with laptops on the wireless network come from lack of Windows patches or lack of antivirus software.  As a result, more and more laptops are introducing viruses to the campus network and using Nomad wireless to send spam.  Electrical and Computer engineering agreed to test the new versions of Clean Access clients to see if using them would help these problems.  This work would have to be coordinated with ComTech.

6. The main topic of the April meeting was a review of the draft campus mobile data encryption plan.  The plan, in summary, will state: 

Colleges, departments and business units are required to employ University-approved encryption solutions to preserve the confidentiality and integrity of, and control access to, University data classified as University Sensitive (red hot) data where this data is stored on a mobile storage device.

The plan will recommend mandatory encryption of red hot data and some encryption options for yellow data when stored on mobile devices.  This document will include:
· What data is to be encrypted

· What devices the plan applies to

· The purpose of encrypting the data

· What the acceptable and recommended procedures are for compliance with the 
Governor’s executive order #21
· Procedures for:

Data classification

Selecting an encryption solution

Encryption Key Management

· Guidelines for 

Full Disk Encryption

External Device Encryption

File Encryption

Folder Encryption

Mobile Device Encryption

The data on the ‘red hot’ list is still being enumerated.  The campus encryption plan will need to include an education component for the best use of encryption programs, key escrow, backups and recovery of encrypted data.  NC State University Office of Information technology (OIT) is going to be a resource for consultation and deployment of encryption solutions.  One yet to be resolved issue is how to comply with e-discovery requests that ask for encrypted data on mobile devices.
