University Information Technology Committee

March 12, 2003, 9: 30-11 a.m.

Faculty Senate Chambers, DH Hill Library

Committee Members Present

Sam Averitt and Steve Keto Co-chairs

Kristin Antelman, Arnold Bell, Scott Callicutt for Pete Evans, Leslie Dare, Mike Ferguson for Perry Grady, Alan Schueler for Barbara Kirby, Rick Liston, Thomas Miller, Harry Nicholos, Bill Scott, Dan Steen, John Tector, Michael Vasu

Technical Advisors and Guests

Donna Barrett, Mardecia Bell, James Bossert, Jack Bridges, Frank Buckless, Rhonda Conlon, Roy Cuttino, Jude Davis, Joe Flowers, Alan Galloway, Dan Green, Gwen Hazlehurst, Charles Hunt, Louis Hunt, Steve Jenkins, Robbie Little, Ron Melbourne, Dennis Norris, Bill Padgett, Greg Sparks, Jennifer Van Horn, Fay Ward, Jeff Webster, Jason Young

Call to Order

Steve Keto

Review of Minutes

The Committee unanimously approved the January 15, 2003 minutes: http://www.ncsu.edu/it/uitc/03-12-03/UITCommittee01-15-03rg.doc
Presentations and Discussion

New campus procedures for reporting IT security incidents

David Drooz, Associate General Counsel, Office of Legal Affairs

David Drooz, filling in for Mary Elizabeth Kurz, talked about a North Carolina criminal statute that requires prompt reporting of incidents of misuse of state property or unauthorized access—includes computer hacking—to the State Bureau of Investigation (SBI). David observed that new procedures on campus are in part the result of “the law of unintended consequences.” The SBI does appear to have a strong interest in pursuing detailed incident reporting; however, computer hacking is misuse of state property, and NC State is complying with the law by filing incident reports. In the past, units have not filed incident data sheets for individual incidents, but a recent message from Legal Affairs instructed them to start doing so.  

The current procedure is for units to submit reports to campus IT security officer Jeff Webster. In an effort to make process more efficient, Jeff collects and submits reports to Legal Affairs weekly.  The Office of Legal Affairs forwards the reports to SBI.  Tom Miller observed that the statute requires incidents to be reported within 3 days. David responded that given the volume of reports, this is impossible: there are an average of 10 violations of the Digital Millennium Copyright Act and 2-10 hacking incidents per week. These reports do not include names, David said.  The forms are designed for reporting misuse of physical property and ask many questions irrelevant to computer-type violations.  Sam Averitt observed that the forms were inappropriately designed for hacking incidents. Steve Keto and the committee agreed that a user-friendly form needs to be created, and Sam encouraged David and Legal Affairs to work with IT personnel on an improved version to present to the SBI for approval.

Updates and Discussion

Security—Port Blocking Proposal
http://www.ncsu.edu/it/uitc/03-12-03/port-blocks.doc 

Jeff Webster, Greg Sparks

Jeff Webster and Greg Sparks of Security Subcommittee presented the proposed new procedures for processing requests to block Internet traffic from certain ports or services from entering the campus network. Jeff explained that expanding the use of port blocking on campus is one of the recommendations that came out of the Security Subcommittee’s recent study of campus computer and network security practices.  ACS is currently using port blocks to protect administrative systems from attack or abuse. For similar reasons, the ITD Security Group and Communications Technology (ComTech) would like to have the authority to implement campus wide restrictions by blocking specific services or ports at the campus network gateway.  Jeff Webster explained that port blocking would not impact on-campus network traffic.

The procedures the Security Subcommittee proposed included that they would review requests to block ports, investigate the potential impact on campus network users, and report to the UIT Committee.  For example, there may be requests to block pop-up ads from the campus network, but others on campus might find this problematic. 

John Tector questioned the wording of item IV in the proposed procedures and asked whether the subcommittee would implement changes before bringing the action before the UIT Committee.  Greg Sparks said that he saw the Security Subcommittee as functioning similarly to the NDS technical group. Michael Vasu asked how port blocking would effect the quality of life on campus. Jeff said that would depend upon the service blocked, and Greg observed that they have been waiting for new functionality to come from ComTech’s network monitoring devices. These tools provide very detailed information that can be used at the campus network gateway.   There was discussion about just how much authority the subcommittee will have to implement the requests, where the requests are to be sent in the first place, whether the 2/3 majority mentioned in the proposal is enough agreement on the subcommittee to warrant an action.  Sam said that these are policy decisions, but that the authority already exists to act immediately to block anything that threatens the university network. 

Alan Schueler expressed concerns about communications getting to appropriate people in colleges. It was suggested that notices of the proposed actions be sent to an authorized list of people, or that Sysnews or the UIT Committee members might be ways to distribute the information. Alan suggested that this be spelled out more clearly in the procedures.

Tom Miller pointed out that a port block is a drastic measure.  Others pointed out that the Security Subcommittee may sometimes want to be able to implement a port-block quickly – and suggested that there should be specified conditions under which they could act.  It was suggested that the subcommittee could use Sam’s authority to institute emergency procedures, but make that action be temporary until it is brought before the committee.

Harry Nicholos asked for clarification of where voting should take place—in the UIT committee or the Security Subcommittee? Ron Melbourne asked if only issues affecting the complete university should come to the U IT Committee.  Sam said that all requests should come to the committee, though they may be delegated to the subcommittee.  Bill Padgett suggested that the committee might want the subcommittee to have the power to make minor decisions.

It was pointed out that technology has developed to the extent that smaller groups can take responsibility for their own firewalls.  Sam emphasized that colleges have the final say as to how things are handled within their units.

Steve Keto summarized the revisions that need to be made to the proposal: revisions should be made especially in Section III to clarify procedures; the 2/3 majority vote on the subcommittee should be changed to 100%; the document needs to state specific criteria for evaluating requests for port blocks.  Sam said that where the delegations will happen also needs to be decided.  John Tector suggested that the subcommittee have provisional authority, subject to the approval of the UIT committee. There was agreement that the document needed to be expanded.  Greg Sparks said that the subcommittee will send out a revised proposal and solicit comments before the next UIT meeting.

Delivery of Administrative Applications to Campus

Mardecia Bell gave an overview of the various delivery methods for ACS applications. Web delivery of applications is used where possible. However since HR and Financials applications cannot be delivered via the web, four alternative methods are provided:  NAL, non-NAL, Citrex Metaframe XPe (for on-campus), Citrex Metaframe XPe (for Off-Campus remote access). She asked that anyone needing other methods of distribution let ACS know so ACS can work with them.  She announced the current desktop O/S recommendations for ACS customers, and that a Special Interest Group has being formed for sharing technical information with LAN administrators. (For details, see
 http://www.ncsu.edu/it/uitc/03-12-03/PeopleSoftAccessMethods.doc 

NDS Root Access Change

Donna Barrett, chairperson of the NDS Technical Group, requested approval for the designation of John Klein as the replacement NDS root access holder for ITD. The current root access holder for ITD, Debbie Carraway, is on an extended leave of absence for an undetermined length of time. Steve Keto put the request to the committee, and the committee voted approval of this change. 

Enterprise Portal

Tom Miller gave an update on the search to select an appropriate Web portal solution for the university. He reported that a group made up of representatives from various stakeholders on campus has been put together. They have compiled a list of specifications and have invited vendors to campus for more presentations. An enterprise portal could streamline access to information from different sources—such as Wolfware, ACS PeopleSoft, Registration and Records—for students, faculty and staff.  Tom announced the portal technology vendors scheduled to make presentations on campus in the next several weeks:  

· LMS presentation by BlackBoard—Witherspoon 1:00pm-3:00 March 13

· Luminous presentation by Campus Pipeline—9:00am-12:00 (tentative time), March 19.  

· Zope Corp., an open source organization, presentation—1:00pm-3:00 April 1

Other portal presenters will be PeopleSoft and Oracle and IBM.  Vendors will have separate meetings for technical and functional personnel. Leslie Dare asked about the timeline for the choice. Steve said DELTA, ITD and RMIS hope to make the choice and purchase this fiscal year.

Bill Padgett asked if the decision has been made to have a central campus portal.  Tom replied that they are trying to determine whether there is a solution that meets both academic and administrative needs. There may not be.

Topical Reports: Comments or questions

Communications and Networking—Jennifer Van Horn

http://www.ncsu.edu/it/uitc/03-12-03/comtechreport.doc  

Jennifer said that ComTech is putting the Wireless Nomad Project build-out, presented by Ed Rogers at the January meeting, on hold since a new wireless switching technology is now available that may cause them to change direction.  Vivato produces a $15,000 “Wi-Fi” unit that promises to greatly reduce the number of devices necessary, with one outdoor device providing coverage over 2.16 miles.  ComTech will be pilot testing a unit soon.  Since the test device is funded by Resnet, it will be tested near residence halls, and then maybe moved around. Leslie Dare asked about interference from cell phones, and Jennifer said this will be among the things ComTech will test. Tom Miller asked whether security will be better or worse.  Van Horn said this new device is supposed to be better in many ways, but they’ll have to check it out.

ACS Security, Disaster Recovery; Student Administration— Mardecia Bell

http://www.ncsu.edu/it/uitc/03-12-03/ACSsecurity-students-drp.DOC  

Mardecia announced that security profiles will be going out soon.  Forms will have to be sent back to ACS this time, to certify that the profiles have been reviewed.

ACS is working on replacing the Social Security number with the Customer ID as student identifier.  This change will have far-reaching effects, since SSNs are used in many systems and applications and satellite locations. Mardecia observed that this is a major undertaking, and other enhancements to student systems will be stopped until the change-over to the new IDs is complete. Bill Padgett said that thought needs to be given to finding a way to get people to realize that they need to know their Customer ID number.  They will need to know it when they come to the Help Desk, for instance.  Louis Hunt said that Registration and Records is working on ways to do that.  They’ve considered such things as having it embedded on the back of the ID card so it can be scanned and read.  

Tom Miller asked if the new ID number will become the default password on Unity accounts. Bill Padgett said this had not been decided, since the Customer ID would be a more public number. Tom mentioned the issue of people who want guest accounts, and whether they will have to get an ID.  Jason Young suggested that this public Customer ID number will need to be protected like a Social Security number, and that there needs to be a new sensitivity to how they're treated on campus.  Ron Melbourne mentioned the recent State Audit and the need for clear authentication and password procedures. He mentioned that often there is no longer a clear separation between academic and administration systems, and that SSNs no longer serve well as default passwords. Louis Hunt agreed, and said neither Financial’s IDs nor SSNs as default passwords would be consistent with current e-commerce practices.  Bill Padgett said that people frequently wait a long time before authenticating their new passwords.  Louis Hunt mentioned that commercial packages are good at generating random passwords. Mardecia acknowledged that it is a complex issue; ACS is trying to anticipate and solve the many problems.

Steve Keto asked for an update on Student Administrative Systems. Louis Hunt said that Registration and Records has a license for the new PeopleSoft package for managing students and would like to go forward with it, but they’ve been working on the SS# business and others problems.  John Tector asked what problems.  Louis replied that campus units tend to write their own programs, and new implementations are painful—although this change might be somewhat easier because of lessons learned from HR and Financials implementations. Louis mentioned the problem of lack of resources, and there was general agreement on “not enough resources” as a campus-wide problem. 

Email, Calendaring, Directory Services—Greg Sparks, Alan Galloway
http://www.ncsu.edu/it/uitc/03-12-03/emailsubcommittee.doc 

Alan Galloway announced that there will be a presentation at the next meeting about improvements to e-mail systems, including:

-increasing IMAP allotment

-new Webmail application

-new weapon against spam

-shared mailboxes

Major Administrative Systems: Financial & Human Resources—Gwen Hazlehurst

http://www.fis.ncsu.edu/EIS/Univ_Stds_Comm/FinHRupdate.doc  

Gwen reported that the new HRMS with increased functionality has been rolled out. The new version of Financials will come out the end of March. The old FAS general ledger system is no longer in use except for a very few offices using it to close out.  The historical information has been preserved.  The new Position Control is available, especially useful for budget planning.  

There will be a lockdown in April for adding regulatory requirements and fixing known problems.  They'll be adding just the absolute must-haves.  Electronic routing of IDTs is in the works.  This will be implemented gradually and will save lots of time and effort.

Gwen added that the new research PIs (principle investigators) Financials web page is now available.  Anyone who has grants should have access.  Contact Contracts & Grants or the University Business Council to get access.

Software—Bill Padgett

http://www.ncsu.edu/it/uitc/03-12-03/softwaresubcommittee.doc  

Bill reported that the new Software Subcommittee has met three times since January. The group has designed a new Software Webpages template, and has been dealing with the process for creating the time-lines for rollout of software to the campus community, ideas about how to disseminate information, deciding what software should be of central focus or supplied by the colleges, and the financial processing of central applications.  Bill said the committee may make a short presentation at the next meeting.

Network and Computer Security—Jeff Webster, Greg Sparks 

http://www.ncsu.edu/it/uitc/03-12-03/security.doc 

They have been studying anti-virus guidelines, port blocking, IT vulnerabilities, and have formed an advisory panel of representatives from HR, Internal Audit, and Legal Affairs to advise them on policy and procedures.

New business:

Bill Scott asked when there might be news about the ETF allocations.  Sam said this year's audit report had just been received, and an ETF Advisory Team meeting would be scheduled soon. One suggestion from the auditors was that reports be collected at the end of the year so that all the spending gets documented.  So the ETF time-lines will be pushed forward.

Meeting adjourned at 11:05.
