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Required Use of Anti-Virus Software at NC State University

DRAFT:  This is a working draft of a proposed policy on the Required Use of Anti-Virus Software at NC State. It is being provided now for feedback from the campus community. Send comments to Jeff_Webster@ncsu.edu. The Security Subcommittee will be taking this draft to our advisory committee for additional fine-tuning and guidance on its proper placement in the PRR hierarchy.

Background:

Viruses, worms, and other malicious software can destroy critical or confidential data, compromise security, and generate a large volume of network traffic. A small number of infected computers can have a catastrophic effect on NC State's networked systems and on the campus's ability to perform core business and instructional functions.  NC State faculty, staff and students have had access to site-licensed commercial anti-virus software since 1997.  Currently, the university provides Symantec AntiVirus Corporate Edition (previously Norton AntiVirus Corporate Edition) for use on all university-owned as well as personal computers.  In 2002, the Security Subcommittee of the University IT Committee did a study  of the security of the university’s network and computing environment and found that these voluntary measures were not adequate to protect campus IT resources from the risk of damage from computer viruses and related threats. Therefore, in order to protect the campus computing infrastructure as well as the electronic data on which campus business depends, the Security Subcommittee recommends that the following anti-virus requirements be mandated at NC State.

Anti-Virus Software Requirements and Responsibilities:
All computers residing on the NC State network (including those connected via VPN or NC State modem lines) that are running one of the listed operating systems will be required to run an approved version of anti-virus software and have the latest available anti-virus definitions installed (see Exceptions below).
a. Installation, troubleshooting and maintenance of the anti-virus software are the responsibility of the owner/administrator of the computer.
b. A listing of approved anti-virus software versions and the operating systems they run on will be maintained at the university’s anti-virus website: http://www.ncsu.edu/antivirus/approved.html. Information on how to get an anti-virus software product added to the approved list will also be at that site. [Current thoughts on approved anti-virus software include all versions of Symantec/Norton Corporate Edition, which ITD has distributed and Symantec still supports, plus the current and previous versions of most of the popular commercial anti-virus products like Norton AntiVirus 2003, Norton AntiVirus 2002, McAfee VirusScan 7.0 and McAfee VirusScan 6.0. The operating systems that would have an approved anti-virus would be all the Windows and MacOS versions for which a Symantec Corporate Edition install is available.] If there is not an approved version of anti-virus software at the anti-virus web site for a computer’s operating system, then anti-virus installation is not required. This does not mean the operating system is immune to viruses. Owners/administrators should consider the possible threat to their systems and data should a virus infection occur and they should acquire and install anti-virus software as they determine is appropriate.

c. If a "managed-mode" installation is available for the computer's operating system, it is preferred. Computer owners/administrators not using the managed mode should ensure that a method for regular anti-virus definition updates is implemented.

d. Server administrators are strongly encouraged to install and provide server-side anti-virus scanning for networked file space and email servers to the extent practical.
Violations:

Owners/Administrators of computers found in violation of this policy will be given a warning. Owners/Administrators who repeatedly violate this policy may be subject to review under appropriate policies. For employees this may be "misconduct" under EPA policies (faculty and EPA non-faculty), or "unacceptable personal conduct" under SPA policies. For students, violations are misconduct under the applicable student disciplinary code.

Note: In accordance with existing university computer use Regulations, computers affecting the campus services or network due to virus infection may be blocked immediately. If the owner/administrator is unwilling or unable to come into compliance within three business days, the unprotected computer will be denied access to the NC State network until it has been brought into compliance.

Exceptions:
Owners/Administrators of computers will be able to request an exception from this policy if the running of anti-virus software would severely impact their ability to do business or an alternate form of protection is in place. Records of any exceptions should be available upon request and must be approved by [what level of administration or what group]. 

Computers with exceptions may still be blocked from the network if a virus infection occurs and causes them to adversely affect campus services or the network.

