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General Information

1. Feedback/Comments on the Computer Use Regulation (Reg 08.00.2) revision posted at http://oit.ncsu.edu/rr-review/computer-use have been compiled.  The regulation will now move forward for final approval via the PRR approval process.  
· Feedback/Comments on the plain English version for students (posted at the linked Web page above) have also been compiled and will be linked as an additional reference in the Computer Use Regulation. 

2. A letter from UNC-GA was sent to the Chancellor stating that NC State University has satisfactorily made significant progress with the findings from the recent IS Audit.  S&C continues to track completion of the tasks still in progress.  There will be a follow-up review from Internal Audit during Spring 2010 to review all completed items.
Confidentiality, Integrity & Accountability
1. A list of the remaining clients using the Symantec client was been published on June 22, 2009 and LAN administrators are in the process of converting these clients or taking other appropriate actions.  All Symantec products provided by NCSU are now at end-of-life and support has ended. All users should now be using Trend Micro OfficeScan or Intego VirusBarrier. Please visit OIT's Antivirus Resources Web site for the latest information regarding this migration. 
2. A draft update to the existing Email Retention Regulation (REG08.00.9) has been prepared and is being reviewed by Legal Affairs.  Upon feedback from Legal Affairs and a final review by the task force, the regulation will be moved forward for final approval via the PRR approval process.
3. The Federal Trade Commission has further suspended enforcement of the new “Red Flags Rule” from May 1, 2009 until August 1, 2009, to give creditors and financial institutions additional time in which to develop and implement written identity theft prevention programs. 
· A Red Flag Rule cross-campus committee established by Ernest Murphrey is in process of reviewing the final drafts of documentation listed below:
1. Executive Overview

2. Red Flag Evaluation and Assessment Report

3. Red Flag Procedural Guide

4. Red Flag Rule Training Package

5. Red Flag Training Quiz

6. Red Flag Incident Report Template

7. Red Flag Monthly Incident Report Summary

8. Example of Red Flag Monthly Incident Report Summary 

9. Red Flag Service Provider Overview Report (Still in Progress)
10. Answer document for Red Flag Quiz (Still in Progress)
· OIT S&C is acting in an advisory role to this committee, since the Red Flag Rules revolve primarily around university business procedures involving identity theft fraud. 
· A Privacy Officer position to implement the recommendations of the report is being considered and documented by the committee. The Email Retention Task Force also provided some significant additional roles for this Privacy Officer position in their interim recommendations report.  
4. The Identity and Access Management Oversight Committee met on June 25 and reviewed an overview presentation on Identity and Access Management (IAM) at NC State.  Approval to form two new working groups was given.  The Account Management Working Group will be reviewing the current account provisioning (and de-provisioning) process with the intention of improving its overall efficiency and effectiveness.  They are also charged with investigating the benefits of a guest account system for university guests and affiliates.  Password Management will also be a focus of this team.  The second team is the Enterprise Directory Service Working Group.  Their focus will be to develop and implement an Enterprise Directory Service for campus, to provide authoritative identity information which can be used by data consumers on campus (applications and resources).  It will also provide the backend data for federated identity management applications that use Shibboleth for passing employee and student attributes to federated resources.  There was also discussion on the formation of a “Data Release Management” committee to review who has access to what university data (both employee and student).  The ownership for this effort has not yet been determined.
5. The Shibboleth-Federation Working Group has been prototyping an NC State Federation for use with internal web applications.  This group is also going to be addressing an Attribute Release Policy (ARP) for campus to present to the IAM Oversight Committee.  This has been presented to the UNC CIO Council by Steven Hopper of GA, and more system-wide discussion of what attributes to release to different data consumers needs to take place.  NC State is participating in several identity federations and the ARP for each federation may be different.
6. The Digital Millennium Copyright Agency has been transferred from Harry Nicholos to John Baines. However, we are still in process of transferring the internal OIT processes. We have involved Employee relations in handling follow-up for employee copyright misuse, and are in process of transferring the process for notifying students to Student Conduct. Automation and more effective determination of unity id use of IP addresses is waiting on completion of the Gigamon project and further analysis of network logs. 
Organizational Resilience 

1. The consolidated OIT change management calendar is awaiting information from one of the involved OIT groups and will be available to campus soon. 
2. The Information Technology section of the Infectious Disease Plan has been updated and can be found at http://www.ncsu.edu/ehs/pandemic/file/pandemic_flu.pdf (unity login required for access). 

