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Microsoft Windows Networking Block:

On Tuesday, July 1, 2003, ComTech blocked communication between Microsoft Windows clients located off the campus network and clients located on campus.  The goal of implementing this block was to help reduce the number of systems on campus being compromised due to vulnerabilities in the MS Windows operating system(s).

Traffic on the following ports, which are used by the operating system to separate traffic generated by different applications, were blocked at the campus gateway:

· 135 - Windows RPC 

· 137 - netbios name service 

· 138 - netbios datagram service 

· 139 - netbios session service 

· 445 - CIFS / SMB

Since the block was put in place, the number of compromised systems detected has dropped from 20-30 per day to 3-6 per day.  This has dramatically lowered the workload placed on the Network Operation staff.  The block also prevents systems located off campus from transmitting "pop-up" ads to systems on campus.

A number of system admistrators have contacted ComTech regarding connectivity issues since the blocks were put in place.  We are working with each to find a reasonable workaround to allow them to still offer their services with the network block in place.

VPN – the VPN product is now available for all faculty and staff.  To learn more and to download the client, go to http://www.comtech.ncsu.edu/networking/index.html and click on “VPN Access”.  This page contains links to FAQ’s, the AUP, and the software.

Wireless – is now available in Talley Student Center.  The Vivato wireless panel has finally arrived and will be installed starting on 7/10.  Testing of the unit will take several months.

Aundra Browning, Associate Director for Data Networking, quit on 6/13 and went back to his former employer, MCI.  Greg Sparks is chairing the search committee to find a replacement for Aundra.  

