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Committee Members Present

Sam Averitt and Steve Keto Co-chairs

Pete Evans, Mike Ferguson for Perry Grady, Barbara Kirby, Rick Liston, Dan McWhorter, Tom Miller, Harry Nicholos, Andrew Pace for Kristin Antleman, Andy Raynor, William Scott, Dan Steen, John Tector, Michael Vasu
Technical Advisors and Guests

Donna Barrett, Mardecia Bell, Keith Boswell, Jack Bridges, Aundra Browning, Jude Davis, Shawn Dunning, Alan Galloway, Rhonda Greene, Lou Harrison, Gwen Hazlehurst, Jim Holland, Charles Hunt, Louis Hunt, Tom Karches, Chris King, Ryan Linn, Robbie Little, Tim Lowman, Joe McCoy, Dennis Norris, Bill Padgett, Aaron Peeler, Larry Robinson, Alan Schueler, William Setzer, Earl Shannon, Greg Sparks, Josh Thompson, Jennifer Van Horn, Fay Ward, Jeff Webster

Call to Order

Sam Averitt

Review of Minutes

The Committee unanimously approved the March 12, 2003 minutes:
http://www.ncsu.edu/it/uitc/05-14-03/03-12-03minutesfw-jd.doc
Presentation and Discussion

New and Improved E-mail Services

Harry Nicholos and Tim Lowman, ITD Systems

Alan Galloway, director  of ITD Systems introduced the presentation and Harry Nicholos,
Assistant Director, Unix and Web Services

Harry introduced the presentation by explaining that ITD Systems provides NC State enterprise- level e-mail services.  They are highly available, scalable, reliable, fast, and open-standards driven. He showed an animated slide demonstrating the routing of pieces of IMAP and POP mail through tiers of machines: mail relays, mail handlers, IMAP and POP servers, and gave details about the number and make of the machines and their connectivity. He reported on recent and planned improvements in e-mail lists (Mojo2), Webmail, broadcast e‑mail, quota notifications, inbound e-mail performance, etc. The rest of the presentation was an overview of 4 current e-mail projects:
1) Rollout of a new webmail system 
Webmail has been more popular than anticipated. An improved web-accessible e-mail client, called Squirrel Mail, will be available sometime this summer. Its selection was based on technical considerations and a survey of users, which provided a weighted list of features they wanted in a new webmail system. E-mail Systems and people from several other groups also evaluated M/4 and Twig. Squirrel Mail was the best: it runs under php, allows addition of other modules (such as a bar telling how much quota has been used), and the system is designed for efficient expansion .  There’s an “Undelete” option, and a tag next to a person’s e-mail that says, “Add to my address book.” Secure login message transfer will be an added feature. 

2) Increase in IMAP storage quota 
IMAP quota was recently increased to 30 Mb for all faculty, staff, and students. There will be another increase in quota this summer.

3) New spam-control feature for e-mail users
SpamAssassin will be put in place on July 1. It applies a heuristic against every piece of e-mail that comes in. It will add three header lines in the e-mail message:  1) yes or no or suspect, 2) a score--how suspect it is, and 3) a number that says which rules made the score what it is. The user will prescribe what to do with a suspect-tagged message. Important: the suspect message will be put in a folder—other than Trash—and people are strongly encouraged to look at that e-mail. E-mail Systems will not be deleting messages; only the user can do that.

4) New shared folder service 
The new service will enable the creation of a separate mailbox (100mg of quota) which can be accessed by multiple NC State individuals. People can go in and get the right piece of mail, handle and deal with it appropriately. It’s the opposite of list services. E-mail lists send mail out to multiple users; a shared folder funnels it into one point. There will be some cost recovery for this service:  $50/year for a shared mailbox and e-mail alias if the unit manages the access controls. If ITD manages the access controls, the cost is $75/year.

Discussion and Vote

Security Subcommittee Recommendation: Approve blocking of the Windows Networking Services (ports 135-139, 445) at the campus Internet gateway.

Background:  Aundra Browning

ComTech is offering a new VPN (Virtual Private Network) service that allows people who are off campus to access the campus network as though they were on campus. The system can currently support up to 1500 users; it can be expanded as needed. VPN is being offered first for faculty and staff; it will be scaled up for student use later. VPN is an important option if the Security Subcommittee’s recommendation to block certain ports at the campus Internet gateway is approved. 

The service was first considered at the end of last year as a service to allow people who need to use services blocked at the campus Internet gateway an alternative means of accessing campus resources. VPN services support IPSec tunneling protocol; 168-bit 3DES is used for encryption and HMAC-MD5 is used for authentication. The VPN systems change the network configuration on the client/home computer so that it seems to be on campus. The VPN IP address space on campus is 152.7.92. Testing has been successful in different departments with multiple clients for two months. It’s a free service. Not everything on a client desktop is supported, but as much as possible is. Once a user has accepted the conditions for use, the client software can be downloaded. Download instructions are on the website. Registration is required to allow tracking of users for monitoring and improving the quality of service. For VPN instructions and the acceptable use policy: see http://comtech.ncsu.edu/networking/ the VPN link. 
Andrew Pace asked if .7 IP address is just for this service. The Library is IP validated and doesn’t have .7 in its range of valid addresses. Some people would have to be authenticated through the proxy server. The Library has considered adding that range. Aundra replied that the range is based on available address space—campus has three class Bs. Sam Averitt agreed that it would be good for the Library to add those ranges. All three IP blocks are in use on campus (152.1 152.7 152.14).

Recommendation: http://www.ncsu.edu/it/uitc/05-14-03/windows-service-blocks.doc   

Jeff Webster

Jeff Webster presented the recommendation from the Security Subcommittee. In the process of doing the recent IT security study, the subcommittee identified services that make campus computers vulnerable to hacker attacks, and one of them is Windows Networking Services. The number of compromised Windows computers on campus has grown significantly in the last several months, and the problems have affected servers as well as client machines. The subcommittee recommends that Windows Networking Services traffic, which uses ports 135-139 and 445 be blocked from entering or leaving the campus gateway. Windows Network Services will work seamlessly on campus, but will not be allowed through the campus Internet gateway.

Jeff alerted the group that several departments are using the Microsoft Exchange servers, and that MS Outlook uses port 135 to initially communicate with the Exchange server. Port 135 is also the one that’s being used for pop-up spam and other nuisance ads. 

Tom Miller said that someone showed him a feature that allows a user to access his desktop remotely, and asked if that would be affected. It was speculated that this feature was probably Windows Terminal Services, which is available by default in Windows XP and available as an add-on to an NT 2000 server and would not be affected by the proposed blocking.

Alan Schueler said that blocking these ports has been a long time coming. CALS experienced numerous compromised machines and would like to get these ports shut down. He noted however, that departments that have part-time technical support may rely on Windows Networking Services; therefore these ports affect several users. To make changes in a few weeks would be a severe hardship. They need time to test VPNs and get the alternative solutions worked out. 

Sam Averitt suggested splitting the proposal in two:  one part about the proposed action; the other part about the specified a date.
Alan Schueler proposed July 1. Six weeks would be difficult but not unreasonable, he said
Questioned as to whether blocking can be done for first and second subnets, Aundra replied yes, but that it would require a great deal of administration and overhead. Sam suggested blocking at the gateway first; if significant problems occur, it can be reconsidered.

The recommendation was changed to:  block Windows networking services ports 135 through 139, and possibly 445 at the campus gateway, with a proposed implementation date of July 1, 2003.

In response to questions, Jeff Webster said that 90% of the break-ins are from off-campus. The few from on-campus are almost all off-campus people hacking an on-campus computer and using it. That option will remain:  if the hacker still has a machine behind the wall, he/she can still use it. Those machines will have to be tracked down. He clarified that this port blocking will not impact accessing services from another server via a web browser and going through the web server. Totally different ports are used for this.

A motion to adopt the recommendation was made, seconded and approved unanimously.

Sam thanked Aundra, Jeff, and all Security Subcommittee for working on this.

Updates and Discussion

Residual Data and Surplus Equipment—Greg Sparks

http://www.ncsu.edu/it/uitc/05-14-03/residual_datav3.doc
Residual data on surplused equipment has been high on the Security Subcommittee’s list of issues. Greg invited discussion on ways to pursue the problem of people surplusing machines and either forgetting the value of the data on the machines or overlooking it. Surplus sells these machines, which in some cases have on them software in violation of license agreements or data (i.e. HR records, SSNs) that leaves the university open for liability.

Greg outlined ways to address this issue:  1) Ask Surplus to be the point of enforcement. That would put a heavy workload on one group, 2) Create a procedure for campus, as part of the disposal regulation or the Computer Use Regulation, 3) Ask Surplus to partner with the departments to be responsible for cleaning data from machines. If the responsibility is put in each department, there will be need for a safety net—an enforcement point. Surplus could be the safety net.  

Greg asked if the IT committee would like the subcommittee to pursue this issue and come to final resolution. He said there were three ways to sanitize a machine: 1) overwrite the hard disk using commercial software, 2) degauss the hard drive using a de-gaussing machine, or 3) completely destroy the hard drive (a hammer works). Only overwriting leaves the hard disk in a usable condition. Degaussing destroys the read/write heads.

Should the committee pursue putting this responsibility into departments or ask Surplus to take on the responsibility?

Louis Hunt said that Registration and Records has studied the problem and has a whole staff that works diligently to sanitize machines. He still does not trust the results—does not feel satisfied until he sees the hard drive destroyed. He would rather leave the machines still usable to somebody, but the sanitizing must be absolutely reliable.

In the discussion that followed, questions were asked about who would pay for the commercial sanitizing software, and if this would be an unfunded mandate to departments. It was observed that the university gets pennies on the dollar by selling a surplused computer. However, if one disk gets into the wrong hands, it could result in a lawsuit and bad publicity. It was suggested that all hard drives be automatically destroyed. Others thought that if surplusing is done between departments, if the machine has a useful life within the university, that’s one path where it doesn’t seem right to destroy the hard drive. For example, machines coming out of a lab in 3.5 years are sometimes in demand from departments to replace computers that are 6 or 7 years old. It was said that ITD surpluses machine that have no value. It was observed that even with interdepartmental transfer, there is the potential for incorrect use of data.

Sam summarized that it would be useful for the subcommittee to study establishing some guidelines. How should the university view this problem; where is the problem? When should the machine be sanitized and when destroyed?

Harry suggested that the expertise lies best in the departments. Surplus may not know what to do with a Unix box. If each PC takes 45 minutes to 2 hours to sanitize, what’s the cost recovery on that, he asked. Each one would have to sell for $35–$40 and may not be worth that, making it impossible to add even $5 to cover costs.

Tom Karches said these machines don’t typically sell for more than $30. Buyers typically don’t expect to find a hard drive. If departments remove the drives before they surplus them, it’s not a problem. If departments take responsibility for removing the drives, they can decide what to do with those drives—smash them, reformat them, re-use them.

Others agreed that it should be the department’s responsibility. Use Surplus for a safety net if anything. Surplus can check to see if there’s a disk drive still in the machine. If so, destroy it.

Greg said this gives the subcommittee direction. They hesitate to put an unfunded mandate on Surplus. Maybe the costs could it be charged back to the departments, split 12 ways. Surplus is concerned about the information that’s on the PCs and believes this is an issue that the IT community should help resolve.

Sam asked the subcommittee to come back with recommendations.

High Performance Computing—Sam Averitt

Sam reported that the MCNC had recently announced that it will stop providing its existing North Carolina Supercomputing Center (NCSC) services on June 30. About six months were spent trying to put together an agreement with MCNC for comprehensive NCSC services for the next two years, but for a number of reasons that agreement unraveled. The legislature seems intent on providing less funding, and there were varying opinions and perspectives on what kind of NCSC service should be delivered, who should get what, and who should pay for it.

Of all the groups affected, this hits NC State the hardest. The colleges most affected are Engineering, PAMS, and CALS. NC State administrators, including the Provost unit and Reseach and Graduate Studies, will be working hard to make adjustments, looking at all options, and pursuing multiple strategies in parallel. It’s a very short time frame. NC State  will pursue lobbying the case that such a quick shutdown is unacceptable. But the MCNC bottom line says it’s advantageous to shut down quickly. ITD will work closely with those impacted.

Sam outlined some strategies being pursued to build up internal capability and resources. UNC-Chapel Hill made substantial investments in high performance computing over the years despite the availability of “free” resources from NCSC . NC State is looking to them for certain key applications—Silicon Graphics machines—and talking to people at Oak Ridge National Labs and others to see what external resources can be acquired that would be extensible across the Triangle.

ITD is trying to assess precisely the level of impact on our campus. They will prioritize the needs and try to address them in priority order.

Pete Evans expressed concern about resident data at NCSC that’s not backed up elsewhere. Sam said he was extremely concerned. Some researchers download their data, and some can’t. Data storage is a top priority. The problem is not as bad as it could be, however. Some key researchers saw the way events were moving and made alternative plans. ITD will heavily lobby for additional flexibility from MCNC. NC State would like to obtain some of the NCSC equipment, but there are significant complications and issues as to who owns it. The battle and decision ultimately resides with the UNC Board. 

Pete Evans said that PAMS has graduate students doing dissertation research who have not had sufficient warning or a place to put their data. That’s a huge impact. Sam said a user-by-user survey began the previous week. He hopes that people who have large-scale issues are well on their way to resolving them, and others will be manageable. Initial discussions are promising. Pete said the concern is in not knowing the magnitude of the problem and having this timeframe.

Sam said he will seek help and support in diverting all possible resources to speed up this effort and make a successful transition. While there may be some possibilities to extend the timeframe, everyone must assume that on June 30 the service is going away. It seems likely. 

He restated the need for specific data. What data can people do without for two weeks, and with what results? Do without for a month? How much data can be retrieved? What special issues are going to require extensive measures to retrieve the data, etc.? ITD is working to make the transition easier, but also being realistic about what is possible.

Sam asked that faculty concerns be forwarded and said that ITD will try to address them.

Tom Miller asked about money Triangle universities contributed to support high performance computing at MCNC. Sam said those funds were not committed until this coming fiscal year, so they have not been spent. Sam clarified that the MCNC announcement was just related to NCSC. Networking and that other services at MCNC would continue. The legislature is not expected to cut funding to networking.

Tom Miller said he heard that the cut was $2.5 million, which is $200,000 more than the actual supercomputing budget, and that the amount would come out of the networking side. Sam said there’s a difference between the Senate version and the House versions of the budget. The House cut $200,000 more than was in the budget. It’s assumed they will correct that number in conference, if they cut at all.

University ID naming conventions—Tom Miller

Sam introduced the topic of reconsidering the acceptable user ID naming conventions applied to computing accounts on campus.  He said the issue has come up again concerning a certain faculty member who would like an exception to the current convention, and that Tom Miller suggested bringing the topic back before the committee. ITD wants a procedure that is streamlined and effective, and that does not create a long list of requests for exceptions that must be dealt with manually. 


Tom said he was speaking from the campus faculty side of the issue, not as VP for DELTA. Tom reminded people that several years ago the campus implemented a policy that gives a hard and fast rule for the generation of Unity IDs—a person’s initials plus the first 6 characters of the last name, then digits if that ID is taken. What happens every faculty recruiting season is that computing research faculty are recruited from other schools by the dean. They are offended when they get their longin ID and it’s not what their traditional ID has been. This may seem trivial, but for a person in computing research, it’s a big deal, Tom said. This is how they’re known in the research community and among their graduate students and peers. They log into Unix systems doing research and their work is tagged with their signature—their Unix login ID. To these people, it is offensive or simply absurd that a strong technical university would have such a policy. It angers department heads and deans who are recruiting. 

Chapel Hill has an excellent policy, Tom said. Their ID is 3-8 characters derived from the person’s name, which the user chooses. At Virginia Tech, users choose their ID, which is mappable back to their SSN. This system solves the whole problem of SSNs and IDs. The ID becomes the personal identifier.

Tom said that this problem may affect only a few faculty, but where it happens, it has significant impact. In lots of other IT systems the solution has been automated. For example, if a person goes to get a domain name, the system can say, “Domain name already taken” and suggest others that are available. A Computer Science senior design class could create something like that. It could be integrated into the system and solve this recurring problem.

Bill Padgett said ITD is a service organization and should reach out to accommodate faculty needs. There are significant technical issues, but they’re probably not unsolvable. ITD has maintained an extensive exceptions list, although there are issues in PeopleSoft. He likes the idea of people being able to choose their own ID, and said there could be a fix in place that can be a stop gap. He believes it could be a service, at least for faculty/staff. Maybe it shouldn’t be available to students—that involves 28,000 more.

Alan Galloway is willing to meet with a group of academic and administrative people to discuss this and search for a universal, enterprise-wide agreement on the naming convention. 

Greg Sparks volunteered to help. He wants to know what the issues are for PeopleSoft. They have convinced all their customers that converting to the standard is much better. There’s talk of having IDs last for the duration of a person’s life so the university can stay connected to students, alumni, friends and donors. Now a database automatically creates a unique ID and passes that back, saying “Here is your ID.” The manpower spent changing those IDs once they are created is a concern. The business process needs to know a person’s ID upfront. The whole process needs to be looked at.

Sam suggested that Alan Galloway and others study to see if another strategy better addresses the breadth of campus needs and report back to this committee.

Greg Sparks said the current NC State process is not common practice at research universities.

Someone questioned whether a system like Chapel Hill’s would accommodate all the problem cases, such as people who have been recruited arriving with IDs they want to use. Tom Miller said that every ID he has seen would fit. It’s been a derivative of the name:  three initials, or maybe firstname lastname.

Lou Harrison said there are already discussions being held about the permanent university identity. Limiting the discussion to faculty members who want a non-standard name will not fill the needs in the entire realm. It is a huge issue. Lou recommends not limiting the discussion when there are other outstanding issues that have to be fixed as well.

Sam asked Alan Galloway and Greg Sparks to head the search to find out if a routine that better serves the university can be developed. He urged college or unit representatives to contact Alan.

Topical reports are online.

Topical Reports 

Communications and Networking—Jennifer Van Horn

http://www.ncsu.edu/it/uitc/05-14-03/comtechreport.doc
Disaster Recovery, Student Administration—Mardecia Bell

http://www.ncsu.edu/it/uitc/05-14-03/ACSsecurity-students-drp.DOC
Financial & Human Resources—Gwen Hazlehurst

http://www.fis.ncsu.edu/EIS/Univ_Stds_Comm/FinHRupdate.doc
Network and Computer Security—Jeff Webster, Greg Sparks

Port blocking procedures for review:  

http://www.ncsu.edu/it/uitc/05-14-03/port-blocks.doc
Greg said a note on the front page of the executive summary of the Security Subcommittee meetings instructs anyone who wants to see the entire document to send an e-mail or go to the working document website to see the 35 pages online. The highlighted sections are for restricted viewing only.

Proposed anti-virus policy:

http://www.ncsu.edu/it/uitc/05-14-03/anti-virus-draft2.doc
Software—Bill Padgett

http://www.ncsu.edu/it/uitc/03-12-03/softwaresubcommittee.doc
The new Software Web pages are online at http://www.ncsu.edu/it/software. Departments can add software that’s unique to their college or department. This prototype does not have a database behind it but will. Bill distributed a copy of the timeline, which tells when software will be put in place so people can know what step they need to be in when they release software for the fall and spring semesters.

New business:

Bill Scott brought up the NC State computers and pornography memo. Item 6.a says that users cannot be forbidden to view sexually explicit material. Bill said that can be embarrassing in Engineering because faculty and others take parents to the labs. He used to send someone to the lab ahead of the visitors, but this denies the lab operator authority to do that.

Sam said the authors of the memo tried to identify relevant law and produce a paper that pulled together all facets of the question. The university is caught between the requirement for freedoms afforded the individuals in an open environment and the need for restrictions and understanding of how far those restrictions can go. For now the memo is the definitive statement on the question. The authors tried to determine rights, responsibilities, obligations, and ways to manage the issue of pornography.

Greg Sparks wondered if students might bring this up in student government and come up with a code of conduct resolution.

Jeff Webster said that once the lab is designated public, liability becomes a big concern. Unless the material is child pornography, harassment in the work environment, or violates the obscenity law, it’s hard to take a stance.

Sam suggested asking David Drooz to come talk about this issue.

Michael Vasu agreed that the new ruling is a problem. A person could make an argument for harassment, which creates a problem for the lab manager—in addition to the embarrassment problem. Michael believes this policy will create outcomes that didn’t exist before, once the students hear of it. Sam said it’s not that anything goes. Laws apply. Legitimate inquiry is protected; flaunting is illegal. Michael suggested the university train lab managers on what to exclude.

Sam reiterated that the memo is the definitive statement. He would like for David Drooz to talk about how it is to be interpreted in particular cases. Jeff Webster suggested inviting Rhonda Sutton to talk about the harassment aspect. This topic will be on the agenda for the July 9 meeting.

Meeting adjourned at 11:05
