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General Information

1. The Office of the State Auditor is expected to begin the periodic IT general controls audit in July 2008. S&C is reviewing the last general controls audit that was performed in 2002 along with other recently performed audits at other UNC institutions to prepare for the visit. The focus is expected to concentrate on the central IT environment.
Confidentiality, Integrity & Accountability
1. The certification by Web site owners of the protection of sensitive data (if any) displayed in Web sites hosted by the old RMIS organization has been completed. 
2. CIA is assisting Legal Affairs with eDiscovery of Electronically Stored Information (ESI) associated with potential and active court cases that the university might be involved in. Procedures for eDiscovery are being prepared including litigation holds, handling subpoenas for ESI evidence and the eDiscovery process itself.
3. The Educause sponsored Cyber Security Month will be celebrated during October 2008. The events, sessions and distributions of material will apply to staff, faculty, and students. Our former celebration of International Security Day will be incorporated into sessions for the OIT Expo 2008, during the Cyber Security Month. 
4. Trend Micro's OfficeScan Anti-Virus product has been procured for future use as the university-wide anti-virus solution. We are currently coordinating the implementation plan.
5. CIA is assisting with the implementation of the UNC-GA Inter Intuitional Clearinghouse (IIC) project which will allow students at any UNC system school to register for classes at NC State University, and conversely allow NC State University students to register for distance learning courses at other institutions in the UNC system. This project depends on Federated Identity Management to allow local institution authorization to be used as a basis for authorization at the UNC-GA IIC application. 

6. A number of regulation and standards projects are being developed which includes the following: Information Systems Security Plan (ISSP) standards, a payment card industry regulation, sensitive data storage regulation, potential regulation on acceptable use of mass e-mails and IT Security Incident response procedures. The plans for completion of these projects will be published shortly. 
7. The current Automated Security Access Process (ASAP) is being replaced by a new application project named System Access Request application (SAR). SAR will use Sun’s Identity Manager product to authorize access to the University administrative applications. The QA testing phase of the implementation is almost complete, including end user and load testing activities. User training material development has begun.
Organizational Resilience 

1. The Organizational Resilience Unit continues to develop the following for OIT:
· Consolidated IT resiliency plan

· High availability project plan for redundancy and failover

· Testing Schedule
2. As a result of no vendor bids for the recent UNC-GA RFP (PACE initiative) to acquire dual data centers for use by the 16 UNC institutions, UNC-GA has considered other alternative solutions.  One solution is the use of the MCNC facility for secondary data backups for the institutions.  This solution will use Symantec’s Puredisk NetBackup product – a proof of concept was successfully conducted with Appalachian State University.
Portfolio/Project Management

· The IT Portfolio Management Office continues to develop the methodology for OIT project management.  However all implementation is waiting on direction from the CIO.
