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Security Sub-committee report

1. The Security Subcommittee met on May 15, 2008 and June 19, 2008
2. During the May meeting, the committee was updated on the Symantec Endpoint Protection Version 11 deployment.  This is the last version of Symantec Antivirus that OIT plans to support.  Most questions were related to the management interface, how to access it and who would need to login to it.

3. In May and June, the committee was updated on the progress of the project to purchase a Managed Antivirus solution for campus.  On June 27th, 2008, OIT completed the purchase of OfficeScan from Trend Micro.
4. On June 23rd, 2008, ComTech added the gateway block for incoming Telnet connections.  This blocks connections from the internet to over 1000 devices on campus that have some service on port TCP 23.
5. At the May meeting, the committee discussed Windows Service Packs.  Since compatibility problems with Vista SP1 have been resolved by Microsoft and Symantec, the committee recommends its use.  Windows XP SP3 appears to cause no problems and is also recommended.  The committee recommended the creation of a website for security announcements.  This site has been started at:  http://www.ncsu.edu/it/security/announcements.html
6. At the May meeting, Tim Gurganus gave a report on his analysis of SSH dictionary attacks against campus SSH servers.   The report showed that very few attacks use usernames that are Unity IDs and that the passwords being guessed were in some cases fairly complex.  It also showed that the number of passwords being guessed by a single IP was averaging over 200.  Using an SSH capture server, OIT will continue to monitor and create daily reports on these password guessing attacks.
7. At the June meeting, there was a discussion of ongoing Phishing attacks to steal NCSU Unity IDs and passwords.  OIT has modified its mail relays and web mail application servers several times in response to these attacks.  The committee discussed what other groups running email services were doing to detect and prevent phishing.  It was decided that the Postmaster responsibilities documents will be reviewed at an upcoming meeting.
8. At the June meeting, there was a discussion of the security implications of installing 3rd party remote management agent software on campus desktops.  In some cases, installing this kind of software may allow non-university companies administrative access to university computers.  It was decided that this violates the computer use regulations.  With such access, non-university personnel can execute programs, access data and passwords of university computer systems.  The exceptions to this would be for dedicated control devices that are not general computing desktops or servers.
