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Minimum Security Controls for High Security Data Servers
Authority:  Issued by the Chancellor. Changes or exceptions to administrative regulations issued by the Chancellor may only be made by the Chancellor.

History: First Issued: [date].  Last Revised: [date]. 

Related Policies:
NCSU REG08.00.3 - Data Management Procedures 

NCSU REG08.00.2 - Computer Use Regulation 
NCSU REG01.25.11 - Process for Requesting Access to Social Security Numbers 
Related Information: 
Confidentiality of Computer Data at NC State 
North Carolina Identity Theft Protection Act (2005 SB-1048) 
University Data Trustees, Data Stewards, and Data Custodians 
Data Classifications Examples 
Contact Info:  Associate Vice Chancellor for Resource Management and Information Systems (919-515-9224); Vice Provost for Information Technology, Information Technology Division (919-515-5493)

1. Introduction

1.1. Purpose of this Regulation

The purpose of this regulation is to define the minimum set of security controls required for protecting University server computers that store University Data that are classified at the High Security level. Additionally, the regulation will facilitate identification and classification of these server computers so that the appropriate level of protection can be applied.    
This regulation applies to all University servers regardless of the environment where they are located; this includes all departments, colleges, foundations and extension offices.

1.2. Definition of Terms

The official definition of the following terms can be found in the University Data Management Procedures document, located at: http://www.ncsu.edu/policies/informationtechnology/REG08.00.3.php. 

University Data

Data Custodian

Data Steward
Data Trustee

Data Classification Standard

1.2.1 High Security Data (HSD)
1. The official definition of High Security Data can be found in the University Data Management Procedures document, located at: http://www.ncsu.edu/policies/informationtechnology/REG08.00.3.php. High Security Data is defined there as, “...data for which unauthorized disclosure or unauthorized modification would result in significant financial loss to the University, or impair its ability to conduct business, or result in a violation of federal or state laws, contractual agreements, government regulations…”. This data includes social security numbers, credit cards numbers, most student records, most personnel file information, and Pre-patent Research Data. A more extensive list of HSD can be found in the Data Classification Examples list, located at: http://www.ncsu.edu/security/prr/data/data_classification_examples.doc.

1.2.2. High Security Data (HSD) Server

An HSD Server is a computer that stores and/or delivers HSD and information to other computers linked by a network (e.g., Microsoft Windows Server with File Services or MS SQL, Linux with My SQL, etc.). HSD Servers may also include Network Attached Storage (NAS) and Storage Attached Network (SAN) devices. 
1.3. Overall Responsibilities
It is the responsibility of the Data Stewards to address the secure storage of High Security Data.

1.4 Scope of this Regulation

High Security Data (HSD) exists on many different computing systems and on different storage media across the University, including but not limited to, servers, personal computers, network drives, databases (e.g., Microsoft Access, Oracle, Sybase, other SQL, FilemakerPro), external media (e.g., CDs, DVDs, USB drives, iPods, PDAs, magnetic tapes, etc.), documents (e.g., spreadsheets, word processing, presentations). This regulation addresses the protection of High Security Data stored on HSD Servers. Disaster Recovery and Business Continuity of HSD Servers are outside the scope of this regulation. 
High Security Data stored on personal computers or external media will be addressed outside of this regulation. 
2. Classification and Identification
2.1 Classification and Identification of High Security Data (HSD)

The current definitive list of HSD elements is shown in this document data_classification_examples.doc. Data Stewards are responsible for identifying HSD within their area of responsibility. Individual departments or colleges may provide additional data that they think should be classified as HSD.   
2.2. HSD Server Classification
Each University server that stores High Security Data must be classified as an HSD Server. Each Data Steward will collaborate with the appropriate Data Custodians to identify HSD Servers within their area of responsibility.  
2.3. Identification
Data Custodians are responsible for ensuring that all HSD Servers within their custody are identified and documented. Server documentation should include, at a minimum, the fully qualified domain name of the computer, a clear description of the type of High Security Data stored (e.g., “student records with social security numbers”), the physical location of the computer, type, model and serial number of hardware, the server operating system and the database system and application(s), where applicable.
3. Minimum Security Requirements

The following minimum security controls must be applied for protecting all current and future University HSD Servers. Data Stewards may recommend exceptions to these requirements, which must be approved by the appropriate Data Trustee. Data Stewards should notify Enterprise Technology Services and Support Information Assurance and Security area (ETSS IAS) of all approved exceptions.
3.1 Physical Security

All HSD Servers must be housed inside the University Data Centers for increased physical access control. Servers located in the data centers are also provided with dedicated security staff, physical access monitoring, ongoing security testing, physical network segmentation, and increased restorability from disasters. An acceptable alternative to moving a server from its current location is to relocate the HSD itself to storage media inside the University Data Centers. 
3.2 Secure Platform

Data Custodians must ensure that current maintenance support is available for all HSD Server operating systems and database applications, including security patches and updates.  
3.3 Patch Management

Data Custodians must ensure that all HSD Servers are kept up-to-date on all security patches and updates. Relevant security patches and updates must be evaluated and applied within the accepted University standard timeframe.
3.4 Vendor Defaults and Secure Management
Vendor-supplied default passwords and other default security settings must be modified before HSD Servers are deployed into production. These include, but are not limited to, modification of default passwords and default security settings of operating systems, database systems and other critical services and applications. 

All HSD Servers should be hardened by disabling or removing all unnecessary applications, services and protocols. 
All insecure access management methodologies, including clear text management protocols like TELNET should be disabled on HSD Servers.     

3.5 Secure Access

All HSD Servers must be located on secure sub-networks. These networks must be physically separated by firewalls from the Internet, less secure internal sub-networks and any external networks (e.g., partners’ or vendors’ networks). Firewalls must be configured to block all non- approved connections to and from protected sub-networks. Firewalls must be configured to log successful and unsuccessful connection attempts to protected sub-networks.
No unauthenticated access should be allowed to HSD Servers. Any access attempt, whether permitted or denied must be logged and stored according to the University retention guidelines.
3.6 Malware Protection
University supported antivirus software must be installed and enabled on HSD Servers, where available. Antivirus software must be kept up-to-date with virus signatures and must be setup for real-time protection from malware threats.
3.7 Security and Compliance Monitoring

Security logs generated by system components, including operating system, database and other system services must be reviewed by ETSS IAS (Information Assurance and Security) for evidence of security breaches or attempts. Firewalls and other security devices that provide protection for these systems must also be periodically reviewed. Logs will be retained according to University retention guidelines. 
Ongoing security tests must be conducted against HSD Servers to identify security vulnerabilities that may be exploited by attackers. This includes ongoing vulnerability scans and/or penetration tests to identify or confirm the existence of security weaknesses. 
Identified security weaknesses must be addressed expeditiously to minimize the risk of a security breach.

4. Implementation

Data Stewards must identify and document all HSD Servers within their area of responsibility by December 31, 2007. This documentation must be kept up-to-date. University security staff will provide the necessary training to Data Stewards and Data Custodians across the University to assist them in identifying HSD Servers in their custody. 
The implementation of this regulation will be coordinated by the Enterprise Technology Services and Support (ETSS) department.  Hosted Systems Services (ETSS-HSS) will be responsible for assisting departments and colleges with relocating servers containing HSD to one of the University Data Centers and for providing ongoing support.  ETSS will prioritize compliance activities based on the overall risk to HSD data contained on any particular HSD Server (e.g., servers containing social security numbers may be prioritized above servers with other lower risk HSD). HSS services are fee-based, and charges vary depending upon the size and complexity of the server being hosted.  More information on ETSS-HSS services and support can be obtained on their web site: http://www.fis.ncsu.edu/etss/technical_services/hss.asp
5. Non-compliance
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