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Security
· Revisions to the Data Management Procedures (DMP) document and Data Compliance Statement have been approved by the EOM. The approved version can be found on the PRR website at http://www.ncsu.edu/policies/informationtechnology/REG08.00.3.php.  

The Data Compliance Statement has been replaced with the Information Security Acknowledgement form.  During new hire orientation, University employees are asked to sign a copy of this form to acknowledge their responsibility to safeguard any confidential information that they might view or access. The Information Security Acknowledgement form can be found at the same URL (http://www.fis.ncsu.edu/appendices/comply.pdf) as the old Data Compliance Statement. ACS Security will continue to accept the old Data Compliance Statements through July 16th, 2004.

·  Work has begun on the RMIS Computer Incident Response Team/Organization.
· The annual Human Resources (HR) and Financials (FIN) security certification is complete and has been received by each Dean/Vice Chancellor.
Disaster Recovery


· Equipment has been installed in interim recovery site for the distributed environment that is located in the Partners I location on Centennial Campus. An initial test of the HR/FIN interim DR solution and associated components is scheduled for July 14, 2004. 
· Project for equipping the secondary data center has been initiated and is actively being planned. Completion of the structure is scheduled for the fall of 2004. Actual occupancy of the secondary data center is dependent upon the installation of environmental controls (UPS, generator, sprinkler system, and etc) once the structure is complete.


System Enhancements/Availability
· Sybase Consolidation: The Sybase application environment hosting non-PeopleSoft applications is being consolidated and relocated onto new Sun platforms running Solaris 9.  Supported version of Sybase 12.5 will be used to serve these applications when the project is complete.  Because of the new operating system and database version, several programs may have to be re-written in order to support existing applications in the new environment.  Testing and necessary modifications of affected applications are underway. The target date for project completion is December 31, 2004 with the exception of Financials applications such as CAMS which is targeted to be converted by July 31, 2005.

· Mainframe Operating System Upgrade: Multiple projects are under way in order to prepare for the mainframe operating system upgrade from OS/390 to z/OS.  A series of IBM PTFs (Program Temporary Fixes) are being identified and will be applied to the production system to build co-existence and fall-back tolerance capability.  Third-party software is being upgraded including Interactive Output Facility and Tape Management systems.  The completion date for this project has been finalized with the customers to be September 19, 2004.

· Mainframe IDMS database upgrade:  NC State is currently using release 14.1 of the Advantage CA-IDMS DBMS to support the University's student applications.  The official support on this version is estimated to end by September 2004 with a six-month grace period to extend the support to March 2005.  Phase I of this project is under way to install the latest CA-IDMS 16.0, get familiar with this major release, and then configure it properly for the next phase.  Phase II of this project, which will start in August 2004, involves application development acceptance testing, application modification, minor upgrade of CA-IDMS to a more stable release of 16.1, and further verification before final production implementation. 

· Additional Security Layer added to UIA:  Because of the extreme sensitivity of the data in the User Identification and Authentication (UIA) database, modifications have been made to add an additional level of security to the authentication process. The modifications require verification of the user password before authentication is completed.  The result is, when you log into UIA and enter your USERID and Password and press enter, you will be prompted to reenter your password for verification.  The new version of UIA was implemented the week of June 14, 2004.


· Project Information And Navigation System (PINS) Replacement of GAMS: 
Effective June 7, the Project Information and Navigation System (PINS) has replaced the Grants Access Management System (GAMS) system.  PINS is the University’s method of securing administrative approvals prior to submitting a sponsored program proposal.   Customers should use their Unity ID and password to access PINS at http://www.ncsu.edu/sparcs/pins/ . 

The move to PINS, among many other improvements, has resolved numerous problems and concerns found during the two-year implementation of GAMS; has substantially reduced the cost of system maintenance by abandoning the GAMS vendor contract; and has reduced the administrative burden on the Principal Investigators and research administrators. 

Records currently routing through GAMS will be available until July 6, at which time those records that have not yet completed processing will be moved to PINS. The initial version of PINS will not have the clone capability.  That feature will be added in late summer 2004.  Individuals with questions or concerns about this transition should contact Matt Ronning at matt_running@ncsu.edu .

All application support (how to use) for PINS is available from the SPARCS Help Desk at 515-4267 or via the web at: http://www.ncsu.edu/sparcs/pins/pins_help.html . Individuals inte! rested in PINS training can register at http://www.ncsu.edu/sparcs/pins/training/ .

 

User access support issues (e.g., can’t login, can’t access the url) should be reported to the ACS Help Desk at 513-1178 or via e-mail at acs_help@ncsu.edu  .
· 90-Day Password Expiration: Effective June 1, 2004, the Division of Resource Management and Information System has implemented a password expiration extension from 30 days to 90 days for non-critical/high-level user accounts such as RACF/Mainframe (Student), IntraSecure (Human Resources and Financials), Netware, Active Directory, and Citrix.  Please note that all system-level passwords must be changed at least every 30 days.
· Gartner Website:  NC State University campus community can find out what’s happening in IT with access to research, news analysis, and trends from Gartner, Inc.  via http://www4.acs.ncsu.edu/Gartner/Gartner.  When a user accesses this website, a Unity login page will initially appear.  After the user is validated, the authentication will be passed through to Gartner and the user will be brought into the Gartner website.  

· Administrative System Availability: Effective May 1st, 2004, availability hours of the Student systems are the same as Human Resources and Financials. All systems will be available Monday through Friday from 7:15 a.m. to 7 p.m., Saturday from 9 a.m. to 4 p.m. and Sunday from 1 p.m. to 5 p.m. All systems will be available on all weekends unless system maintenance is needed. Systems will also be available on University holidays during the normal weekday hours. Help desk support is only provided Monday through Friday from 7:15 a.m. to 6 p.m.
 
