University Information Technology Committee

July 9, 2003, 9: 30–11a.m.

Faculty Senate Chambers, DH Hill Library
Draft Minutes

Committee Members Present

Sam Averitt and Steve Keto, Co-chairs

Kristin Antelman, Arnold Bell, Leslie Dare, Pete Evans, Mike Ferguson for Perry Grady, Lou Harrison for Tom Miller, Barbara Kirby, Dan McWhorter, Scott Payne for Bo Kasal, William Scott, Dan Steen, John Tector

Technical Advisors and Guests

Mardecia Bell, Jude Davis, David Drooz, Shawn Dunning, Alan Galloway, Gary Gatling, Rob Grau, Dan Green, Rhonda Greene, Gwen Hazlehurst, Sid Holmes, Charles Hunt, Louis Hunt, Susan Klein, Robbie Little, Bill Padgett, Alan Schueler, Greg Sparks, Rhonda Sutton, Josh Thompson, Jennifer Van Horn, Fay Ward, Jeff Webster, Angela Wu, Tom Young

Call to Order

Steve Keto

Review of Minutes

Greg Sparks suggested changes to the paragraph about the ID process. The committee approved the May 14 meeting minutes, with amendments as suggested by Greg: http://www.ncsu.edu/it/uitc/07-09-03/draft05-14-03minutesfw-jd4.doc
Presentation

Memo on computers and pornography and its implications

David Drooz, Associate General Counsel

Rhonda Sutton, Assistant Vice Provost and Director of Harassment Prevention and Equity Programs

For memo, see http://www.ncsu.edu/legal/legal_topics/computers_porn.htm
Rhonda distributed the brochure “Harassment & Discrimination Prevention.” 

David acknowledged that people are concerned about pornography being viewed on lab computers. The legal analysis is that since the university permits personal use of university machines, the university cannot make content-based decisions about that use. That would violate the First Amendment. The university can ban the illegal uses: obscenity, child pornography, and material that is sexually harassing. Banning those three categories does not mean that the university can prohibit viewing all sexually explicit material in the labs. David suggested ways of dealing with the problem:  

1) A public lab can be designated for curricular use only. That restriction is not based on viewpoint or content.

2) The broader approach, provided in the Computer Use Regulation, is that personal use is acceptable on a person’s own time but not on work time. If a person is viewing sexually explicit material that is lawful—which includes most pornography—the question is whether it is sexually harassing.

Sexual harassment is the most difficult of the forbidden areas to define. There are two sides to the law: 1) obscenity, child pornography and sexually harassing materials are prohibited, and 2) the First Amendment of the Constitution, which has a higher status in the law than any statute, prevents imposing restrictions that violate free speech rights—including the right to view material that other people find offensive but is not unlawful. 

If someone views pornography in a lab and there’s a complaint, the case goes to Rhonda Sutton in the Office for Equal Opportunity to determine whether disciplinary action is appropriate and whether there has been sexual harassment. David said that under the sexual harassment law and within constitutional constraints, the transgression not only has to be offensive and sex-related, it has to be severe or pervasive. The severe or pervasive test is tough for even the courts to decide. 

David suggested that if a person complains to the lab supervisor and says that what another person is doing is offensive, the lab supervisor can go to the person who is viewing pornography and say, “You’re offending other people who want to use this lab. We do allow personal use, but there’s a question as to whether this constitutes sexual harassment. If you continue to do this, I’m going to have to refer you to the Office for Equal Opportunity (OEO) to determine whether this constitutes sexual harassment.”  If the lab supervisor does that, it may encourage the person to turn the pornography off rather than go through a sexual harassment review.

It was observed that proving what has taken place might be difficult since no one will have captured the screens. David said the person who complains should be advised that OEO will expect a description of what was on the screen and why it was offensive; therefore, it is important to remember details.

The concept of captive audience is an important consideration. Having to work in a place where there are sexually provocative pictures is more likely to be considered harassment than someone just walking by a screen in a lab. If a whole room is exposed to what the person is viewing, that’s more toward harassment.

Bill Scott said that in Engineering students and their families are taken through the labs at least four times a week. If there is pornography on a screen, it’s embarrassing to everyone. David suggested sending somebody into the lab ahead of time saying, “We’re bringing visitors through. If there’s anything offensive on the screens, it’s going to be a concern for the department.” Bill asked, “Can we tell them to turn it off?” David said no; at that point it hasn’t been decided whether it is sexual harassment. Bill asked, “What if the operator decides it is? Can he/she have it turned off?” David thinks it’s not a good idea to have the lab supervisor making that decision; it’s OEO’s decision. Bill said not being able to turn the pornography off is a serious problem. 

Question:  Does the supervisor have to wait until someone comes forward with a complaint to act?    David’s answer:  The lab supervisor can say, “I have to work here; I find this offensive and worry about it offending other people.” He/she will have to be prepared to say that the material is sexually harassing.

Louis Hunt mentioned getting screen filters that block the view of anyone except the person sitting at the monitor.  David said some labs put blinds alongside the terminals so that only the person directly in front can see. Some libraries have designated the back row of terminals general use and the others curricular use only. 

Alan Scheuler asked if designating curricular use only means that anything not curricular is prohibited. David said yes. Not wanting to do that kind of policing is what led to the decision that personal use is OK. Ruling out something that is offensive but allowing other non-curricular activity creates a First Amendment problem. The enforcement has to be consistent or not at all—no selective enforcement.

Question:  Aren’t there age restrictions on viewing sexually explicit materials? 

David’s answer: Adults are prohibited from providing indecent materials to minors; it’s not unlawful for minors to access them on their own.

Question:  Can a lab be for personal use at only certain times of the day? Is it possible to change back and forth?

Answer: That is legally permissible—like rush hour lanes that switch direction.

Question:  Does changing for curricular use back and forth have to be posted? Can someone walk into a lab and say that for the next two hours it’s for curricular use only? 

Answer: It should be posted; otherwise people can say it’s arbitrarily enforced. There should be certain hours, such as every Friday, 2-4.

Question: Can operators who work inside the lab complain that they are captive audience? 

Answer: They can, but captive audience does not settle the question. If operators are exposed on a regular basis, it’s easier to satisfy the sexual harassment law’s pervasive test. There’s a case in the lower courts:  a group of librarians in the Midwest work where management decided not to filter or censor what patrons view. The librarians say they’re offended. They have to turn off the machines users leave on and see this stuff on a regular basis. They don’t like their job because of it. They sued the library management, claiming sexual harassment.

Rhonda said NC State does not want to give parents touring the labs a negative impression. She agrees with David’s suggestion of going into the lab ahead of time and trusting the people’s willingness to abide by rules of politeness. If they don’t, other measures may be possible. 

Someone asked if David is suggesting that an operator in a lab could approach someone, give him/her a pre-defined speech, and the matter would never get to OEO; the offender would just acquiesce and stop what they were doing. David agreed that in most cases the person will turn it off. Bill Scott said this will help. 

John Tector asked about the process of going to OEO—how long it takes to establish a case and get action. Rhonda said she will talk with the offended person, figure out what the problem is, then contact the offending person. It might take two days or two weeks, depending on people’s schedules and willingness to come in. She will use intervention measures, if necessary, to prevent fighting at the lab.  She believes it will be very difficult to prove pervasiveness or severity. 

Someone asked what can be done other than saying, “Go sit on the other side of the room.” Rhonda mentioned the code of conduct and the student judicial process.

David said that referring the matter to OEO or student discipline does not immediately turn off the material. It results in an investigation and ultimately preventive or disciplinary action against the person. When there’s talk of university disciplinary action, people assert their First Amendment rights and fight on principle. The disciplinary process is the last thing anyone wants to do. The university wants to have a legally defensible position if action is taken. 

Someone who wants to continue looking at pornography could be accommodated by putting the person in a corner of a lab where nobody sits nearby. Yet someone might be offended because they’re in the same room. This puts pressure on student lab assistants. 

The back row can be designated as the only general use computers, or a lab can be designated for curricular use.  Try to work through practical approaches that make both sides happy.

Rhonda cautioned that something that looks like pornography could be for curricular use.  

Question: Could someone say that the university takes efforts to make these spaces conducive to learning; and no one is allowed to view pornography, set their screen to blink 1,000 times per second, talk on a cell phone, etc.

David’s answer:  It’s fine to say all those things except the pornography part.  They don’t have to do with content or the expression of ideas (First Amendment).  Curricular use only would be fitting in this scenario.

Question:  What are the implications of the case filed against the managing organization if lab supervisors claim to be captive audience?

Answer: It’s the same as a student who is offended by having to view this material when he/she comes into the lab to do homework and the university does not take action on the his/her behalf. Both have a complaint against the university. 

Bill Scott asked if something internal caused this change in policy. David said two cases came to him about the same time: one from a college, one from the library. Those organizations had very different standards. The university was not taking the same legal approach in different parts of the university and needs to be consistent. The College of Veterinary Medicine had a sign up saying it was against the law to view any kind of pornography in the public computer labs, but they allowed other kinds of personal use. A Vet student who had seen that poster went to the library, saw somebody viewing pornography on a terminal, complained to the librarians and was told to go use another terminal. That raised questions about different standards.

Steve Keto suggested inviting Rhonda and David back to another meeting. David requested data on how often the problem is occurring. 

Discussion and Vote

Security Subcommittee proposed Campus Network Gateway Service/Port Blocking Procedures - Jeff Webster

http://www.ncsu.edu/it/uitc/05-14-03/port-blocks.doc

Jeff recommended approving the procedures. The subcommittee revised this document, considering the concerns expressed in the March 12 meeting. Since May the document has been online for review.  Absence of feedback indicates that the new version is acceptable. There were no questions. A motion was made and seconded to approve the procedures. All voted in favor except for one abstention. Motion passed. 

Proposed change to Computer Use Regulation Section VI: Responsibility for preservation of e‑mails - Greg Sparks

http://www.ncsu.edu/it/uitc/07-09-03/email-preservation-reg.doc
NCS has been talking about the retention policy. People question how this impacts the need to keep e-mails and public records. To clarify the responsibility, Greg proposes adding a segment to the regulation that says, “As with hard-copy documents, e-mail users are responsible….in accordance with the N.C. Public Records Law.” This agrees with what the Department of Cultural Resources says and with Chapel Hill’s policy.

Pete Evans asked how a person can know what to keep and how retention storage will be paid for. Steve Keto said it’s the same as with paper or voicemail messages. The university’s executive officers have begun re-evaluating the university’s record retention policies. The question is whether to save everything. Most people do not have official public records in e-mail. Who decides what is public record:   the dean, vice chancellor, chancellor?  Now the user decides. 

Jeff believes it is the originator of the important document who is required to keep a copy, not the recipient. He suggests making that more clear in the statement since the Computer Use Regulation is more easily accessible and most people won’t read the document retention policy and realize that they’re not responsible for every piece of e-mail. 

Greg said this statement is intentionally vague so that whatever is decided in the record retention policy will carry through for e-mail. As suggested, it can be made to reference public records law and the NC State University regulation on records retention.  That will let people know that there is a law regarding e‑mail. Greg will have Legal Affairs review the new version.  

A motion was made and approved unanimously to accept the proposal. 

Updates and Discussion

Oracle Campus License - Steve Keto        

The Oracle Enterprise license was acquired in June. It’s not a full license: the portal, LDAP and collaboration suites were not purchased. Information on how to get a copy will be available soon.  The license includes maintenance. 

Use of Social Security Numbers: Policy decision and time-line - Steve Keto

See Board of Governor’s Guidelines.

The university is moving to eliminate the use of the Social Security Number (SSN) as an identifier. The university will begin issuing new ID cards at the end of December. This will include faculty and staff as well as students; everyone will get re-carded.

Alan Galloway said he has not been able to establish whether the SSN can be used on the back-end of academic programs for identification, etc. Do SSNs have to be totally forgotten, even on the back-end? Steve doesn’t believe SSNs can be used except for their mandated purposes; such as 1098s, 1099s, and W‑2s. He thinks the administration wants a very tight, rigid interpretation. Steve said approval will be granted by the vice chancellors and provost; many petitioners have not been successful. Louis Hunt said it’s going to be legislated law. This is an opportunity for the university to get everything in place.

Pete Evans wants to be sure that an employee taking a course does not pick up a second or third ID. Steve said all the numbers behind the ID will be coordinated. There’s a Human Resources number and a Financials number. Students are going to use a Financials number, but the ID could be yet another number. There also may be a bank card option. More information will be available as the year progresses. This topic will be on the agenda for the next two meetings. 

There will be an overlap period, with both ID cards in use, so that internal applications can be converted. Decisions should be final by early August as to how to cross reference. 

Steve will ask Art White, who chairs the committee, and Randy Lait to come to the September meeting and show what the cards will look like and answer questions. 

Jeff Webster pointed out that there two separate major projects going on. One is changing the student ID number from the SSN to another number. Another is changing the visible campus ID badges. Both are going to happen in December. It was pointed out that they’re implementations of the same act and have to go together. 

There was a question about transients and affiliates—people who won’t know their ID number. They may take a course then disappear for a while. How will the university recognize one of them as the same person? It seems that the only thing to tie them together is the SSN.

Someone pointed out that these problems already exist. People give incorrect SSNs or somebody else’s SSN and come back 10 years later to get it straight. The end result of this change will be better.

Steve said a student enrolling at NC State is still going to provide a SSN because the university has to issue a 1098, and maybe a W-2. The SSN becomes an attribute of the system. There are business uses for the SSN that do not go away, but no information about the SSN will be going out.

Alan Schueler talked about the massive amount of data on Continuing Education Units that all begin with SSN. People come back to verify that they took these courses. Will the university always be able to go back and check on 15 years ago? Now the record can be found with a SSN. Will that persistent? Is it just that the SSN is not going to be publicly available?  Steve said yes to those questions and promised more information in September.

Sid said there will be a cross reference on ID and SSN. The SSN will persist.

Bill Padgett pointed out that several universities have successfully made this transition and referred to the Educause website.

Web Browser Support for Administrative Applications - Mardecia Bell

Mardecia requested feedback on which browsers people are using. Currently ACS supports most browsers, which increases chances for successful distribution of new web-based applications. It is uncertain how long ACS will continue supporting older versions.

Lou Harrison suggested setting a policy based on threshold of use. If the browser use drops below 5% of the population, drop support of that version.

Gwen said one way is to roll out the web version for hire actions so that only the personnel reps, for instance, are the campus users. The next stage goes behind that as self-service applications, where every employee on campus can view pay, enrollment, benefits, address changes, things like that online. That involves end-users whom the planners don’t have information on.

It was suggested that information could be derived from ITD servers, based upon ID numbers assigned to faculty and staff and the usage stats. 

The group was strongly advised that if an application does not meet the HTML standard or an open standard, or requires proprietary code to run, “Don’t buy it.” And don’t write browser-dependent code.

High Performance Computing - Sam Averitt

As predicted at the May 28 meeting, MCNC did shut down high-performance computing. An update on the past couple of months:  the P690, which was the IBM power for high performance computing at MCNC, after much negotiation and adjustments is now up and running on the NC State machine room floor. It is not ready for production use, but the operating system is running. There are 2.5 terabytes of disk space attached to it, with prospects for 10, which is needed. To support users in the short run, an IBM Blade cluster—64-node cluster, 128-processor system—is being purchased.  It was funded 50% through a grant and 50% through a substantial discount from IBM. Chapel Hill purchased a Blade center, and Duke is doing likewise. NC State’s should arrive within several months. 

Meanwhile NC State is finalizing a memorandum of understanding with Oak Ridge National Labs. NC State will get some cycles at that facility. Long-term, NC State can run most of the work that was done at MCNC on the cluster or the aggregated clusters of the Triangle universities.  Exceptionally large jobs will go to one of the national centers. 

MCNC’s Origin machine will go to Chapel Hill, which already has some Origins. NC State will get cycles of a few critical applications by swapping some accounts and cycles with Chapel Hill. Eric Sills, who headed the high performance computation science group at MCNC, is working with Sam, Mladen Vouk and Henry Schaffer to coordinate the transition. 

ITD hopes to hire two more persons:  1) an expert to work with clusters, grid, and parallel architecture systems and 2) a research analyst with expertise in code optimization. ITD is working with deans, researchers, and executive officers to coordinate everything that has to do with high performance computing.

Eric Sills comes with knowledge of the researchers and the scientific problems. Anyone who knows of researchers who have something pressing or who are not getting the proper priority should contact Sam immediately. Those who have deliverables due are first on the list to get data restored. Services should be available in time for classes. Sam wants to know of any questions or issues.

Pete said PAMS sponsored a class earlier for administrators and is going to organize a class for cluster users. They will be hold additional sessions if there is sufficient interest. Contact Pete to sign up for those classes. 

Sam said ITD is going to work with people in PAMS to coordinate all the campus activities in an effort to gain maximum efficiency and effectiveness from resources. It’s been a mad dash to go from zero to a credible high performance computing capability on this campus; there are still loose ends to be tied up. 

Topical Reports 

Communications and Networking - Jennifer Van Horn

http://www.ncsu.edu/it/uitc/07-09-03/comtech-report.doc 

Windows port blocking was implemented on July 1. Since that time, the number of compromised systems has dropped from 20–30 per day to 3–6 per day. It has significantly reduced the exposure that allowed attacks, and users should not be getting as many Windows pop-up messages. Some users have had issues with fire-walls; ComTech is working with them. 

Wireless is now available in Talley Student Center. 

Disaster Recovery, Student Administration, ACS Systems - Mardecia Bell

http://www.ncsu.edu/it/uitc/07-09-03/admincomputingservices.doc

Grad School applications are being migrated to IDMS, and HR Sybase will be upgraded to Version 12 by early August. Dan Green asked if the HR Sybase12 can be used now. Mardecia said it can.

E-mail Services - Greg Sparks, Alan Galloway

http://www.ncsu.edu/it/uitc/07-09-03/emailservices-report.doc 

People asked about specific programs. Alan Galloway replied that ITD Systems will get to them eventually. The SS problem is going to take a lot of time until the end of the year. 

Financial & Human Resources - Gwen Hazlehurst

http://www.fis.ncsu.edu/EIS/Univ_Stds_Comm/FinHRupdate.doc

Gwen said the new HR versions may change the business process in future upgrades. EIS wants to avoid creating customizations that they cannot sustain. The way the university does approvals may have to change, which may not be favorably viewed by some business units. Some changes may be made to the HR system’s verification and validation early in August, but there will be notification.

Announcements:

Bill Padgett urged people to support EdTech, sponsored by DELTA and ITD, which is coming up on September 25. UNC-CAUSE is November 12-14 in Wilmington. The UNC system’s universities exchange information at that conference. There’s a call for proposals out now. 

Meeting adjourned at 11:00am

Next Meeting:  September 10 

