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Guest present:

Jude Davis

Call to Order: Steve Keto

Review of Minutes: The Committee unanimously approved the April 10th, 2002 minutes. The minutes can be reviewed online at http://www.ncsu.edu/it/ucsc/07-10-02/minutes4-10-02.doc. 

Presentation: University IT Security Issues: 
Jeff Webster, Information Technology Division Security Coordinator

The presentation can be viewed on the IT Committee’s homepage at http://www.fis.ncsu.edu/standards_minutes/.

Jeff gave a brief overview of the current computer security services that are offered by the Information Technology Division. These services include: 


· Network Traffic Monitoring and Analysis looks at activity occurring on campus as well as activity that is coming onto and going off campus. The biggest tool is Argis, which is used to collect network traffic at the campus gateway in 15-minute chunks. These chunks are later analyzed for specific traffic patterns. ITD also uses Ttcpdump for live-traffic analysis. It is frequently used to investigate a host flagged by the Argus data checks.


· Network and Host Scanning: ITD does offer some network and host scanning. Tools used for network and host scanning include NCSUscan, nmap, and Nessus.


· NCSUscan is a locally developed scanner that slowly checks all NCSU IPs for a set of services. nmap and Nessus are two free scanners. nmap reports what ports a computer has open. Nessus checks for services on a computer and can test them for known problems.


· Incident Contact Point: ITD acts as the incident contact point. It receives all email that comes in at abuse and security@ncsu and all the mail that comes in to hostmaster@ncsu. ITD ensures that all incident reports are investigated, handles responses to incident reports and works with computer owners/administrators as needed to correct the problem. From July 1, 2001 to June 30, 2002, more than 900 actual incidents were investigated and handled. In addition, more than 500 false reports were investigated. One of the frequent false reports is that people intentionally put the wrong IP address in the packet either to fake where the attack is coming from or to attack campus.


· Security Resource: ITD provides, where possible, computer security assistance to other administrators on campus.


· Anti-Virus Software

ITD manages the Norton Anti-Virus license and software distribution for the campus. ITD offers web site and installation help via the help desk and web pages as well as running managed update servers that users can point at.


Computer Security Services Currently Under Development

Scanning

· NCSUscan is currently being modified to run in a more automated fashion and to make the results easily available to the computer administrators on campus. And, a new Nessus server is being setup that should allow other administrators access to test their own hosts.


Security Subcommittee

· The IT Security Subcommittee has been meeting for the last several months. Greg Sparks is subcommittee chair. The current task is to develop a set of guidelines or best practices for secure computer use at NC State.


Firewalls

· Firewalls are not currently supported by either ITD or ComTech. ITD is working on a Firewall Implementation Checklist, which consists of a set of questions to assist interested parties in setting up a firewall. ITD is also working with ComTech to develop options for installing a Firewall on the NCState network.

Scott Payne asked about a timeline for the best practices for end users and the draft of the firewall checklist. Jeff said the firewall checklist should be completed by the end of July and the best practices by the end of the year.

NDS Root Access-Policy and Procedures

Sam Averitt reported that Vice Chancellor Worsley and Provost Cooper are strongly supportive of security measures that are being taken, and, in particular, on NDS root access. Sam said they are very much aware of security issues and heighten awareness of security issues. Sam said he and Steve received their very strong support and endorsement. He said Worsley and Cooper are looking to him and to Steve and the Committee for advice and to ensure that all compliance requirements are met. Sam said the auditors are making their visit and looking at all of the security procedures and practices. He said we should get some good feedback as to whether we’re moving in the right directions or not.

Sam said he would like to go over the details of what the Committee agreed on at the last meeting to remind everybody and so that the Committee can move forward to the next step in regards to NDS access. He said the NDS Tech Committee wrote a nice proposition paper on security and the security requirements. He said one of the things the University needs to do is to limit and restrict access. Sam said the University has got to have a well-define group of individuals who have signed the University compliance statement and who follow specified practices and procedures. He said what we are going to start requiring is that anytime you use the root access, you will have to notify the group of senior administrators in advance that you intend to access it and what you intend to do. All access needs to be logged and all access needs to be reported after the fact. Also, in compliance with the University policy, Sam said, anybody who has the privilege and abuses it in anyway will be subject to disciplinary actions. He said that’s generally what the auditors want to see with regards to access to critical systems that affect University business and critical activities.

Sam said the Committee will be asked to review and approved the list of administrators who have access. Sam said we’re going to look to the NDS Technical group for advice and recommendation on who should have access and this Committee will have the authority to review and approve and make those recommendations to Mr. Worsley and Dr. Cooper. 

Sam asked if there were any questions about the fact that security is being tightened and that the Committee would go to the NDS Technical Committee and ask them to provide us a list of senior administrators who need access. He noted that Donna Barrett is chair of the NDS Technical Committee. Sam said we want to keep the list of people small who have root access because obviously we’re going to be tightening down that access and restricting it to a greater degree as possible to meet audit and compliance consideration. The group should be kept as small as possible, but still allowing for us to get the work done, he said.

Sam said an ID and a password could always kept in the vault for emergency situations. He said if worst comes to worst, we would have standard mechanisms to get to certain critical data but it would not be released without some kind of statement of emergency. 


Sam asked Donna Barrett to forward the listing of administrators to the Committee as soon as possible.

Donna asked if there is any measures or guidelines in place for advance notice of use of root access.

Sam said he believed that there were none in place, but it is something that needed to be in place. He said, in the case of an emergency, notification needed to immediately follow access. He said he understands that if major systems are down, then someone has to use root access to resolve the problem first. He said, you fix the problem first, but then don’t go home, but immediately send out the notice of what you’ve done and when you did it. Make sure that everyone on that list knows, he said.

Sam said one more item that the Committee needed to address is the organizations that have responsibilities for managing and overseeing this process. Both Vice Chancellor Worsley and Provost Cooper agree that ITD and NCS should be charged organizationally with the responsibility of that oversight and be held accountable for it. Sam said he wasn’t sure if the Committee needed to vote on this or not, but it wouldn’t hurt. Sam said that was the suggestion that went forth and that Worsley and Cooper strongly supported it.

Sam said he would like to give this Committee an opportunity to discuss it or make any suggestions. If not, he said he would like to hear a motion to approve the recommendation.

John Tector made the motion that ITD and NCS should be given the responsibility for oversight of the root access policies and procedures. 

Responding to a member’s question, Sam reiterated that organizationally ITD and NCS are responsible for overseeing the security process and administrating the process. He said we already have asked input from the NDS Technical Committee. This Committee has ultimately oversight responsibility for recommending policies and procedure to the Provost and Vice Chancellor Worsley. What we’re asked, he said,  the NDS Tech Committee to do is go back and forward to us the minimum list of names that we need in order to make sure that we can do business, but do it in the most secure fashion possible.
Steve said the Committee needed a second to the motion before it gets too far into the discussion. He asked if there was a second to the motion.

Perry Grady seconded the motion. Steve asked for further discussion. There was no response. Steve asked for a vote. It was unanimously approved.

· Digital Equipment Corporation (DEC)
Steve said the University still has equipment that has connections back to the DEC era and that the maintenance arrangement is system wide. Sam said that situation is  beginning to unravel and it looked like we’re at the end of life for this technology and this era. He asked Harry to update everyone on the details. Sam said we have a number of people on campus who are still hanging on and it will affect some of the Committee’s people and they need to be current on what the issues are and why we’re making certain decisions.

Harry gave an overview of the DEC/Compaq Campuswide Software License Grant Program. He presented a handout to Committee members. The GSLG is a program for DEC/Compaq-based computers that makes available Product Authorization Keys and access to current versions of software at a substantial savings. This program is offered to all UNC institutions and administered system wide by UNC-Greensboro ITD has provided local PAK and media access as well as managing the payment and collection of subscription fees. The CSLG program has been available since the early 90s. Through the 2000-2001 FY, the cost/machine was computed on a “per computing unit” basis. More powerful computers had more computing units assigned to them. During the period that DEC machines were supported as members of the Unity/Eos realm environment, NCSU had 354 (of 586) machines registered, accounting for approximately 17% of the total-computing units in the program (at $68 per computing unit). Since that time, participation in the program has dwindled locally and statewide (45 and 204, respectively). In 00/01, NCSU accounted for approximately 9% of the total-computing units in the program at a cost of approximately $108 per computing unit. In 2001-2002, the participating institutions voted to change the costing model to a straight fee computer fee. Coupled with a significant increase in the statewide program fee, this accounted for a per computer fee of $591.

Harry said it’s pretty clear that this program is in decline and that cost (based on a per machine basis) will only escalate. UNC-G estimates that when the statewide machine count reaches 101 (100 being the next cost breakpoint), the per machine fee will be about $1,100. Due to the rising rate, ITD has received informal notification that a significant number of campus computers will be retired/replaced with other architectures. Since this program has such a limited participation campuswide (and ITD having no machines in the program), ITD has informed UNC-G that it will no longer administer this program locally. ITD has called a meeting on July 15th with the NCSU stakeholders (and UNC-G) to discuss how they plan to proceed.

Sam said we’re going to try to meet with all of the stakeholders to tell them personally that ITD is getting out of the business. He said they can still contract through UNC-GA directly, but it’s going to cost more. With the increasing costs, a lot of people are unable to pay or are reevaluating their situation.

Pete asked if UNC-G is getting out. 

Carl Malstrom said one of the things that would determine that is if the smaller campuses are running their administration systems off the hardware and to the extent that it is mission-critical for them that the program survives. Carl said he thinks it is still almost inevitable that it’s probably going to go away.

Steve asked Harry if he would place something on the website about the issue. Harry said he could replace the ITD’s site license page with this document.

Impact of Budget Cuts and Reductions in IT Workforce

Steve said last year’s General Assembly passed a biannual budget so the State has a budget for this fiscal year based on what was appropriated last year. The University came up a little short last year, he said. Steve said the University was forced in the early part of last year to come up with a reversion amount of four percent and in May, the state pulled a plug on virtually all expenditures and the University reverted another hefty piece of money. He said hopefully, we would have those numbers finalized by the end of the week. He said it’s going to be much more than what we’ve liked to have seen left on the table at yearend but we were in a position where we didn’t have a choice and the State had control of cash. Steve said by the State controlling the University’s cash on a daily basis, even though it had checks in the checkbook, there’s no cash in the account so the State won’t let us spend money. He said as of July 1st, the State released the freeze on hiring although there were further requirements imposed by the Office of the President on hiring and promotions. He said the hiring freeze has been lifted as well as the other freezes the State has put in place. However, he said, they’ve only given us 75% of the cash that we need for this month. So while the freeze is off, they are saying you have a budget you can move forth. They are also saying you’re not going to have enough cash as you’ve had to operate on for the rest of this year. We’re still in a cash-deprived state. We probably will remain that way until the either General Assembly leaves town or the Governor sets a budget of some sorts. Steve said the Governor could expedite the budget. The General Assembly could leave town without taking any action on the budget since a budget already exists. In that case, the Governor could impose his constitutional authority to balance the State’s budget in whatever way he sees fits or appropriate, which will mean more freezes, more limitations on expenditures of various sorts and cutting back on the amount of cash we have available to spend at the universities. Steve said there are two problems going forth. One is the state is suffering from a cash shortage and is going to continue to have a cash shortage. Steve said we send out a list of checks in various amounts to the state every day. Sometimes they approve them. Sometimes they wait a couple of days. This is not going to get better for the foreseeable future. It’s not a revenue stream enhancement that’s going to happen that going to make the state cork or quarrel. Steve said if the House does anything with the budget, it will be starting with the Senate’s and cutting away. We’d all vote for a quick rebound on this and the budget is going to be tight for the next year. Steve said one of the things that he has noticed as he’s reviewed the budget reductions finance by each of the colleges is that there were a lot of colleges that cut IT staff and services. He said that’s really unfortunate because we’ve also cut significantly in central offices because we had no other choice. Most of the budget is in fixed license costs or in people. Steve said the next year is going to be extremely difficult and he thinks the group is going to be called upon more than ever to work as a team to do IT work and to help campus get though a very tough time when a lot of colleges/units are operating with fewer staff and with fewer resources than in the past. Steve said he doesn’t anticipate a quick recovery. The lottery is not going to save us. That money, if it happens, is a year out.

Pete Evans inquired about the lost of overhead receipts. Steve said there is a good chance that we could lose some of the overhead. The House would like to take it all, he said, but he wasn’t sure what they would do with it once they got it. Steve said a member of the House requested a list of all expenditures from last year. This year and last year, they didn’t like how Chapel Hill spent their overhead money on meals and events related to their own staff. Steve said Chapel Hill has four times as much overhead as NC State. This year, they have only asked Chapel Hill for that same list. Steve said the General Assembly hasn’t asked NC State for the list yet although he’s getting it ready. Steve said Chapel Hill had 357 pizza expenditures out of overhead receipts. So far, NC State had one. It was for $57. 

Sam said he would like to know how the present and future budget cuts in colleges are going to affect them and what is it that ITD can do to help colleges in filling in some of those gaps. He asked the Committee to send him some insights or suggestions. He said he’s interested in the echo effects of the budget cut. 

Pete said our faculty always want to have a new software package available. They don’t ever seem to understand that there’s a considerable amount of work that goes along with integration. He asked if there is a way to make the faculty aware and to set a considerable amount of lead-time for the request across the University. He asked Sam if they could come up with a procedure or policy to look at software.

Alan recommended the creation of a committee to look at the various software issues. 

Sam said this is something that needs to be addressed at the University level and that this Committee seems to be the appropriate body to discuss some of these issues and to come up with proposals on how to best resolve them.

Pete asked if there were any volunteers for a subcommittee. Alan proposed that the issue be addressed at the September meeting. He said a number of people need to be involved that are not at the meeting.
John Tector said as he looks around the table not many of the colleges are present. This is a faculty problem, he said. The normal communication channel can’t be from the level of University IT saying this has to happen in this particular department. It’s a commitment that has to be made at the department level and somehow we have to put that communication together. He said he would feel very nervous about saying that we’re going to effectively make a decision with the group that we have here or a subcommittee of this Group that’s present today and say we’re going to somehow impact on faculty because we’re not.

Steve said Alan, Pete and others would put together a recommendation and come back to the September meeting to discuss how the Committee would proceed with this effort. Alan said he would not be present at the next meeting, but someone would have a report ready.

Sam said this is going to be an ongoing issue. Secondly, he said he has spoken with the Deans directly and decided on two representatives from each college. One is an academic representative and one is a technical representative. He said it’s July and a number of people are off on vacation and couldn’t be here. Also, some of the representatives are changing. I would hope that the right group of individuals would be back at the table in September, he said.

Carl said he thinks that the issue is two levels. One is the implementation level. That’s something that this Committee can definitely address. This Committee can also recommend to the Provost that he makes this a broader univesitywide issue not on the detail level, but from the conceptual level, that it is something that needs to be addressed across all colleges and that he gets behind it. He said that the Provost’s support would help bring some focus to the issue.
There was a comment that students who represent a key constituent group should be involved in ETF funds decisions. Sam said in light of the budget situation, the ETF Committee decided to loosen the restrictions on using ETF funds for personnel. Sam said we did that with considerable anxiety. We understand that it will set a precedent. It’s a very difficult situation. Unfortunately, at the committee meeting where we needed to make this decision we didn’t have any student representation even though they were personally called and informed that this was the topic of discussion and that they needed to be present. 

John asked the date of the meeting. Sam said the meeting was held in May. John said he wasn’t surprise that they did not show up.

Sam said the whole meeting was scheduled around the time that they said they would be there and they didn’t show up. Sam said we have to make these decisions. There’s the business of the University that has to go forth. Decisions have to be made, he said. Sam said his experience on the ETF Committee is that some students make the commitment and understand that they are a part of a very serious and legitimate process and some students don’t take it that seriously. He said they are vocal on issues that they feel strongly about, but they don’t take the process seriously.

Risk Liston said Steve mentioned that the State is giving Steve 75 percent of his budget available in cash. Risk asked if you’re managing your budget, should you manage it as though you’re going to see a 25 percent budget cut.

Steve said 75 percent is of the “other” categories expenditures not personnel. The Governor’s budget is basically a 5 percent reduction. They are saying that 5 percent of the total budget equates to about 25 percent of the “other” budget. They’re restricting the cash in the other categories, not in the payroll side of the house.

Steve added that ETF monies are appropriated funds. He said the University was able to exclude them from the freeze this last time, but there is nothing that would stop the General Assembly in a budget freeze from nailing our ETF monies too. They are not in favor of us putting salaries on ETF funds, but they haven’t prohibited us.

State Audit

Mardecia reported that the State auditors arrived on May 28th and are focusing on the administrative side. State Auditors are reviewing general controls, physical security in the billing, network program, access, help desk and disaster recovery. Mardecia said they are in the process of wrapping up and either this week or next week will be their last week. Mardecia said auditors have not found a lot of things, but an item that needs to be addressed is physical security of the machine room in the Hillsborough Building. Mardecia said we’re looking at card access in some of the areas in the building. They want our internal audit department to do a thorough job in looking at our general controls on a regular basis. She said one of the things that they want us to do is a full backup of the administrative data environment before the batch is run and after the batch has run, but we have informed them that there’s not enough time in the day for us to do that. Mardecia said one solution would be that when the University gets a full batch recovery redundant site, batch could be done there. Mardecia said state auditors were very pleased with the disaster recovery efforts. State auditors had nothing but good things to say about that. Mardecia said we are way ahead of the game of UNC schools so far.

Pete asked if there was any indication of when the auditors might look at some of these issues at the lower level.

Mardecia said state auditors implemented a new program. She said one of the things they said from the beginning is that they were going to look at the academic side, but once they got here, they said there was no way for them to do that. She said they probably would review these areas the next time they come, which is probably within the next five years. Mardecia said she would pass along the auditor’s document and the things that they look for.

Pete said Dennis Norris has gathered some disaster recovery materials for them, which will be a big help to them in developing their guidelines.

Joe Flowers inquired about the physical security and asked why Mardecia thinks card access will solve the problem.

Mardecia said right now we have too many keys out for that room and there’s no good mechanism to track that. With card access, you have that capability. 

Steve said the issue here is control of the keys. He said too many people could say they lost a key and they may have duplicated it. What the auditors want us to do is change the locks every time someone resigns who has a key. We already have to change the vault combination every time someone leaves.  

Carl said card access has a lot of other features and capabilities. It logs every entry. It personalizes every entry. Keys don’t personalize entries, he said. Carl said card access allows time of day restrictions and provides a whole lot of capabilities that keys just don’t allow.

Steve said the eventual criticism of our lack of having a disaster recovery plan was not made by IT auditors. It was made by Financials auditors. Financials auditors are here every year. Sam said there’s no reason that they couldn’t come out and say I want to see a random select Physical Mathematical Sciences disaster recovery plan. If you don’t have a business continuity plan, they are going to write us up on it. He said this auditor issue is separate from what Mardecia spoke about earlier. He urged the group to do their business continuity plan as quick as they can. 

Carl said the IT Auditor Division is very open to letting the institutions know what they are looking for. He said there is information on the UNC Cause website about past presentations that the IT Auditor Division had made to us and he would like to get that website updated so that it would be a constant place where people can view the current information coming from the IT Audit Office about what their interests are.

 Alan Schueler asked about workshops to provide guidelines to the colleges.

Sam said a report proposal has gone forward to the Chancellor from the Business Continuity and Disaster Recovery Planning Group. Sam and David Rainer are the co-chairs of that group. Sam said the proposal was presented to the EOM’s who will be presenting it to the Deans and Vice Chancellors in September. He suggested the Committee discuss the issue at the next meeting and place it on the agenda. Sam said one of the things that we tried to be very sensitive about in coming up with the structure to handle this is to not unduly burden individuals units. Obviously, we’re going to have to participate. Obviously, you’re going to have some level of commitment, but we’re going to try to protect you from having an unfunded delegated responsibility. Sam said we’re going to try to provide resources and help and do it in a structured manner so that you’re doing what you already know. You’ll just be providing some additional input to us and it will be managed at a different level. You won’t get the full burden of having to do the whole thing, he said.

New Business:
Pete said not too long ago SAS had a meeting to announced that they were giving the University $1 million worth of software. He was concerned that not everyone was aware of the grant.
Carl, chair of the SAS Committee, said SAS presented the funds as part of the meeting that the University had with SAS for the campus. He said SAS did it two and a half years ago. And before that, they did it for us seven years. He said the University was operating with a $1 million dollar grant for a seven-year period in the 90s. SAS renewed that grant and changed its costing model so that the new million-dollar grant was for five years. Carl said it’s been in place for two and one-half years. He said all the base SAS stuff that we need on campus is pretty well paid for the duration of the grant. The purpose of the meeting at SAS for executives of the University was to raise the visibility on campus as to how SAS might play into our overall enterprise solutions or challenges for addressing particularly IT issues. Carl said SAS has become very, very sophisticated in terms of the offerings that they have. Carl said the University is going to follow-up this fall with a grassroot working level on-campus SAS Day also to enhance the knowledge. Carl said we’ve been asking for proposals in terms of what products people might want to use beyond what we already have. It’s a very good opportunity and it also works in our favor because SAS and Goodnight want us to work more closely with them. 

Pete asked if Carl was the contact for those people who have an interest in the grant.

Carl said he would serve as the contact as well as Laura Grady in ITD. Carl said he was surprised because Pete’s staff department was very well represented on the campus committee relative to this particular activity.

Steve said procedures and the process of applying for the grant should be forward to Committee members. 

Software/Site License:

Bill Padgett mentioned that the University has a new Norton Antivirus software package and is recommending that everyone use the managed version. The managed version is also recommended for departmental and home use. The University also has an AutoCAD site license now. About five or six colleges are participating. There are nine major AutoCAD products.

Carl Malstrom’s Retirement:

Carl announced that he would retire from the University the first of August and would maintain a relationship with the University and with ITD. His retirement reception is Friday, July 26th. The reception date was misprinted in the University Bulletin. 

Topical Reports

Security and Disaster Recovery: The full report can be accessed via the web at http://www.ncsu.edu/it/ucsc/07-10-02/security-students.doc .
Mardecia said ACS is in the process of upgrading Sybase 11.92 to Version 12. ACS is actively pursuing Java as a web development tool and is also in the process of incorporating log out buttons for the administrative student web applications in conjunction with the logout buttons that ITD has in place.

Communications and Networking: The full report can be accessed via the web at http://www.ncsu.edu/it/ucsc/07-10-02/comtech.html .
Jennifer Van Horn reported that ComTech has been working with DELTA for about six months on a service level agreement and finally got it finalized. DELTA is doing all of the video applications on campus and ComTech is supporting the infrastructure. She encouraged everyone to look at the document and to use it as a template for future service level agreements. ComTech is also moving forward with wireless. ComTech will have EGRC and Daniels and the College of Engineering done by mid August. ComTech just had a discussion with Scott Payne about Biltmore and is moving forth, but doesn’t have a whole lot of money. She also said the Wireless Acceptable Use Policy has gone through several iterations and she hopes to have something to the Committee at the next meeting.

Electronic Mail, Directory Services, Calendaring, Firewalls: The full report can be accessed via the web at http://www.ncsu.edu/it/ucsc/07-10-02/comtech.html .

Alan Galloway reported that the subcommittee is in the process of prototyping a LDAP service. It’s still on scheduled to roll out some type of directory services at the end of the year.

Harry said in the past, the broadcast email process was at best described as haphazard.  There is a web-based procedure now where authorized people are able to enter broadcast email through Remedy to get it to the right people. There are also new levels of broadcast email being offered. Harry said the next phase, as the initial process moves forth to the executive officers, is to address the IT Committee on how it wants to be identified to receive email. 

Greg Sparks said he did not have a report. 

John said 75 percent of his electronic mail is junk.  Of that 75 percent, 25 percent is pornography. He asked what ITD is doing to stop unwanted email messages as well as viruses. 

Harry said ITD does as much blocking and logging of email as it can. He said folks spend an enormous amount of energy to make sure that they subvert anything that ITD does. 

Sam said the question that he has asked is if the University should get involved in providing two environments. One is a managed care environment. Sam said the problem that you get into there is that we decide what you can see and what you can’t see. We become censors. Sam said, as Harry pointed out, every strategy we are coming up with to protect you or get rid of something you don’t want, the people out there who are trying to market to you or get access to your resources are coming up with ways to subvert those mechanisms. If you want to do everything and get everything, you’re going to have to accept the risks and the inconvenience. If you want to go into a managed care environment, then don’t complain because something that’s legitimate that someone sends you didn’t get through. It’s almost like we have to do an all or nothing situation. Either you accept the risk or someone does it for you, he said. There are some resource implications in having a managed care environment, he said.

Bill said the University does have an anti-virus solution that is a managed solution. If a virus comes out, the company is very quick to find that virus. In 12 hours or so, we are very quick to get their release and release that to all of campus. If it’s under managed care, it pops up on the screen and it gives you the option of whether you want to upgrade your anti-virus or not and still have some control. Bill said, we’re requiring that of the 7,000 students in the dormitories this year.  If they want to opt out they can, but they are now responsible for their own systems. On the email issue, he said it gets to be very difficult. There’s a lot of legitimate email that comes through the system as well as not. There’s no way the system can really track that and people also change their email addresses.  

Major Administrative Systems/Financials and Human Resources: The full report can be accessed via the web at http://www.fis.ncsu.edu/EIS/finhrupdate.doc.
Gwen Hazlehurst reported that both the Human Resources and Financials teams are working on Version 8 upgrades, which will provide accessibility to the systems via the web. Gwen said EIS is trying to totally eliminate FAS. The Team also has recently released two projects: the Budget Encumbrance Salary and the Position Control Report, which was released to the UBO’s. The Teams are also working with central offices to support yearend activities. 

John asked if it was true that Registration and Records may be moving toward PeopleSoft applications. He asked if it was appropriate that this Committee receives a report on what those intentions are and how they are progressing along with it. John said he thinks it will have a significant impact on the academic administrative side of the house.

Steve said Registration and Records is preparing a report for the Provost to begin what will be the fit gap stage of that process and the assessment or what it will mean to campus. He said it would be two years before we see any activity. 

Steve said the University would like to see PeopleSoft release a standalone version of the student administration system. Right now, it’s embedded with human resources. Steve said PeopleSoft is supposed to be uncoupling it in version 9 but he wouldn’t bet his life savings on it.

In response to a question about what would be the incentive for Registration and Records to move to PeopleSoft, Steve said PeopleSoft is a web application. He said the system that the University has is a home-grown system that has served us well for many years, but we just don’t have the resources to maintain continuing changes and requirements that are been forced on us. He suggested that Luis Hunt, chair of the group that’s heading the initiative, gives a presentation at the September or November IT meeting.

Mardecia said Registration and Records are in the process of setting up a PeopleSoft demonstration on campus to show its product. She said the Committee should be hearing about it soon.

In response to a question about whether or not PeopleSoft was browser specific, Gwen said PeopleSoft might favor Internet Explorer but Internet Explorer won’t be a requirement. 

Steve said it would be year 2004 before PeopleSoft Student Administration is administered.

Pete asked about a timetable for Oracle. Steve said in order to implement the student application, the University has to purchase Oracle. He said the difference between a site license and just buying it for PeopleSoft was pretty insignificant so we really needed to be looking at a site license. He said Mardecia has got the site license at a 97 percent discount at a cost of $921,000.

New University Web Page:
Harry said the web development group is collecting feedback about the University’s new home page at http://www.ncsu.edu, select “about this site” and then “feedback”. He encouraged everyone to offer his or her feedback.

Student Administration: The full report can be accessed via the web at http://www.ncsu.edu/it/ucsc/07-10-02/security-students.doc .
Mardecia said information was presented in an earlier report.

Next Meeting:

Steve adjourned the meeting and announced that the Committee was on a bimonthly schedule beginning with the September meeting. The next IT Committee meeting will be held Wednesday, September 11th, 2002.

Presentations:

NC State IT Security Issues, Part 2 – Obligations under USA Patriot Acts, etc.

David Drooz, NC State Office of Legal Affairs

