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Topical Report 
Enterprise Technology Services & Support (ETSS): Administrative Environment Update


· Applications Security
1. ETSS Application Security continues to provide assistance to the State of NC Auditors in the Annual Audit of the Financial System.

2. ETSS Application Security, Enterprise Application and Database Services (EADS) and the Information Technology Division (ITD) continue to monitor the Unity, CID, HR, FIN, eDirectory and MyPack Portal to ensure that the userids are in sync. 

3. The project to modify the Application Security Report to include terminated individuals is currently in the testing phase.
4. The ASAP and Web Security Reports applications were updated to support the WolfPack Reporting System enhancements, along with enhancements for supporting IDT access requests.

5. The current Automated Security Access Process (ASAP) will be replaced by a new application project named System Access Request application (SAR). SAR will use Sun’s Identity Manager product to authorize access to the University administrative applications. The current date for completion of the SAR implementation phase, for authorization of access to our PeopleSoft applications in replacement of ASAP, is March 31st, 2008. The SIS implementation team and Application Security have developed an interim authorization procedure using ASAP for production for SIS before SAR is fully implemented. 
· Information Security Assessment (ISA)
1. Work on the draft High Sensitivity Data Regulation (HSD) continues. The intent of the Regulation is to better protect highly sensitive data stored on University servers. The UIT Security Subcommittee has formally defined a “Secure Facility” term to be used in the regulation rather than “University Data Center”.  A survey questionnaire will be developed and circulated through all the data stewards to determine the prevalence and actual location of the most highly sensitive data.
2. Another draft regulation, the PCI DSS Regulation has been produced to require any University IT equipment processing, transmitting or storing credit card data to be subject to the Payment Card Industry - Data Security Standard (PCI DSS) rules.
3. Assessment of new and annually expiring credit card applications for PCI DSS compliance continues.

4. The Password Standard for administrative users (P3, P4 and P5 password levels) will be implemented this month.

5. It is highly probable that a comprehensive Information Systems Audit from the State Auditors will be performed between November 2007 and March 2008. The audit will include testing of the OS for the administrative applications and security over the OS and network. More information will be shared as it is received.
· Organizational Resilience 

1. The RMIS Organizational Resilience Unit is in the process of developing:
· infrastructural resiliency plans for the administrative environment,

· a High Availability Project plan for redundancy and failover of administrative systems,

· a Testing Schedule for administrative environment including infrastructure and ERP systems, and the 

· RMIS Resilience service level agreement to be posted on the web.

2. The OR Unit continues its evaluation and mitigation of identified threats to RMIS provided services.

3. The OR unit’s Planning Workshop for the administrative infrastructure continues. 

4. The Organizational Resilience website (http://www.fis.ncsu.edu/dr/) is currently undergoing a redesign. 
· Production Management
1. Scheduling of all HR production batch via Tivoli is being investigated to allow more timely response to production problems.  
2. SIS QA setup for scheduling production jobs is complete. Testing of the production SIS batch under Tivoli continues. 
3. Report2Web - Requests for eight new financial (Contracts & Grants) reports have been received. 
4. Laser printing forms design for the Retirement Statement is underway.

· Client Services/Application Support

1. The New Web Citrix 10 client for Windows is now available. To install the new client prior to the automatic update, please visit https://acsfuse.ncsu.edu and click on the New Citrix 10 Client for Windows link located at the bottom of the Message Center. If you have not installed the client by September 10, 2007, it will install automatically when you login to Web Citrix after that time. 
2. The GroupWise client will be updated mid September due to a recent security patch release. The client on all workstations and laptops must be updated to ensure security. Please send any help desk related problems or concerns to etss_help@ncsu.edu .
3. The ETSS Solutions Center is currently working on the following projects: 
· Reorganization and standardization of applications and tools in the Novell Application Launcher. 
· Investigation of alternative methods of delivering applications to customers that do not run the Novell Client. 
· Implementation of a pilot project that entails delivering an application through Citrix using the Citrix Java Client to a customer that employs only Macintosh desktops. 
4. The Solutions Center along with the SIS Project Team has tested a number of Operating Systems and Internet Browsers with the SIS application that was implemented on September 10, 2007.  The Solutions Center will be publishing the list of Operating Systems and Internet Browsers and the test results on the Solutions Center’s website (http://www.fis.ncsu.edu/solutionscenter/).
5. The Advancement Services BusinessObjects deployment is on going and is tentatively scheduled to go live in January 2008.

