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The Security Subcommittee met formally on July 19th and August 16th.
Data Survey 

To get a better picture of what sensitive data is on campus and where it lives the Security Subcommittee is developing a data survey. We will be seeking help from University Planning and Analysis with design. We intend for this survey to serve several purposes. Foremost it will give us an idea of where initial effort needs to be spent in developing guidance for implementing the Data Management Procedures, for example the proposed High Security Servers regulation. In addition it will have questions to help with our annual requirements under the state Identity Theft Protection Act. Lastly we hope it will also act as an educational tool by making people aware of the data they have and their responsibility for managing their data.
High Sensitivity Data Servers
We have continued development of the High Sensitivity Data Server (HSD) regulation. This was discussed at the August informal; UITC meeting. A new draft that was discussed at this meeting is available at: http://www.ncsu.edu/it/uitc/08-08-07inform/HSDServerMinSecReg-draft2007.08.06.doc. We also have been working on refining the definition of a ‘secure facility’. The version of this that was discussed at the informal UIT may be found at http://www.ncsu.edu/it/uitc/08-08-07inform/SecureFacility-HSD-draft.doc though this has been subject to updates from the committee. We are developing a red hot-list of the most sensitive data items to be addressed by this regulation, and also to determine the true locations of the HSD. 
PCI DSS Compliance Regulation.

Another new regulation is under construction and may be viewed at PCI DSS PRR initial draft 2007.08.16.doc. This regulation controls the processing of credit card data within the University and requires, among other security safeguards, that such transmission, processing and storage be subject to the Payment Card Industry – Data Security Standard (the PCI DSS).

'Security Incident Response' procedure
We are developing a 'Security Incident Response' procedure for use internally and externally to the University to report potential security issues with our network, applications and other resources. Such a procedure is required by the PCI DSS standard, but will also allow for easier reporting and more timely assessment and reaction to Security Incidents. 
System Access Request Application (SARA – formerly ‘ASAP Replacement’)
The Sun Identity Manager product has been selected to perform fine grained authorization for our PeopleSoft applications and other administrative applications. A Proof of Concept phase has been completed with satisfactory results. We are about to start on a one month design phase. The Design Phase will be followed by an Implementation Phase which is scheduled to complete before the end of March 2008. The Sun IDM product is also likely to be very useful to us in support of other Identity and Access Management (I_AM) projects. 
Anti virus product list
The Security sub-committee reviewed the updated approved A/V product list at http://www.ncsu.edu/security/prr/antivirus/Anti-Virus20070816.doc 
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