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John Baines & Jeff Webster
The Security Subcommittee met formally on July 20th and August 17th. 

Data Classification and Data Management

The new DCS and the modified DMP Regulations (PRR) have been developed by a subset of the Security Subcommittee of the University Information Technology Committee (UITC). Those involved directly as authors have been John Baines and Leo Howell from RMIS and Jeff Webster from ITD. On June 20th 2006 the draft DCS and DMP passed General Counsel and Internal Audit preliminary review.  David Drooz, Legal Counsel and Cecile Hinson, Internal Auditor have also been significantly involved in the development of the two draft PRRs and are thanked for their contributions. On June 28th 2006 the Security Subcommittee recommended submission of the drafts for approval to the UITC. 

At the July 12th meeting of the UITC John Baines and Jeff Webster gave a presentation describing the importance of the proposed Data Classification Standard and Data Management Procedures Regulations including a brief review of their content. These two draft documents were then discussed and voted on by the UITC. The University IT Committee recommend that both the Data Classification Standards and the Data Management Procedures documents move forward in the university's Regulation approval process, with the following additional amendment: Given that these two proposed Regulations represent significant policy issues for the whole university that will have major impact on all units on campus, the University IT Committee also recommends: 1) that there be adequate discussion of the proposed Regulations at the executive level; 2)  that the University Council be given ample opportunity to consider the implications of the implementation of these Regulations; 3) that more specific guidance be given on the minimum requirements for the secure storage of data in both electronic and hard-copy formats.

On August 9th 2006, Jeff and John hosted a further more detailed presentation and discussion on the DCS and DMP at the informal UITC meeting. The examples from Jeff helped significantly increase the understanding of how the DCS and DMP will affect individuals around the University in terms of application to concrete use cases.

On September 7th 2006 John presented the DCS and DMP to Mr. Leffler’s executive staff meeting and answered their questions. 

The two prospective PRRs have still to be scheduled for the University Council and the Executive Office of the Chancellor for discussion and approval.

The DMP is our underlying foundation for custody and access to data, and DCS is our framework for security and sensitivity of data, for use throughout the University. The two Regulations will work hand in hand for all types of electronic and physical versions of University information. The following documents are now available to the UITC regarding the DCS/DMP:

· draft-DCS-PRR-07-12-06.doc
· draft-DMP-PRR-07-31-06.doc
· DMP - University Data Trustees, Data Stewards, and Data Custodians  07.12.2006.doc [draft – maintained separately from PRRs – linked from DMP]

· DCS & DMP exec.2006.09.07.ppt [an updated presentation as made to Mr. Leffler’s Executive Staff meeting September 9th, 2006].

· Data Security tools for our time.doc [Article on the background and intent of the DCS and DMP]

· DMP Summary of Changes-final.doc [A comparison of changes in the Data Management Procedures REG 08.00.3 revised July 29, 2004; and new draft replacement Regulation forwarded by UITC on July 12, 2006]

Anti-Virus

The Security Subcommittee is reviewed the list of approved alternate anti-virus products http://www.ncsu.edu/antivirus/forms/alternate_av_list.html at our August meeting. The new list can be found http://www.ncsu.edu/security/prr/antivirus/Anti-Virus20060817.doc. Several older versions of products we listed for removal. We also reviewed requests to add avast! and Microsoft Live OneCare, both of these were rejected. To prevent repeat requests for products a new section of NOT approved products was added to the end of the listing.
Password Requirements

Based on feedback from the UITC and comments from others we are reviewing the current Unity/ITD/RMIS password requirements and working on a set of university password requirements.
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