University Information Technology Committee

September 13th, 2006

Topical Report 
Enterprise Technology Services & Support (ETSS): Administrative Environment Update

· Applications Security

1. ADET completed ASAP development for Interdepartmental Transfer Transactions (IDT) and released the project to Application Security for testing.  

2. Applications Security is working with EADS and ITD to prevent the HR userid mismatches from occurring in the future. An update meeting was held on Friday, September 1st to review the progress and to review future plans.  

3. Applications Security conducted a meeting with EADS and ITD on September 1st to review the SOAP Feed between HR and the Portal.  

4. Evaluation of replacement solutions for ASAP is in progress. Team has reviewed Novell IDM (Identity Management) architecture/account provisioning. The demo of SUN IDM has been completed. The demo of IBM architecture/account provisioning has been completed. An additional meeting with IBM is being scheduled. The demo with Oracle will be rescheduled. 

· Information Security Assessment (ISA) 
1. The Office of the State Controller (OSC) has informed all state agencies that all accounts must be PCI compliant by October 31st, 2006, in order to avoid expiration under the current contract, which would cease credit card processing. ISA continues to move forward on the PCI security and compliance plan implementation. Associate Vice Chancellor Steve Keto has distributed letters informing compliant or near compliant customers of actions required under PCI. ETSS Hosted Systems Services is currently moving systems into the secure credit card network. Accounts under the State Master Service Agreement are being registered with OSC and compliance verification activities (including self-assessment and external vulnerability scans) are underway.  

2. ISA continues to work on the development of the RMIS Information Systems Security Plan (RISSP). The plan will highlight threats to University data and operations and include strategies for mitigation or elimination.

3. ISA is currently working with ComTech and ETSS to develop a RMIS network security architecture design. The design will identify threats and provide controls to mitigate or eliminate them. 

· Organizational Resilience 

1. The RMIS Organizational Resilience Unit is in the process of developing:
· infrastructural resiliency plans for the administrative environment,

· a High Availability Project plan for redundancy and failover of administrative systems,

· a Testing Schedule for administrative environment including infrastructure and ERP systems, and the 

· RMIS Resilience service level agreement to be posted on the web.

2. The OR Unit continues its evaluation and mitigation of identified threats to RMIS provided services.

3. The OR unit’s Planning Workshop for the administrative infrastructure continues. 

4. The Organizational Resilience website is currently undergoing a redesign. 
· System Enhancements/Availability
1. DRAS Replacement
· Full integration between Report2web and HR/ASAP is under development. A date is being established. 
· An assessment of converting the remaining DRAS reports to Report2Web is underway with specific reports for Phase II implementation being identified.  Discussions are being held with Financial Aid and Registration and Records regarding the conversion of their reports to Report2Web.


2. IntraSecure Replacement
· Vendor support for the IntraSecure authentication software is no longer available. As a result, a project is in progress to retire IntraSecure, which is used to provide authentication services for critical business applications.  This project has two phases. The first phase was to support the HR and Financial systems, which was accomplished in March by strengthening Unity authentication and using Unity userid and password. The second phase – to replace IntraSecure in other applications – was completed in August.

3. User Identification and Authentication (UIA) Web Page

· The Division of Resource Management and Information Systems (RMIS) replaced the User Identification and Authentication (UIA) Web Page with an upgraded version on July 5th. The University Help Desks use the information supplied to the UIA web application to identify customers requesting password resets or other changes wherein positive identification is necessary. An error in the new UIA system was discovered August 3rd and corrected on August 7th. If a customer entered a UIA question and that question contained a single quotation mark (‘), the quotation mark and all the text following the quotation mark for that question was not stored. For example, if a user entered the question, "What's the name of my dog?" only the word "What" was saved. This has resulted in several customers storing unusable UIA questions. PLEASE REVIEW YOUR UIA QUESTIONS at https://www.acs.ncsu.edu/uia to make sure your questions have been stored correctly and to correct them if necessary.
· Client/Desktop Services

1. The final phase of the ETSS help desk consolidation took place on Monday, September 11th. The existing help desk numbers (515-3110 and 513-1178) will remain in effect but will ring into our integrated T-Metrics phone system. A new e-mail address, etss_help@ncsu.edu, is now available. Existing help desk e-mail requests (acs_help@ncsu.edu and ncs_help@ncsu.edu) will remain in effect and will eventually be eliminated. Discontinuation dates of existing e-mail aliases will be announced.
2. Due to vendors no longer shipping or supporting Windows 2000, a conversion from Windows 2000 to Windows XP is in progress for all supported desktops. The release of XP to customers began May 1st, 2005 with a phased distribution targeted to end in December 2006. Approximately 2,030 customers have been converted thus far.
3. Q+E (reporting software) is no longer supported by the vendor. A Reporting Tools committee was established to investigate and recommend solutions for an enterprise reporting tool as well as a replacement for Q+E. A proof of concept for three possible solutions was conducted in addition to demos and focus groups.  

The culmination of the proof of concept resulted in the decision to purchase the Business Objects Enterprise reporting tools. The Business Objects suite of products includes Crystal Reports.  

The implementation of the software will be completed in phases with initial deployment beginning in the fall of 2006. The initial users will be limited to those who participated in the proof of concept. We will continue using the existing proof of concept environment for testing and experimentation prior to the release of the production environment with the intent of exporting generated reports and universes to the production environment. Advancement Services officers will participate in testing the use of the tools in production.

4. The GroupWise 7 client upgrade is in progress. The new web client was released to GroupWise users on Friday, September 8th, 2006. The client is targeted to be released to all GroupWise customers by the end of October. 
· Project Coordination / Change Management

1. The RMIS IT Portfolio Management Office is creating standardized project management processes that include a submittal process, approval process, planning processes, executing process, monitoring and control process, close out process, and project to production process.


2. The PMO continues to support and adjust the tool QuickBase for use within RMIS.

