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Security Standards and Compliance
1. 2009 Computer Security Day was a huge success!  More than 175 people attended three presentation tracks to learn more about Cyber Security Self Defense. A big thanks goes to the Computer Security Day committee (Deborah Booth – chair, Chris Donald, Rhonda Greene, Tim Gurganus, Neal McCorkle), OCC staff and others for helping Security & Compliance with this event.  Among the attendees were NC State students/faculty/staff and staff from Wake Forest University.  If you were unable to attend the event, you can access the presentations from the website at http://oit.ncsu.edu/security-day.

2. Draft updates to the existing Email Retention Regulation (REG08.00.9) and the University Records Retention and Disposition Regulation (REG01.25.12) have been prepared and are now being reviewed through the PRR approval process. An overview of these updated regulations was presented at the last UITC meeting and approved for further consideration by the university.
3. Digital Millennium Copyright Act (DMCA):  Student Conduct is now handling the follow-up for DMCA notifications about alleged copyright file-sharing violations by students. Record numbers of DMCA notifications have been received in the past two months for activities using the Nomad Wireless network.  Automation of the handling of Nomad notifications is being investigated as a priority, in order to improve student awareness, decrease the effort needed to manually identify the student from an IP address using log data, and to better correct student behavior. 
4. Higher Education Opportunities Act (HEOA:. Several sections of the recently finalized HEOA deal with unauthorized file-sharing on campus networks, imposing 3 general requirements on all U.S. colleges and universities:

· An annual disclosure to students describing copyright law and campus policies related to violating copyright law.

· A plan to "effectively combat" copyright abuse on the campus network using "a variety of technology-based deterrents".

· Agreement to "offer alternatives to illegal downloading".
SSC is developing a plan to meet these requirements by early in 2010.
5. Litigation Hold:. A list of current and expired Litigation Holds has been developed by Office of Legal Affairs. SSC will use this list with other OIT units to manage the data retained for legal holds, making sure that appropriate media and data are freed up. SSC are completing the university Litigation Hold procedures for use with OLA and other OIT units.
Identity and Access Management
1. The IAM Oversight Committee met on Monday, November 09, 2009.  A number of issues were presented, including the need for an Attribute Release Policy (ARP), policy decisions around student email accounts (when to provision, under what conditions we would delete accounts, who receives accounts, etc.), an update on the topics being included in the IAM Roadmap, and ongoing meetings.  Proposals for an ARP and for student email account decisions will be documented and presented to the group for review and approval.

2. The IAM Service Team’s “Roadmap” sub-group has met multiple times to start hammering out the details of an IAM Roadmap document.  Most of the IAM projects and tasks have been identified.  The next step is to provide a more visual “flow diagram” of projects and their dependencies.  The target for a draft document is still the end of December 2009.
3. More information on the IAM working groups can be found on the IAM website at http://oit.ncsu.edu/iam.

Organizational Resilience Services

1. ORS welcomes Noah Genzel as a new staff member who transferred from Technology Support Services.
2. ORS is working to finalize the remaining audit tasks before the Spring follow-up from Internal audit such as develop an on-going risk assessment process and resiliency plan for the ERP environment.

