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General Information

1. The Office of the State Auditor (OSA) is the review stages of the segments associated with the periodic IT general controls audit that began in August.  Discussions are being held with OSA, OIT Security & Compliance and appropriate OIT staff from other units to address concerns/potential findings that have been raised. It is hoped that the audit will be completed by November 30, 2008.
2. Reviews to the recent approved Computer Use Policy and Regulation continues.  
· Feedback has been received from Dean’s Council (9/23/08), Faculty Senate (9/30/2008), and Student Senate (10/24/2008).  A meeting with the Staff Senate is being scheduled.  Additional feedback from the UITC can be sent to John_Baines@ncsu.edu or Mardecia_Bell@ncsu.edu.
Confidentiality, Integrity & Accountability
1. The SAR (System Access Request) application went live on Tuesday, September 30th, 2008. 
· SAR automates the authorization approval process for granting and revoking user access previously handled by ASAP, as well as providing support to the complex access controls required by the new Student Information System (SIS).
· For more information regarding SAR please go to the SAR web page http://oit.ncsu.edu/sar.
· The Electronic version of the Information Security Acknowledgement Form (ISAF) launched along with SAR on September 30th. All new employees have been required to sign an ISAF (paper document) at Employee Orientation. Beginning with the launch of SAR, the paper document is no longer required. The MyPack Portal will check whether an employee has signed the ISAF each time they log in. If there is no record of them having signed a form, an ISAF will be presented for them to sign electronically. Once signed online, it will no longer appear when logging in.
2. The Educause-sponsored Cyber Security Month was celebrated during October 2008. Our former celebration of International Security Day was incorporated into OIT Expo 2008 on October 9, 2008 during the Cyber Security Month. We presented a full-day track of sessions on Security and Compliance for our OIT customers at the OIT Expo.
3. CIA continues to assist Legal Affairs with Litigation Holds and eDiscovery of Electronically Stored Information (ESI) associated with potential and active court cases that the university might be involved in. Procedures for eDiscovery are being prepared including litigation holds, handling subpoenas for ESI evidence and the eDiscovery process itself.
4. A number of regulation and standards projects are being developed which includes the following: Information Systems Security Plan (ISSP) standards, sensitive data storage regulation, potential regulation on acceptable use of mass e-mails and IT Security Incident response procedures. Details will be forthcoming. 
5. The FTC has introduced a Red Flag Rule, which has been recently found to apply to institutions of Higher Education. The Federal Trade Commission will suspend enforcement of the new “Red Flags Rule” from November 1, 2008 until May 1, 2009, to give creditors and financial institutions additional time in which to develop and implement written identity theft prevention programs. These programs apply to any account at NC State University with payment over time, or the possibility of identity theft concerning any individual associated with NC State. Procedures need to be developed to identify and react to ‘Red Flags’. Red flags are events which might indicate that identity theft has occurred. The program is risk based, and more information will be forthcoming.

6. A procurement process is underway for a Secure Managed File Transfer (SMFT) product. A broad scope was considered for this project but based on input from OIT and various customers, the focus has been restricted to production data transfer associated with the enterprise applications. A decision on the solution is expected this month.
7. Identity and Access Management projects include an assessment of current directory services, as well as providing federated authentication for a number of internal and external application service providers. We are currently seeking membership in the InCommon Federation, which federates access to applications from 36 commercial and government Service providers across 73 University Identity Providers.
8. The implementation of Trend Micro OfficeScan anti-virus product for campus is proceeding well. A test environment has been established and is in use. An implementation team has been formed and is developing an implementation plan for the distribution of the product OfficeScan to campus by February 2009.  More details will be forthcoming at the January meeting.
Organizational Resilience 

1. The Organizational Resilience Unit continues to develop the following for OIT:
· Consolidated IT resiliency plan

· High availability project plan for redundancy and failover

· Testing Schedule
2. OR is coordinating OIT’s compliance to several internal audits as well as the State Audit.

3. Effective November 1, 2008, OR has assumed the responsibilities of the OIT Portfolio/Project Management program.

Portfolio/Project Management

· Craig Zimmer, OIT Portfolio/Project Manager has left the university effective November 1, 2008.  As a result, the Portfolio/Project Management responsibilities will be handled the OIT Organizational Resiliency Unit.  
