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November 10, 2008

Security Sub-committee report

1. The Security Subcommittee met on September 18, 2008
2. During the September meeting, the committee briefed on the dictionary attacks hitting MySQL servers on campus.  The complexity of passwords used and frequency of attacks was discussed.  OIT plans to set up a capture server to record and monitor future attacks.
3. At the September meeting, the committee discussed how to persuade IMAP users of campus email systems to use encryption when logging in to read email.  OIT has a list of over 3000 users not using encryption when connecting to IMAP.  Dan Green offered to take the list and find the department of each student and staff member on it.  After that the departmental systems administrators can track down each user and help them update the settings to their email program.
4. At the September meeting, the committee discussed ways to distribute SSL certificates for web browsers and email programs.  This has become a concern with the release of Internet Explorer 7 and Firefox 3.  Some departments create their own SSL certificates.  Unless users actually install the certificates of each department they connect to, the websites using them may not be reachable from Internet Explorer 7 or Firefox 3.  The suggestion was made to create a web page that would be a definitive source for department SSL certificate downloads.  It was also suggested that some certificate sources could be combined.  It was re-iterated that more user education is needed on what a certificate is and the correct ways to use them.
5. During the last UITC meeting in September, it was suggested an ad hoc group form to discuss the time table for updating the Campus Postmaster’s responsibilities document.   That group has formed and met in November.  At that meeting, the configuration of the various each email servers on campus was discussed.  It seems that all email servers can support encrypted logins, scanning email for viruses and are logging authentications.  No one reported using an email client that didn’t support encrypted logins.  The proposed changes to raise the security of email servers on campus don’t present an undue burden and could be implemented in a few months.  The list of users using clear text logins will be shared among the group so that end users can be notified to update their email software’s configuration.  ComTech plans to support only SSL encrypted IMAP in the deployment of Wolfwise.

