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Guest present: David Drooz
Call to Order Sam Averitt

Sam welcomed new members to the IT Committee meeting. All attending introduced themselves and the college/unit/constituency they were representing.  
Review of Minutes 

The Committee unanimously approved the July 10th, 2002 minutes. The minutes can be reviewed online at 
http://www.ncsu.edu/it/uitc/09-11-02/minutes07-10-02.doc 

Presentation 

University IT Security Issues, part 2: “Cyber Security- Brief legal overview,” David Drooz, NC State Office of Legal Affairs.  
Cyber security and security breeches cover a broad range of legal and other concerns. 
David began the presentation with the observation that disgruntled employees present the most significant security threat to data and IT systems. He advised people to hire trustworthy employees, to be alert for staff problems, and to deal with them before they deteriorate. His presentation focused on cyber security from the perspective of laws and liability for the campus. Concerns include 
· Privacy laws - the university is subject to many, such as federal laws governing privacy of student records (FERPA)
· Wiretap laws - these now include online and electronic communications

· Computer abuse laws - e.g., hacking and unauthorized access to file systems

· Violations of intellectual property and copyright laws - Complaints are getting more numerous and complex; industry is trying to make ISPs liable

· Tort liability for negligence - e.g. if hacked systems are used for illegal purposes such at denial of service attacks, identity theft, etc.  

· Potential threats to national security - the USA Patriot Act has changed laws significantly, and developing secure computing systems is considered part of national defense
· Loss of functionality and productivity as result of  any of the above

David gave some specific examples from the news and recent NCSU history to show the range and escalation of cyber security issues – from copyright to spam. He discussed some of the major cyber security laws that affect the university, and he provided a summary of changes in laws related to electronic data and systems brought on by the USA Patriot Act. These include changes in reporting information about foreign students, online surveillance, and release of student records. In closing, David stressed the importance of keeping security measures strong and current with IT industry best practices. He also reminded people to call Legal any time they are faced with information privacy issues (the university could be sued by either side) or law enforcement requests.  The complete presentation slides can be viewed at http://www.ncsu.edu/it/uitc/09-11-02/ITsecurity.ppt). 
Discussion
Digital Millennium Copyright and other cyber security issues

Both Scott Payne and Michael Vasu mentioned recent cyber security/copyright infringement incidents in their colleges. “It is not theoretical,” Michael Vasu observed. 
Scott Payne asked what the chain of command and communication is at the university. Sam said that the ultimate responsibility resides with him and Steve Keto, working with Legal. Harry Nicholos clarified that he is the designated “University agent for notification of claimed infringement” and that he is the appropriate first contact for copyright holders claiming a violation. He said that since May 1 of this year there have been 70 non-ResNet infringement incident reports and that the rate of complaints/month is increasing in part because the entertainment industry has improved its technologies for tracking use of their products.  He also reported that there have been 55 documented hacked machines on campus in last year.  He emphasized the need for implementing strong practices on campus, saying that according to recent reports, when an unprotected machine is connected to the Internet, it now takes only 300 seconds for network “sniffers” to find and attempt to hack it. 
Michael Vasu asked if it is known how many hacking and other computer abuse incidents on campus were internal to the campus enterprise. He mentioned a recent incident with a disgruntled employee that was very difficult to trace. He complimented computing consultant Kari Raines who “did the digging.” 
Antivirus software requirement for computers connected to campus network

Sam introduced the topic of requiring antivirus software on all computers connected to the campus network. The university invests in a site license that makes Norton Antivirus software available for free to all members of the campus community for on-campus and home machines. Beginning this year, ResNet is requiring that all students install the managed version on computers using ResNet services. Sam proposed that a similar requirement be made for other computers on campus as a doable precaution. John Tector asked what problems would be addressed by this move. Sam noted that antivirus software would not protect against hacker attacks, but it does offer some protection against malicious software that can destroy files.  It also offers some control of spam caused by the Klez virus, which is currently burdening email systems and users. As David Drooz pointed out, Sam said, there is no perfect cure. Antivirus protection is just one item in a portfolio of needed security measures.
Alan Schueler reported that CALS has had such a requirement for faculty and staff computers for the past year. However there have been recent incidents where the Norton software interfered with other software. The problems took a lot of support time to clear up. He would like more help from ITD to implement more effectively. Joe Flowers said  that CHASS has also had problems, and the antivirus software had to be disabled temporarily. 
Alan asked Sam what the scope of the policy would be and what the consequences would be if the antivirus software were turned off. Sam said the intent was to provide more protection and options. Currently, users are strongly advised to use antivirus protection. By virtue of making it a university requirement, ITD would assume more responsibility to help make the software work in the campus environment. Also, if a computer is a repeated source of virus problems, there will be more authority to disconnect it from the university network until the problems have been addressed. Bill Padgett noted that there are two kinds of uses of the university-provided antivirus software – for machines on campus and for those at home. Bill asked if the requirement could be made of people accessing university systems from their home machines, and if so, what would be the university’s obligations for providing support. Sam said the requirement would only be made for machines connected to the campus network directly or by wireless connections. Greg Sparks suggested that if the requirement is going to be made, it should be regardless of whether the access were from campus or home or anywhere, since a major concern is protection of data resources.
Tom Miller brought up the issue of personal computer firewalls, asking if they should be required in addition to antivirus protection. Although viruses are painful, he said, hacker activity poses a greater threat to records and greater risks of liability. Sam said yes, firewalls should be considered, but the campus already has an antivirus product in place, so should we should proceed with a decision about that first.  Pete Evans pointed out that other issues go along with firewalls, since they add another level of complexity to systems management and “an incredible burden on support staff.” Harry Nicholos agreed, pointing out that poorly managed firewalls can give “a false presentation of security.”
Greg Sparks reminded the Committee that the Security Workgroup, which has representation from about a third of the colleges, will soon complete its report on security risks on campus with recommendations and guidelines on how to mitigate them.  Jeff Webster added that guidelines for personal firewalls would be online soon.  Sam said that the university clearly has a number of cyber security issues and the goal is to come up with solutions that let the campus get on with its business, but the campus also has to factor in the costs of intrusions, hacking, and other liabilities from the outside. John Tector asked if a part of the solution might be to encourage people to work on their computers disconnected from the Internet as much as possible. Greg Sparks said that that is among the options considered in the security report.
Sam said he hopes the Committee can make a decision shortly on whether or not to require that updated antivirus software be run on computers connected to the university network. Those who do not run antivirus protection could have their computers disconnected from the campus network if they are causing problems, and they would be put in a second priority category for finding fixes. 
Andy Raynor asked if he understood correctly that the university is close to a firewall solution. Sam said that the firewall guidelines will be part of the overall security picture.  Greg clarified that the computer virus issue is also a part of the risk assessment in the security report. He said the report considered about eight categories of users, identified risks and made recommendations. He said that the proposal to require antivirus protection on computers on campus would not go against anything in the report, and the decision need not wait on the final security report.
Sam said that as an interim approach he would like faculty and staff to know that they are strongly expected to take proper antivirus precautions. Joe Flowers said that problems with systems running slow with antivirus software meant that users sometimes also need to be able to shut off the antivirus software. Sam agreed that it would be important to get the wording right. He suggested tabling the issue, to be returned to at the next meeting. Bill Padgett suggested that the wording of the ResNet policy be used as a model.
Michael Vasu observed that there are other security issues that seem obvious but are still problems. For example, students in labs need to be reminded to log off. They are not aware of the consequences. 

Andy Raynor asked how many ResNet copyright violations there were. Harry said that during the spring semester there was an average of three to four a week, but in the previous week (September 2-6, 2002), there was an average of five to six a day, generally due to peer-to-peer file sharing.  Scott Payne asked why the university allows peer-to-peer file sharing if it causes such problems. Sam said that we are trying to achieve a balance among many competing interests.  Pete Evans observed that the amount of network traffic from ResNet makes the university business traffic look insignificant. Sam agreed, but reminded the group that students using ResNet are now contributing by paying for a good bit of the network infrastructure. He also said that networking staff are looking at new technology solutions that will make it possible to control the amount of bandwidth available to ResNet at different times of day.  
Michael Vasu said that some of the problems are caused by social issues. Students who would never steal a loaf of bread are casual about cyber crime. He wondered if Student Affairs or others should make more of an issue of educating students about the seriousness of the consequences of what they are doing. Harry said that some of the incidents were at the felony level, for example copying a $5000 Adobe Suite. Sam pointed out that ResNet put a lot of effort into raising the awareness of students, but every year 4000 new students come to campus who needs to be educated about cyber crime issues. Vasu said the education should begin at orientation. Sam and Harry and others said, it does! Sam pointed out that some students take it in, others do not. John Tector suggested that the consequences to students caught should be more widely publicized  on campus. David Drooz said this could be done in a statistical way, unless there was a criminal prosecution, which is public record. David also observed that it is in part a cultural thing, like underage drinking.  Sam said that John’s suggestion would be taken under advisement. 
Due diligence -  child pornography

Greg Sparks announced that there are new national child pornography reporting requirements. However, procedures on our campus will remain the same: report such incidents to Campus Police, and they will forward reports to all appropriate authorities. Michael Vasu asked what the procedures are to avoid a “he said, she said” situation if pornography is seen on a lab or desktop computer, where files might be deleted. Reporting child pornography is mandatory, Sam said. David suggested various ways to maintain evidence, such a connection records or email backup. He said to report incidents to an employee’s supervisor or Student Conduct; but particularly if child pornography, report right away to Campus Police.  
Updates
Disaster Recovery planning
Sam reported that disaster recovery planning for IT and business continuity is going forward. He said that Dennis Norris will be contacting academic IT representatives from colleges, if he hasn’t already. He will be seeking information and helping colleges with the required Business Continuity Plan. Sam said that the goal is to make the planning as light a burden as possible; however all colleges will need to participate. 
High performance computing (HPC) 
Sam requested that information about colleges’ supercomputing and high performance computing requirements, both currently and anticipated needs, be sent to him as quickly as possible.  NC State is looking into solutions to problems with NCSC, including potential partnerships with national supercomputing facilities and others.  Bill Scott asked if there is going to be an HPC subcommittee formed. Sam said that a meeting was called in August for the current major users  of NCSC. He anticipates that an IT subcommittee will form from that group.
NDS Root Access
The NDS Technical Committee Moving is forward to tighten security. A report will be ready for next meeting.
For review
Rules for implementation of wireless networks on campus
 Jennifer Van Horn asked the IT Committee to review the document online at (http://www.ncsu.edu/it/uitc/forreview/comtechwireless.rtf), noting that Troy Holder has completely revised the document presented to the IT Committee last year (“Wireless AUP”). Troy explained that the document is intended both to provide protection for the wireless network and to allow appropriate experimentation. Andy Raynor said that faculty in College of Education are having problems with cordless phones that use same frequency as wireless. Jennifer said that one solution could be that ComTech would offer 900 MHz cordless phones, which do not interfere with wireless transmissions, at a good price. Tom Miller said that there is no such thing as wireless security. Troy agreed and said that this issue was covered in the implementation document. The approval vote will be scheduled for the next UIT Committee meeting, November 13, 2002.
Closing
Sam said that since time had run out at this meeting, the topic of a software subcommittee/workgroup would be moved to the next meeting.
Steve Keto reminded Committee members of the FIS Expo on October 14.

Bill Padgett reminded Committee members of the EdTech Expo on September 26.

The meeting was adjourned. 

Next Meeting:

November 13, 2002
