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Security
 
· The State Auditor's Office has completed the Electronic Data Processing (EDP)/IT Audit.  A draft response is being formulated along with plans to implement the recommendations. The emphasis of the audit has been on the implementation of controls to protect the University's administrative information system resources and data.

· ACS Security will be sending out a reminder to the Deans/Vice Chancellors to review their staff’s security profiles for Human Resources and Financials using the security report (http://www.acs.ncsu.edu/finsec). 
Disaster Recovery

· A contract with Inflow has been signed to establish the interim disaster recovery plan for the distributed environment. Due to financial problems being experienced by the vendor, availability of alternate space on campus was explored.  The Facilities Department has identified a location in Centennial Partners I that will be used in lieu of Inflow.  Hardware for the interim solution has been delivered and the implementation schedule is being revised to accommodate the new interim site.  Due to up-fit requirements, the expected occupancy of the Partners I space is expected for February 2003.

· The 2002 Mainframe Disaster Recovery test successfully occurred on October 30th – 31st in Smyrna, Georgia, at the SunGuard test facility.  Representatives from ACS and ITD conducted the test.  


· Business continuity plans for business units identified as being mission critical have been expanded and enhanced.  Meetings with these units are being scheduled to review the modified plans and to discuss testing of the plans.  The process for developing Business Continuity Plans for academic departments/units and for other administrative units has begun. An implementation schedule is being developed.


· ACS and ITD staffs are participating in the planning of the Support Services Center (secondary data center) and the new Public Safety Center (Emergency Control Center) as a part of the long-term disaster recovery planning.


· Documentation of the distributed environment continues.

Student Administration

· Conversion of the course inventory application to the web using InnerAccess is in production. The registration/degree audit screens on IS04 have been converted to the web and are in user testing.   


· Work to replace all remaining Graduate School applications that run under the INTERCOM operating system is in progress and is scheduled for implementation by June 30th, 2003.
· The first phase of the undergraduate plan of work system is in production.  It allows students to enter planned courses and to submit the plan to their advisor for approval. The second phase to allow web access to the temporary change in degree is in development and is scheduled for implementation by April 30th, 2003. 


· A project to develop a plan for replacing SSN as the student id on all student screens is complete.  A recommendation was presented to the ISIS committee at the summer meeting.  


System Enhancements
· Support for version 11.x of Sybase ended on March 31st, 2002. Our current version of Sybase is 11.9.2. Open Client (desktop connectivity software to Sybase server) will need to be upgraded as well. The current version of Open Client is 10.0.0.4. Assessment and planning for the database upgrade along with upgrades for Financials and Human Resources are in process.


· Java Servlets and JSP scripts are being actively pursued as a development tool for administrative web applications.
· Administrative Computing Services will implement a new login authentication web page for its web-supported applications, effective Monday, November 18th. The new authentication page will replace the old gray pop-up box used to access ACS’ web-supported applications such as Web Leave, Housing, IFIS, ASAP, GARS, and Transportation.  As usual, campus users may access or authenticate to ACS web-supported applications with a valid Unity, Sybase, Human Resources or Financials userid and a password. 
A major feature of the new authentication web page is its ability to allow users to remove their authentication credentials via a logout link without closing their browsers. Currently, users have to close all instances of their browsers to ensure they are logged out of the applications. The new web authentication page also allows the users to preset a maximum session time and to preset a maximum idle time. A user’s session will automatically timeout requiring re-authentication if the user has been authenticated to the ACS web environment for a time period exceeding the user’s preset maximum session time or if the user has not accessed a restricted page in the ACS web environment for a time period exceeding the user’s preset maximum idle time.
Once the new ACS authentication web page is in place, ACS will begin adding a “Logout” button/link to its applications in order to facilitate the logout capability of the new authentication mechanism. Logout buttons for the administrative student web applications such as web registration has been implemented. 

The new logout method requires all users to have cookies and JavaScript enabled on their browsers in order to successfully authenticate their credentials. Users can determine if their browsers have cookies and JavaScript enabled by going to a test site at https://www.acs.ncsu.edu/authentication/testbrowser.html . Campus users should contact their computer technical support person for assistance. Campus users with other questions or concerns may also contact the ACS Solutions Center at 513-1178 or acs_help@ncsu.edu.
· Citrix has been implemented to allow 200 users to simultaneously access the Production and Reporting environments of the Human Resources and Financials systems. Production rollout began on October 21st. The allocation of the 200 licenses has been distributed to the colleges and central offices and users have been identified. Users can have up to four concurrent sessions (one in each of these environments: HR Production, HR Reporting, FIN Production, FIN Reporting) running in Citrix. 
· For security reasons, effective November 18th, 2002, the password history for the ACS mainframe applications (e.g, Student screens-IS04, IS03; FAS, PICS, APPS) will be changed from 2 to 9.  The system will now remember the last 9 passwords, which changes password rotations from 3 to 10.

