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Topical Report 
Administrative Environment Update 


· Applications Security
1. The Office of Information Technology (OIT) Security Access Control Unit is no longer providing assistance to the State of NC Auditors in the Annual Audit of the Financials System.

2. OIT units including the Security Access Control Unit and Enterprise Application Services (EAS) continue to monitor the Unity, CID, HR, FIN, eDirectory and MyPack Portal to ensure that the userids are in sync. 

3. The project to modify the Application Security Report to include terminated individuals is currently in progress. 
4. The certification of the Integrated Student Information System Security Profile is in progress and nearing completion.

5. The certification of the Web Site Security Audit is in progress with a completion date of December 7, 2007. 

6. OIT staff members are currently working on the NC State’s Third Annual Computer Security Day. This event will be held 9 a.m. to 3 p.m. on Friday November 30th, 2007 at Jane S. McKimmon Center. Technical and non-technical computer security sessions will be provided along with refreshments and door prizes. Visit http://www.fis.ncsu.edu/csd2007 for more information. 
7. The current Automated Security Access Process (ASAP) will be replaced by a new application project named System Access Request application (SAR). SAR will use Sun’s Identity Manager product to authorize access to the University administrative applications. The Requirements and Design phase was completed this month. On November 8th, the University implementation team accepted the deliverables from the Requirements and Design phase. A combined team of Sun/AegisUSA and University staff developed the deliverables. The current date for completion of the SAR Implementation phase, for authorization of access to our PeopleSoft applications in replacement of ASAP, is April 4th, 2008 with continued acceptance testing, user documentation development and customer training through the beginning of July 2008. We are expecting a Statement of Work for the Implementation Phase from Sun/AegisUSA shortly. 
· Information Security Assessment (ISA)
1. Work on the High Sensitivity Data Regulation (HSD) draft continues. The intent of the regulation is to better protect highly sensitive data stored on university servers. The University Data Stewards are in process of developing a ‘red-hot’ list of highly sensitive data that requires the strongest protection. A survey questionnaire will be developed and circulated through all the data stewards to determine the prevalence and actual location of the most highly sensitive data.
2. Another draft regulation, the PCI DSS Regulation, is under review and will require any university IT equipment processing, transmitting or storing credit card data to be subject to the Payment Card Industry - Data Security Standard (PCI DSS) rules.
3. Assessment of new and annually expiring credit card applications for PCI DSS compliance continues.

4. The implementation of the Password Standard for administrative users (P3, P4 and P5 password levels) was completed in September 2007. 

5. It is highly probable that a comprehensive Information Systems Audit from the State Auditors will be performed between November 2007 and March 2008. The audit will include testing of the OS for the administrative applications and security over the OS and network. More information will be shared as it is received.
6. The current version of the RISSP security standard will be published this month for six sections. The Application Security Standard will be published later. 
· EDI file transfer
1. A new version of the Sterling Software Gentran product has been installed on more powerful computers to handle larger volumes and to bring EDI processing up to date. 

2. A Secure Managed File Transfer capability to replace the existing FTP production file transfer is being investigated. 

3. Requirements and capabilities for EDI file transfer of HIPAA health data are being investigated. 

· Organizational Resilience 
1. The Organizational Resilience Unit is in the process of evaluating its services to encompass the Office of Information Technology and is working on the following:
· Consolidated IT resiliency plan

· High availability project plan for redundancy and failover

· Testing Schedule

2. The Organizational Resilience website is currently undergoing a redesign.
· Portfolio/Project Management

1. The IT Portfolio Management Office is in the process of evaluating its services to encompass the Office of Information Technology organization and is working with the OIT Directors to develop the following:
· The governance structure for project, program, and portfolio management for OIT.

· The level of PMO responsibility and authority within the units of OIT.

· The qualifications for risk planning, scope planning, and project success.

· The marginalized level between the amount of overhead and the gain from methodology.

· A single application/database to house project information within QuicKBase.
· The membership for the OIT PMO Advisory Board. 

2. The PMO has gathered the first round of success metrics in preparation for the mid point internal SACS review.

3. The PMO has been added to the "I AM" (Identity and Access Management) Project to assist with project management functions.
4. The PMO has been added to the VCE (Virtual Computing Environment) effort.
 .
· Production Management
1. Laser printing forms design for the Retirement Statement is underway.
2. Scheduling of all HR production batch via Tivoli is being investigated to allow more timely response to production problems.  

3. Automated scheduling of production batch jobs via Tivoli is complete for SIS/Admissions and Student Financials implementation.  

4. Report2Web - Contracts and Grants request for "Active Projects Overspent for 3 Consecutive Months" report and associated spreadsheet is complete and under review.

· Client Solutions
1. The ETSS Help Desk has merged with the ITD Help Desk to form a staff of eight as the NC State Help Desk.  Over the next few weeks, the staff will be cross training learning both the administrative and the academic environments for client support.  Management will be working on a master plan for merging existing ACD phone systems and Remedy workgroup into the new organizational structure.  More details will be forth coming as this plan is unveiled.  Please continue to send help desk related questions to etss_help@ncsu.edu or to help@ncsu.edu and it will be directed to the appropriate group for resolution.
