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November 14th, 2007

Security Sub-committee report

1. The Security Subcommittee met on October 18, 2007

2. A project to modify the Application Security Reports to include better information on terminated and transferred individuals is underway. De-provisioning of secure access provisions for terminated individuals will be automated as far as possible.
3. The current Automated Security Access Process (ASAP) for administrative application access control will be replaced by a new application project named System Access Request application (SAR). SAR will use Sun’s Identity Manager (IdM) product to authorize access to the University administrative applications. IdM should prove a beneficial tool for many other areas of Identity Management. The Requirements and Design phase was completed this month. On November 8th the deliverables from the Requirements and Design phase developed by a combined team of Sun/AegisUSA and University staff were accepted by the University implementation team. The current date for completion of the SAR Implementation phase, for authorization of access to our PeopleSoft applications in replacement of ASAP, is April 4th, 2008 with continued acceptance testing, user documentation development and customer training through the beginning of July 2008. We are expecting a Statement of Work for the Implementation Phase from Sun/AegisUSA shortly. 
4. The Password Standard for administrative users (P3, P4 and P5 password levels) implementation was completed in September 2007. The Password Standard is now fully implemented for access to administrative applications.

5. It is possible that a comprehensive Information Systems Audit from the State Auditors will be performed between November 2007 and March 2008. The audit will include testing of the OS for the administrative applications and security over the OS and network. We are hopeful that this will be delayed to Fall 2008. More information will be shared as it is received.
6. A Secure Managed File Transfer capability to replace the existing scheduled FTP production file transfer is being investigated. A project for a secure FTP replacement tool for ad hoc use, particularly to reduce use of email attachments has also been initiated.

7. Requirements and capabilities for EDI file transfer of HIPAA health data are being investigated. 

8. An assessment of desktop anti-virus products for the renewal of the University-wide license is underway.
9. Activities to ensure compliance with the Payment Card Industry Data Security standard (PCI DSS for Visa, MasterCard, Discover and American Express payment card transactions) continue with renewal of all PCI Merchant Accounts at the compliance annual anniversary. Procedures for Incident Handling are being developed for full PCI DSS compliance, but will be extended to other types of security incidents in 2008. A draft of the PCI DSS Compliance Regulation has been reviewed by the Security Subcommittee.
10. The University Data Retention Regulation is now posted on the University policies Web site. REG:  01.25.12:  University Records Retention and Disposition http://www.ncsu.edu/policies/governance_admin/gov_gen/REG01.25.12.php. This regulation is under consideration for impact by the Security Sub-committee. 
