University Information Technology Committee

November 15th, 2006

Topical Report 
Enterprise Technology Services & Support (ETSS): Administrative Environment Update

· Applications Security

1.
The Application Development and Emerging Technologies (ADET) Team has completed the changes to the Interdepartmental Transfer Transactions (IDT) QA version of ASAP from Application Security. Identified users are in the process of testing the IDT changes to ASAP prior to the migration to production.
2.
Enterprise Application and Database Services (EADS), ADET and Information Technology Division (ITD) have developed multiple reports to identify users that are not in sync between Unity, CID, HR, FIN, eDirectory and the Portal. These reports are being run on a reoccurring basis to ensure that the userids are in sync. 

3. ASAP Replacement - Evaluation of replacement solutions for ASAP is in progress. Team has reviewed Novell IDM (Identity Management) architecture/account provisioning. The demo of SUN IDM has been completed. The demo of IBM architecture/account provisioning has been completed. An additional meeting with IBM has been held as well as attendance at a workshop by the evaluation team to further evaluate the suitability of the IBM product. Discussions are being held with Oracle regarding their pricing and no demo has been scheduled. A draft of the RFP for the replacement is being reviewed.

4. Application Security sent an email to the Deans and Vice Chancellors on October 20th, 2006 reminding them to review their staff’s security access to Human Resources and Financials. They were also asked to review the ASAP approvers that are allowed to submit ASAP requests.
5. Application Security sent a memorandum to the Deans and Vice Chancellors on October 20th, 2006 asking them to review and certify their staff’s security access to the Student Information System. They were asked to complete the certification process by December 15th, 2006.
· Information Security Assessment (ISA)  

1. All affected University credit card merchant accounts were successfully brought into compliance with the Payment Card Industry Data Security Standard (PCI DSS) prior to the October 31st deadline established by the Office of the State Controller (OSC). Additional merchant accounts outside of the OSC Master Service Agreement are expected to become compliant by January 1st, 2007.

2. ISA continues to work on the development of the RMIS Information Systems Security Plan (RISSP). The plan will highlight threats to University data and operations and include strategies and solutions for mitigation or elimination. Leo Howell and John Baines presented RISSP November 7th at the 2006 UNC CAUSE Conference. 

3. ISA is currently working with ComTech and ETSS to develop a RMIS network security architecture design. The design will identify threats and provide controls to mitigate or eliminate them.

4. Central logging, security and compliance monitoring - ISA is currently working with the ETSS infrastructure team to implement a new Central Log Correlation System that will be used to capture and facilitate monitoring of security logs from ETSS computer and security systems. This project will facilitate compliance monitoring for PCI, HIPAA and other mandates, simplify auditing and help to provide management insight into the ETSS information security operations.

· Organizational Resilience 

1. The RMIS Organizational Resilience Unit is in the process of developing:
· infrastructural resiliency plans for the administrative environment,

· a High Availability Project plan for redundancy and failover of administrative systems,

· a Testing Schedule for administrative environment including infrastructure and ERP systems, and the 

· RMIS Resilience service level agreement to be posted on the web.

2. The OR Unit continues its evaluation and mitigation of identified threats to RMIS provided services.

3. The OR unit’s Planning Workshop for the administrative infrastructure continues. 

4. The Organizational Resilience website (http://www.fis.ncsu.edu/dr/) is currently undergoing a redesign. 
· System Enhancements/Availability
1. DRAS Replacement
· Full integration between Report2web and HR/ASAP is under development. A date is being established. 

· Conversion of Financial Aid reports currently in DRAS to Report2Web is underway.

· Discussions are being held with University Housing regarding the conversion of their reports to Report2Web.

2. The Report2Web User Group will meet from 10 a.m. to 11 a.m. on Wednesday, January 10th in the Avent Ferry Fireside Chat Room. Held monthly, these sessions will focus on the various functionalities of Report2Web, a web-based document archival and retrieval system, and other related topics. 

If you are interested in viewing a demo of Report2Web or would like to suggest discussion topics, contact Marlow Taylor at 513-1174 or via email at marlow_taylor@ncsu.edu . Alternatively, you may contact Lisa Gallond at 513-1649 or via email at lisa_gallond@ncsu.edu . 

· System Enhancements/Availability
1. Effective Monday, October 16th, 2006, the new operating hours of HR production and reporting systems are from 7 a.m. to 9 p.m. Monday through Friday.  For a complete list of administrative systems hours, please see http://www.fis.ncsu.edu/etss/production_hours.asp.  



· Client/Desktop Services

1. The final phase of the ETSS help desk consolidation occurred September 11th. The existing help desk numbers (515-3110 and 513-1178) will remain in effect but will ring into an integrated T-Metrics phone system. A new e-mail address, etss_help@ncsu.edu, is now available. Existing help desk e-mail requests (acs_help@ncsu.edu and ncs_help@ncsu.edu) will remain in effect and will eventually be eliminated. 
Discontinuation dates of existing e-mail aliases will be announced.


2. Due to vendors no longer shipping or supporting Windows 2000, a conversion from Windows 2000 to Windows XP is in progress for all supported desktops. The release of XP to customers began May 1st, 2005 with a phased distribution targeted to end in December 2006. Approximately 87% of the affected desktops have been converted thus far.


3. Q+E (reporting software) is no longer supported by the vendor. A Reporting Tools Committee was established to investigate and recommend solutions for an enterprise reporting tool as well as a replacement for Q+E. A proof of concept for three possible solutions was conducted in addition to demos and focus groups and resulted in the decision to purchase the Business Objects Enterprise reporting tools. The Business Objects suite of products includes Crystal Reports. 

The implementation of the Business Objects Enterprise reporting tools has begun. It will be completed in phases with initial deployment beginning with those who participated in the proof of concept. The newly installed production environment is being made available to the Advancement Services officers who are currently participating in testing the use of the tools in production.


4. The GroupWise 7 client upgrade project is complete. The web client was upgraded and the desktop client has been released to all GroupWise customers. Customers are no longer using versions of GroupWise that are earlier than GroupWise 7.
· Project Coordination / Change Management

1. The RMIS IT Portfolio Management Office continues to create standardized project management processes that include a submittal process, approval process, planning processes, executing process, monitoring and control process, close out process, and project to production process.


