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Introduction

Most, if not all, prominent Internet service providers (ISPs) provide IP addresses to their subscriber’s computers dynamically (i.e., a computer is provided network connection information from a server at the ISP).  Further, many ISPs also require that all outbound mail from these computers be routed through the mail relays provided by the ISP. This prevents compromised computers from sending spam and virus email directly to targeted computers.

Explanation

ITD evaluated all email received from dynamically assigned IP addresses from May 1st through October 20th of 2006 to discover how many were tagged as spam.  Those results are summarized in Table 1 below. Table 1 contains 5 columns of data:

· Total Spam:  The number of messages processed by ITD’s mail relays which were tagged as spam.

· Total Dyna:  The number of messages processed by ITD’s mail relays that originated from a computer with a dynamically assigned IP address.

· Total Dyna Spam:  The number of messages processed by ITD’s mail relays that originated from a computer with a dynamically assigned IP address which were tagged as spam.

· % of Dyna Spam:  The percentage of Total Dyna messages that were tagged as spam.

· % of Total Spam:  The percentage of Total Spam messages that originated from dynamically assigned IP address.

Table 1

	Month
	Total Spam
	Total Dyna
	Total Dyna Spam
	% of Dyna Spam
	% of Total Spam

	May
	8,733,266
	2,058,254
	2,002,532
	97.29
	22.93

	June
	15,284,300
	3,543,082
	3,468,143
	97.88
	22.69

	July
	17,093,990
	4,150,062
	4,085,499
	98.44
	23.90

	August
	20,978,110
	5,221,991
	5,099,423
	97.65
	24.31

	Sept
	22,062,042
	5,486,835
	5,420,046
	96.60
	24.31

	October
	15,919,391
	3,339,512
	3,280,394
	98.23
	20.61

	TOTALS
	100,071,099
	23,799,736
	23,346,037
	98.09
	23.33


The important points to be taken from Table 1 are:

· 98% of all messages from computers with dynamic IP addresses are tagged as spam.  This is a conservative number as the messages that were not tagged as spam could certainly be spam that PureMessage did not recognize at that time.

· 23% of all messages tagged as spam over the period reported were from computers with dynamic IP addresses.  Again, this is a conservative number for the reason stated above.

During previous discussions in the UIT committee on this subject have raised the concern about “legitimate” email from computers with dynamically assigned IP address. To address this concern, further examination of the remaining 2% of the email messages was conducted.  A random sample of 650 message indicated that 89.84% of these message were spam.  

Table 2 below displays the important statistics from this analysis:

Table 2

	Confidence Level 
	95%
	99%

	Confidence Range
	3.79%
	4.98%

	Statistic Range
	86.06% - 93.64%
	84.87 – 94.83%


Table 2 indicates that of the remaining 2% of the email from computers with dynamically assigned IP address that was not tagged as spam, we have a 95% confidence that between 86% and 94% of that email is spam, and 99% confidence that between 85% and 95% of the email is spam.

Translated into hard numbers, of the 453,699 messages that were not tagged as spam (Total Dyna – Total Dyna Spam), only about 45,370 ((Total Dyna – Total Dyna Spam) * .1) were possibly valid email messages.

Proposal

In view of the data analysis presented above, ITD proposes that we block email from non-ncsu dynamic hosts (i.e., nomad would still be allowed). The analysis indicates that a significant portion of the spam received by the University is received from computers that have dynamically allocated IP addresses.  Further, these computers may be circumventing their ISP’s policies by not sending messages through their ISP’s mail relays.  This change will significantly lower the number of spam messages our customers receive and will reduce the load on the servers which process inbound email.

ITD will endeavor to investigate who the senders of the valid email messages are (by examining the sampled valid messages) and attempt to indicate to them that they will no longer be able to send message without using authenticated SMTP or their ISP’s mail relays. It should also be noted that the incoming email messages received from computers with dynamically assigned IP address will not simply be discarded. Rather, the messages will be rejected. This will ensure that the sender of any legitimate email will know that their email was not delivered and they will have to opportunity to learn how to send their email in such a way as to prevent rejection in the future.

