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Faculty Senate Chambers, DH Hill Library
January 11, 2006
DRAFT Minutes

Committee Members/Representatives Present

Sam Averitt (ITD) Co-chair 
Alan Schueler (CALS), Andy Raynor (CED ), John Tector (CoD), George Hess (CNR), Keith Boswell (CoE), Donna Barrett (CoM) ), Pete Evans (PAMS), Shawn Dunning (CoT), Dan McWhorter (CVM), Sharon Pitt (DELTA), Andrew Pace (Libraries), Harry Nicholos (Staff Senate), Leslie Dare (SA), Arnold Bell (UA/FYC.) 
Technical Advisors and Guests 
Mardecia Bell, Lou Harrison, Susan Klein, Jeff Webster, Alan Galloway, Joe McCoy, Ed Rogers, Dennis Norris, Barry Eriksen, Cecile Hinson, Nancy Burgart, Rhonda Conlon, Charles Hunt, Robbie Little, Billy Beaudoin, Greg Robinson, Bill Padgett, Cheri Renninger, Jim Holland, Amy Tawes, Stan North Martin, Bill Coker, Dickran Parunak, Sarah Noell, Ann Harris, Craig De Shong, Gwen Hazlehurst, Jude Davis.
Call to Order: 9:30 a.m.
Steve Keto

Review of Minutes
The November 2005 Minutes were approved: http://www.ncsu.edu/it/uitc/minutes/11-16-05uitc-minutes-approved.doc
Presentation
 
HR System Upgrade Status Report
Gwen Hazlehurst, Director Enterprise Applications & Database Services (EADS)
http://www.ncsu.edu/it/uitc/01-11-06/UIT-HR8.8presentation.doc

Gwen Hazlehurst gave an overview of the new Human Resources System which is due to “go live” over the weekend of March 23-25, after about 4 years of work. Training on the new system has already begun, she reported. The new system is not only a major upgrade from HR 7.02 to 8.8, it also involved conversion to the Oracle database platform. This has led to performance benefits and brings the campus into a more widely implemented platform. 
Gwen mentioned several significant changes in systems and business processes HR 8.8 will bring to campus. It will be possible to eliminate a number of separate administrative systems (e.g. PS Labor, EPS Supplemental Pay Request which will disappear in March, and TEARS, which will be supported until July).  The new system will be accessible for all uses via the Administrative Portal on the Web. 

Also, everyone will be able to authenticate using Unity IDs and passwords to access the system, whether they are entering or retrieving self-service information or a formal HR personnel action. (For more about this, see the next item on the agenda.)
There will be two types of personnel action processing within the new HR System, Gwen reported. One type, which will be entered directly into the base system without additional approval, will be new to campus. This type of processing will be used for permanent SPA and EPA actions (hires, salary changes, etc.). Human Resources is centralizing this type of action; only a limited number of people in colleges and divisions on campus will be able to do them. HR will review these kinds of actions and other controls have been developed, but there will be no college or division level approval of the actions within the HR system (approvals will be provided via authorizations on the Compensating Control reports as detailed below). Employees will also be able to do self-service personnel actions (directory information, emergency contact and direct deposit info, etc.) which will they will be enter directly into the system for themselves. 
The other type of personnel action processing will be entered through the custom-built VPAF (Virtual Personnel Action Form), which will have broader, decentralized access across campus. Personnel transactions for graduate students, Resident Advisors, temporary and "No Pay" employees will be done through the VPAF. These transactions will require one level of college/division approval within the HR system. Email notifications will be generated only when approval for an action has been denied. The user interface is designed to only display the entry fields needed for the particular action being done, limiting the chance for errors. The time and labor module will be similar to what is being used now, he time and labor module will be similar to what is being used now to enter time for the bi-weekly payrolls. In response to a question from the committee, she explained that although electronic procedures will change, the supporting documentation required by HR will remain the same. 

Gwen went over the new Compensating Controls Reports developed to provide safeguards for permanent EPA/SPA personnel actions within the new HR System, since additional review/approval is not required within the HR 8.8 system for permanent actions However, before every monthly payroll, authorization reports will be distributed to one primary person and backup person in each college and division. These "approvers" must electronically acknowledge that all actions listed on the authorization reports are accurate and appropriate prior to each monthly payroll.   Additional people may receive these reports, but not approve them. Detailed reports will be automatically generated daily for change actions or new hires. Gwen strongly recommended that the people responsible for authorization run these reports daily or at least weekly, so the reports can be appropriately reviewed and authorized in a timely manner. Gwen assured the committee that EADS has made considerable effort to inform Business Officers and others of these new Compensating Controls procedures.  

Gwen mentioned other new features in the HR 8.8 system, such as expanded self service functions, and the new “Faculty Event Tracking” functions, which will enable employees to store data on various activities, committee work publications, etc. and generate reports. 
EADS has tested and certifies that the new system will work on IE5/5.5/6 or Windows. Other systems frequently used on campus, such as Netscape Windows 2000/XP, Mozilla 1.7 and above on Windows 2000/XP, and Safari 1.0 and above on Mac OS 9 and above, have also been tested on campus; Oracle certifies hardware and browser support for a broader range of platforms than have been tested on campus.. There were several questions about supported platforms, especially related to departments and offices that use Macs. Gwen invited the staff members to participate in further usability and customer acceptance testing on these platforms. There was a question about the accessibility of the HR 8.8 system. Gwen said that Oracle says the system is ADA/508 compliant, although this has not been verified by accessibility/usability testing on campus as yet. 

Information about the system, or training and customer acceptance testing opportunities is posted at http://www7.acs.ncsu.edu/hr/hrsystem/
Proposal for discussion
· Proposal to change authentication of university business applications and Unity password change requirements- Craig De Shong, RMIS and Jeff Webster, ITD
See http://www.ncsu.edu/it/uitc/01-11-06/passwordchange-proposal.doc 

The roll-out of the new HR management system, which has new self-service features for employees and students, has led to reconsideration of existing user authentication/access practices on campus, Craig De Shong reported. The old HR and Financials systems use Intrasecure usernames and passwords for systems access, which fulfills the university’s strict security requirements for business applications. However, using Intrasecure with the new HR system would require the creation of many new Intrasecure user IDs and passwords in addition to the existing Unity IDs and passwords which everyone already has. Unity passwords, on the other hand, do not currently meet the security requirements for the HR system. As a result, Craig said he, Jeff Webster and others in RMIS and ITD have been working together to devise changes that would make it possible to use Unity IDs and passwords to access business applications, thereby simplifying authentication processes on campus. 

Craig presented two proposed changes in current practices to the committee: 

1. On March 28th, begin to use current Unity IDs and passwords to authenticate access the Administrative Portal, the Financials System and the new HR System
2. Require that people who access these business applications change their Unity passwords every 90 days. (or when they re-authenticate, if more than 90 days have passed)


Break-in detection would also be implemented to avert password hacker attempts, Craig said, and eventually, Unity authentication credentials would be used for all business applications. 

In response to a question, Craig clarified that the 90-day Unity password change requirement would not apply to those who did not use the administrative systems. People will need to change their password the first time they authenticate to the Administrative Portal and other systems, he said. A question was also asked about the other strength requirements for new Unity passwords, and Jeff said that they would remain as they are currently set by the online Password Change Tool (for details, see http://www.ncsu.edu/password/). 

It was requested that all these changes be documented in one place. Questions were asked about how the 90 day requirement would be implemented. Jeff assured the group that if a person has been locked out of the Administrative Portal, etc. until they changed their password, their account access for other purposes (such as email) would not be affected. Jeff said that the university is held to different password security stipulations for different levels of access for auditing purposes, and the system will be implemented to ensure compliance. 
It was suggested that it be required that everyone on campus change passwords every 90 days (or another best-practices requirement). Susan Klein reported that feedback they received from campus indicated resistance to mandating frequent changes. Other people suggested that having a new consistent policy across campus might be more difficult to implement initially, but it would result in a rapid culture change on campus toward more vigilant security practices. Craig, Jeff and Susan and others mentioned some of the implementation problems, if the change were mandated for the whole Unity client base. 
Steve suggested that ITD make a more detailed presentation on Unity authentication and password issues at the next University IT meeting. 

Updates

· Campus Calendaring and Email Initiative (CCEI)  update- 

Sarah Noell, CCEI project coordinator,  reported that Steve Keto and Sam Averitt had given a presentation of the email and calendaring  options and issues to the University Council in October. From that meeting the Provost met with the deans and asked that each college designate two to four people to represent the colleges at a meeting for discussion of the attributes of the Groupwise and Oracle calendaring/Cyrus email options. That meeting was held on January 10, and Sarah said the group is reviewing the attributes matrix. There will a follow up meeting. 

A question was asked about who was providing feedback. Sarah mentioned the various teams working on the CCEI, She said that the deans sent a mix of administrative and technical staff, department heads and others to the most recent review meeting. 
 
· Identity Management project 

Susan Klein gave a quick update on the work being done by the campus-wide ID management team.  She reported that they have been working on an assessment of business processes that relate to identity management. Their goal for the spring semester is to have a set of requirements the university would need for a comprehensive identity management strategy. The recommendations would be from the perspective of a holistic business-oriented strategy (not a particular software package). Susan said they would be bringing together a broad group of stakeholders within the next few weeks to develop assessment benchmarks. They have identified a number of focus groups related to certain services that will need to be included. For example, they want to get all the groups involved in student admissions to talk about the business process, to make sure the strategies recommended will work well for everyone involved. This is just one example of many business functions that will be addressed, she said.

It was observed that this is a huge project. Susan and others agreed. In addition, Susan said the identity management, account authentication and provisioning issues are all interrelated issues. A more detailed presentation is planned for the March University IT meeting. 

· Proposal to delete suspect email attachments 

Harry Nicholos said that ITD has traditionally checked with the University IT Committee before any changes were made in the basic parameters of PureMessage or previous anti-virus/antispam email technologies implemented by ITD for the campus. He gave the group a list of attachment types that are currently tagged by the PureMessage system as “suspect” and quarantined for examination by ITD staff. Files with these attachments are commonly used to carry “email-borne viruses”.  Harry asked the group for approval to set PureMessage to automatically delete these types of files, as is common practice by ISPs. The committee members approved the proposal, with the request that the change be appropriated documented. Harry said that the change will be documented in SysNews (http://sysnews.ncsu.edu/) and elsewhere, and he asked those attending the meeting to help inform the campus. 

The attachment types are .exe, .pif, .com, .lnk, and .dll. On request, .scr attachments were added to the list.  People who intend to send these types of attachments for valid reasons will still be able to zip them and email as .zip files. 
Subcommittee and Topical Reports

The following reports were submitted to the committee:

Administrative Environment (ETSS) - Mardecia Bell
http://www.ncsu.edu/it/uitc/01-11-06/ETSSTopicalReport01-11-06.doc
Administrative Applications, DataBase Management (EADS) - Gwen Hazlehurst
http://www.ncsu.edu/it/uitc/01-11-06/eads-uitc011106.doc 

ComTech-Network Operations - Greg Sparks
http://www.ncsu.edu/it/uitc/01-11-06/comtech-uitjan06.doc
ITD Systems/MicroSystems - Alan Galloway, Debbie Carraway
http://www.ncsu.edu/it/uitc/01-11-06/itdmicrosys-report01-11-06.doc
IT Accessibility - Jude Davis for Saroj Primlani
http://www.ncsu.edu/it/uitc/01-11-06/01-11-06ITaccessibilityreport.doc
Software Subcommittee - Bill Padgett
http://www.ncsu.edu/it/uitc/01-11-06/SoftwareSubcommitteeReport-01-09-06.doc 

University Help Desk - Susan Klein
http://www.ncsu.edu/it/uitc/01-11-06/helpdesk-Jan06.doc 

New Business 
Steve suggested that an overview of the new Student Information System be added to the agenda for the March meeting, if possible. 

The meeting was adjourned, 
