University Information Technology Committee meeting
Faculty Senate Chambers, DH Hill Library
March 14, 2007
DRAFT Minutes

Committee Members/Representatives Present

Voting Members 
Steve Keto, RMIS, 

Alan Schueler (CALS), John Tector (CoD), Andy Raynor (CED ), Walt Wolfram (CHASS), Keith Boswell (CoE), Dan Steen (CoM), Greg Robinson for George Hess (CNR), Pete Evans (PAMS), Mike Furguson (CoT), Dan McWhorter (CVM), Arnold Bell (UA/FYC), (Graduate School), Andrew Pace for Kristin Antelman (Libraries),  Leslie Dare (Student Affairs), Lou Harrison (DELTA), Harry Nicholos (Staff Senate),  Janet Hudson  (Faculty Senate), x (Student Government)

Technical Advisors and Guests  
David Drooz, Greg Sparks, Saroj Primlani, Gary Li, Alan Galloway, Jeff Webster, Barry Eriksen,  Joe McCoy, Stan North Martin, Nancy Burgart, Dan Green, Joe Flowers, Justin Davies, Charles Hunt, Robbie Little, Chris King,  John Baines, Donna Barrett, Shawn Dunning, Mardecia Bell, Edward Reed, Sarah Noell, Chris Gould, Jude Davis. 
Call to order

Steve Keto

Steve began the meeting by asking those present to introduce themselves, since there were a number of new people attending. 
Review of minutes

The January10, 2007 were approved without changes.
http://www.ncsu.edu/it/uitc/minutes/01-10-07uitc-minutes-draft1.doc

Legal Updates: Campus RIAA issues

David Drooz, Senior Associate General Counsel, Office of Legal Affairs

David gave a brief update on the Recording Industry Association of America’s (RIAA) new initiative focused on illegal file sharing of copyrighted digital media on college campuses. 400 “pre-litigation settlement letters” were sent to universities nation-wide. NC State was among the campuses targeted, receiving 37 of the letters.  David said he thought RIAA had basically launched a massive publicity campaign and that the efforts were largely symbolic, given that 400 people are a very small proportion of the several millions of illegal downloads and uploads done using commercial ISPs. Nevertheless, universities, not large telecom companies, were targeted in recent hearings in congress for the “inability to control” illegal filesharing. David also mentioned that NC State and UNC-CH had challenged the RIAA’s previous method of issuing subpoenas to students under the Digital Millennium Copyright Act (DMCA), and had won in Federal court. He speculated that the RIAA may be irked with the UNC System since the DMCA method was a more efficient way to obtain settlements. 
The RIAA only has the IP addresses of possible copyright violators, not individual’s names, David explained. The pre-litigation letters are now being sent to universities with the request that they be passed on to the students. There is some debate about how universities should respond. At NC State, the letters are passed on to the students without the assumption of guilt. Students have the option of either ignoring the letters and risking litigation, or paying RIAA the requested $3000 in settlement. 
David said that while the RIAA is not endearing themselves with anyone by their tactics, universities are nevertheless concerned that bad legislation might result from the congressional hearings, including the loss of exemptions that now exist for campuses under copyright law. As a compromise, it seems the RIAA wants universities to implement a technical network solution such as the ability to shut down peer-to-peer filesharing networks, to provide legal for-pay downloading services, and to take internal disciplinary action to punish students for illegal downloading. They also want education programs on the topic, which NC State already does. 
David noted that while a larger proportion of users on campus may be doing illegal filesharing, in terms of absolute numbers, it is a very small proportion of the illegal filesharing that takes place on the internet. However, universities are a lot easier target than Time Warner or Verizon, which have a huge lobby in congress. 
David reminded the group that illegal filesharing is just as illegal when it is done by staff. There have been incidents of staff downloading copyrighted material using university equipment. This can become an HR issue as well as an issue with the RIAA; also staff do not have the same kind of privacy protections as students do under FERPA. There was a brief discussion of this issue, how often IP addresses were erased on ResNet, and filesharing being done on the wireless network. David confirmed that an updated letter from the Chancellor would soon be posted online at http://www.ncsu.edu/copyright/liability.html. 
Presentation: The IP Telephony project - Greg Sparks, ComTech
http://www.ncsu.edu/it/uitc/03-14-07/IPT_UITC.ppt
Greg gave a brief overview of IP telephony on campus, ComTech’s plans for deploying IP telephones and infrastructure over the next two years, and the cost-savings expected from this project. IP telephony refers to the delivery of voice traffic over the internet to telephones or handheld devices, Greg explained.  While it includes the same set of services available from traditional phone services, it offers the advantage of laying the foundation for integration with existing IP services (e.g., computer and video traffic) and advanced communication application being developed. 
IP telephony began on campus as a class project in 1999, Greg said. The formation of ComTech in 2000 simplified the possibility of integrating IP and telephones as a production service on campus. This was begun in 2004. An IP telephony Workgroup was formed in 2005 to determine what the important features would be for campus users. In 2006 ComTech began a production pilot project with 1700 lines in service. 
ComTech plans to replace most of the 6300 conventional telephone lines on campus by 2009. Existing phone handsets will continue to work. IP handsets will cost about $200, which some departments may want to purchase for the added features and applications. New buildings will be provisioned for IP telephony; switch upgrades may be needed for others.
On the downside, electrical power and network outages will impact the IP telephones.  Emergency, blue-light, elevator phones, etc. will not be moved to the IP system. The default battery life for the IP phones will be only one hour; departments will be able to purchase more on a building-by-building basis. 
On the upside, Greg said that ComTech expects to save over $500,000 annually after implementation; $350,000 is expected each year in phase one of the project. This savings will make it possible to defer some network rate increases for needed network maintenance and upgrades and will help fund the ongoing roll-out of the wireless infrastructure. Greg looked out over 8 years to anticipate expenses, which added up to $11,000,000. The move to IP telephony will help fund these expenses without needing to increase the phone bill. 
Questions were asked about details of the savings calculations, the charges for new phones, and the devices that will be usable with IP telephony services. 
Updates and discussion
PeopleSoft deployment at UNC-CH

Steve reported that the UNC-Chapel Hill has decided to adopt PeopleSoft software. NC State has offered to help them with the implementation. 
CIO Study news
Steve reported that the CIO study that was announced last summer is now going forward. A committee is being formed, which will be chaired by a CIO from another research institution. The committee will have membership from the campus community, and will start meeting in Apri. The plan is to have a recommendation ready for the Chancellor in the summer about the 
the scope of the new CIO position, with a search beginning in the fall. The intent is to have a new CIO early in 2008 with the university having a year of transition to implement a new IT organizational structure. Steve said they would try to have the Provost or Vice Chancellor for Finance and Business at the May UIT meeting or have the CIO committee chair visit the UIT Committee at the informal meeting scheduled for April. In any case, Steve said they would try to get as much information to the UIT Committee as possible as the project moves forward. 
New email processes within SIS and Campus Community – Harry Nicholos
      http://www.ncsu.edu/it/uitc/03-14-07/StudentEmailhandout-Spring 07.doc 
Harry, standing in or Susan Klein, gave an update on new email processes soon to  be implemented as part of the roll-out of the new Student Information System (SIS). He reminded the group of previous presentations on plans to establish students’ Unity email as their default email address in campus databases, which will be used by the university to send students’ official communications. This will take place on August 13, 2007, so that the Fall semester will start with the new procedures. 
Harry noted that the new Campus Community database, which contains records for both students and employees, will begin to be implemented in the summer. Student information will be moved into the database in the fall. Harry explained that the Campus Community database contains three kinds of fields for email addresses: “Business email” used by HR system for employees; “Campus email” used by student system for communications with students; and “Other email address” which can be edited by students or employees. Unity email addresses will be used for both the default Business and Campus email addresses. The Other email address will be a place for other employee or student email addresses, such as those used in the application process. Students will be able to have their email forwarded to another account by using their SysNews Email Forward Manager. 
New password processes - John Baines

John Baines provided the following status report on the joint RMIS/ITD Password Initiative.:

The final draft of the Password standard has undergone various reviews over the past few weeks. These include various units in ITD, RMIS/EADS and RMIS/ETSS, the UITC, AITD/AUIT, and the Major Applications Steering Team. This week and next it is undergoing final reviews by the Data Stewards per the Data Management Procedures.

The major objectives of the Password Standard are to enhance current password practice. This particularly includes providing (1) a layered approach to security based on sensitivity of data, so that everybody does not have to change their passwords every 90 days, and (2) levels of password strength associated with varying degrees of application functionality and the sensitivity of the data actually being accessed. In the current Password Standard this second objective is addressed to cover broader access by staff and students to PeopleSoft applications including Financials, HR and particularly the new Student system. 

Generally, no one has been questioning the principles described in the password standard documents. However, the details in the ‘Attributes of Password Levels’ table have been questioned in a number of ways. Here are some comments line by line through the table:

1. Minimum length of password - ITD suggested that we make P4 and P5 12 characters. This approach would certainly increase the password strength dramatically, but may cause the password to be difficult to remember and result in some user back-lash. I have heard suggestions from some quarters that P1 and P2 be made 6 characters minimum length, but this would weaken password enormously. We may make some initial exceptions for some existing applications with no sensitive data. For initial implementation we will leave minimum length of password at 8 across the board.
 

2. Maximum length of password. Not an issue except in those systems that can only take 8 character passwords, or at least lower than 127 characters (current table value). Some associated applications may require exceptions to the maximum length.
 

3. Password is character checked for strength. I have the current Unity checks (both mandatory and suggestions) listed below the table in bullet point format. We will not change this current approach for the initial implementation.
 

4. Maximum age of the password. These comments are very varied.

· RMIS management suggests P1 365, P2 365, P3 180, P4 90, and P5 30, doubling the P3 (90 to 180) and tripling the P4 (30 to 90) expiry time specifications. This does not match the standards for renewal as expressed by the state auditors, which is what the table currently reflects.  The data stewards may also have some concerns about weakening strength for high levels of PeopleSoft functionality.  

· One of the Data Stewards was very concerned about lengthening for P2 from 90 (current) to 365 (in table) and would like something between 90 and 180 days as being less weakening for P2 (Unity and non-PeopleSoft administrator staff) access to their own sensitive data such as .
· Many faculty members, most students and some staff have expressed a great deal of concern about having to change passwords at all, since they are not currently required to do so by Unity, but it is a best practice for most IT codes and auditors. 

We will leave the table values as shown for the initial implementation.

5. Days of daily expiration warnings. There are some technical implementation concerns for ITD Unity, but we are working through those. Table value is currently 14 days.

 

6. Failed attempts before lockout. This now stands at 10. It was 3 in the initial document and some current systems, but 3 is much too low and will cause unnecessary lockouts, especially if we end up using 12 character passwords. RMIS management suggested a value of 5 failed attempts. I have heard allow 50 attempts or don't lockout at all, or reset after a short delay from different quarters. We will leave the table value at 10 for the initial implementation. 
 

7. May reset via Self-Service web. This capability is not a current facility. However, there is a strong undercurrent that says it is desirable, so the table indicates what we expect to implement. RMIS has questioned setting P3 to allow automated reset. Generally we feel that we need more assurance of who the identity of the individual requesting any sort of PeopleSoft administrative access (P3 to P5) is before we reset the password. 
 

8. May reset via phone. Strong antipathy has been heard from departments with locations that are remote to the Hillsborough building. Particularly for remote Industrial Extension Service locations, and EADS management who have P4 and P5 users at Avent Ferry away from the Help Desk in the Hillsborough Building. There are likely to be very few P4 users outside the main campus, and probably no P5 users.  The recommended solution is to allow nominated users in remote locations to verify credentials of the individual requesting the password reset, and then to reset the password for them. This approach would be valuable for Avent Ferry. Remote individual P4 and P5 users, where and if they exist, may require some exceptions. The Standard will be modified to reflect this approach. 
 

9. Can reset at Help Desk. No comments. 

 

10. Must read computer use policy on reset. The only concern heard is how to enforce it? 

 

11. ISA on file. No comments on this row of the table, since the parameters match current practice for PeopleSoft administrative users.  

 

12. Two-factor authentication. RMIS management questioned if the parameter should be in the table since we are not currently using tokens or biometrics. The password standard will in future allow us to focus two-factor authentication on the very sensitive levels that need it the most, thus limiting the cost and impact of the implementation to those who need it the most. 
 

13 Not to be re-used previous password. Only comments are technical arguments about how many old passwords to keep in differing systems.

The standard is working in prototype mode, and we have identified all the PoepleSoft roles which would cause promotion from P2 to P3 and P4. This Password level assignment and promotion will be based on a nightly analysis of PeopleSoft roles.

What we need from UITC ultimately is a Rule developed under the Computer Use Policy 
(http://www.ncsu.edu/policies/informationtechnology/POL08.00.1.php). Sam Averitt and Steve Keto are responsible for the systems that are affected, and so it should be their rule to make.  Since UITC advises Sam and Steve, we will be asking for the UITC's motion and vote on a recommendation that the Password Standard be adopted as a Rule. This motion will be raised at the next UITC meeting for adoption, based upon final approval of the draft Password Standard by the Data Stewards. Future modifications to the Password Standard will be presented to the UITC but will only need sign off by Steve Keto and Sam Averitt to become effective. 

Subcommittee and topical reports

    * Administrative Environment (ETSS) - Mardecia Bell

      http://www.ncsu.edu/it/uitc/03-14-07/ETSS-TopicalReport03-14-07.doc

    * Administrative Applications, DataBase Management (EADS) - Gwen Hazlehurst

      http://www.ncsu.edu/it/uitc/03-14-07/EADS UIT Update 031407.doc

    * ComTech-Network Operations - Greg Sparks

      http://www.ncsu.edu/it/uitc/03-14-07/ComTech-uitmar07.doc

    * Software Subcommittee - Bill Coker

      http://www.ncsu.edu/it/uitc/03-14-07/SoftwareSubcom-2007-03-14.doc

    * University Help Desk - Susan Klein

      http://www.ncsu.edu/it/uitc/03-14-07/HelpDesk-UIT-Mar2007.doc

New Business

The meeting was adjourned
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