University Information Technology Committee meeting
Faculty Senate Chambers, DH Hill Library
May 9, 2007
Minutes- Draft 2
Committee Members/Representatives Present

Voting Members 
Sam Averitt (ITD); Steve Keto (RMIS) – co-chairs
Alan Schueler (CALS), Joe McCoy for John Tector (CoD), Mark Williams for Andy Raynor (CED ), Justin Daves for  Walt Wolfram (CHASS), Keith Boswell (CoE), Dan Steen (CoM), George Hess (CNR), Pete Evans (PAMS), Mike Furguson (CoT), Dan McWhorter (CVM), x (UA/FYC), (Graduate School), Kristin Antelman (Libraries),  (Student Affairs), x(DELTA), Harry Nicholos (Staff Senate),  x (Faculty Senate), x (Student Government)

Technical Advisors and Guests  
Jackie Gottlieb, Greg James, Alan Galloway, Jeff Webster, John Baines, Bill Beaudoin, Dan Green, Henry Vail, Jim Holland, Gary Li, Connie Reitfort, Joe  Flowers, Mardecia Bell, Charles Hunt, Robbie Little, Donna Barrett, Rhonda Conlon, Rhonda Greene, Ann Harris, Amy Tawes, Chris King, Susan Klein, Stan North Martin, Dickran Parunak, Sarah Noell, Bill Coker, Jude Davis.
Call to order

Sam Averitt

Review of minutes

The January10, 2007 were approved with a change to the attendance list: http://www.ncsu.edu/it/uitc/minutes/03-14-07uitc-minutes-approved.doc 
Presentation

High Performance Computing (HPC) updates
Dr. Eric Sills, Assistant Vice Provost for Research Computing
http://www.ncsu.edu/it/uitc/05-09-07/hpcmay2007.pdf 

Eric gave an overview of ITD-supported HPC services, resources, usage, integration with the Virtual Computing Lab (VCL), Partners Program, and funding.  Eric explained that ITD currently provides intermediate HPC services to serve the increasingly broad needs of campus for HPC capabilities for teaching and research.  The HPC resources are not intended to provide the extremely expensive supercomputing capacities typically required for "Grand Challenge" research, he said.  
ITD’s HPC services include distributed memory and shared memory computing, support (such as debugging, porting and code optimization help), expert consultation, and advanced HPC training for students and researchers. Eric showed slides with data about HPC resources and the architecture of the infrastructure. Compute resources for distributed memory HPC currently consist of IBM Blade Center Linux clusters with 348 compute nodes (940 processors); for shared memory HPC there are 4 compute nodes (32 processors). In general, application software is configured to be available to all users. Data storage capacities include backed up home storage, scratch storage, hierarchically managed mass storage and tape backup. These services and resources are supported by 3 full-time staff. 
Eric explained that the VCL, a joint project with the College of Engineering, is built on top of the HPC distributed memory (Linux cluster) architecture and has the same hardware. About 150 compute nodes are currently dedicated primarily to the VCL.  They can each be rapidly customized with Unix, Linux or Windows operating systems and the applications software the user requests. Software developed at NC State enables one person to manage both VCL and HPC systems and resources can be moved between VCL and HPC on demand. 
The majority of the HPC compute nodes have been purchased by faculty through the HPC Partners Program, Eric said.  The program enables them to purchase compute nodes (usually from grant money), which ITD operates and maintains in campus Data Centers; infrastructure provided includes racks and chassis, power, cooling, software, shared storage, etc. In return, the campus as a whole has access to the Partners’ unused computing cycles. Faculty must purchase additional storage, if they need it. Faculty participation in the Partners Program has more than doubled since 2005. Use of the HPC Linux cluster has almost tripled since the HPC services were launched as a result of the closing of the NC Supercomputing Center in 2004
Eric displayed a chart of the various funding sources for HPC. The Provost and Research initially funded the service about 50/50%; while the Provost’s contributions have remained steady, Research’s contributions have declined alarmingly in recent years.  

Any faculty on campus can use the HPC resources, and faculty can add student users. The disciplines represented in the HPC user community range from Botany to Textiles and include Forestry and Economics as well as Marine, Earth and Atmospheric Sciences, Genetics, Physics, etc. 

A question was asked about the hardware supported, and Eric said the specifications were posted online. 
On the topic of storage capacities, Sam Averitt reported that the university had recently funded a major expansion of the Storage Management System and Tape Backup; they are expected to be deployed during the summer.  He said that demand for these resources is already higher than expected. 
A question was asked about the allocation of VCL and HPC resources. Sam said that the current system tends to work well. Researchers’ demands for HPC cycles increase when students leave campus for the summer or breaks, and there is decreased demand for VCL resources at these times because students are the primary VCL users. 
For more information see the HPC website (http://hpc.ncsu.edu) and HPC annual reports (http://www.ncsu.edu/itd/hpc/Documents/Annual_Reports/) 
Review and vote

NC State Password Standard – John Baines 

John noted that he had presented most of the content of the new NC State Password Standard to the UIT Committee in March. He said the group working on the project was now codifying and standardizing current NC State password best practice in the Password Standard document rather than trying to introduce any major changes in password practice at this stage. The most notable change in requirements is that all users of the Administrative Portal now need to change their passwords at least every 365 days rather than the current requirement of every 90 days (for the vast majority of users – see below). The following is John’s summary of his remarks:

1. We are now codifying and standardizing current NC State password best practice in the Password Standard. The relatively few changes or exceptions to this approach are listed below.

2. Recognized Industry best practices are to change your password periodically. (e.g. auditors, and security analysts per COBIT and ISO 17799 et al)

a. We have arranged a 365 day password expiration rather than the current portal 90 days for the vast majority of students and faculty, and for staff with Self-Service PeopleSoft roles only. 

b. All departmental and central office PeopleSoft users will continue with their current 90 day password expiration (this is a change for the standard as previously presented to the UITC to include PeopleSoft central office roles also). This approach matches current PeopleSoft password practice.

c. A few dozen A5 PeopleSoft administrators will be subject to a 30 day expiration, which extends current practice slightly. These staff are almost all in RMIS.

3. Users will be warned in advance for 14 days before password expiration. 

4. Failed attempts before lock-out has been increased to 8 to better handle stronger passwords.

5. UIA questions identification questions for password reset are now available to all students, faculty and staff, with the exception of the A5 users who will have to appear in person before an authorized individual before the password is reset. Offices remote to help desk will have local staff authorized to perform this function for A5 staff as necessary.

6. Passwords should not be re-used at NC State.

7. We have already communicated via email with students that they will need to change their passwords at least annually. We will be sending a similar communication to employees later this week describing the new standard.

8. ITD and RMIS will immediately implement the Password Standard for the NC State portal. This will include access to HR self-service and the new Student system. Over time we will extend the standard across all enterprise-level systems and applications (ITD and RMIS).
9. We will revisit the standard in six months to investigate experience and possible extension, for example we may include consideration of:

a. Use two factor authentication (tokens and biometrics) 

b. Increase minimum password lengths P3-P5 from 8 to 12, with a further increase in password expiry time 

c. Increase number of password retries further 

d. Make current recommended only password strength tests mandatory 

e. Automate UIA reset questions 

f. Implement other modifications based on experience 

John was asked how the password change rule for the Admin Portal would be implemented. He said users would be prompted for a password change when they first log in to the Portal. He encouraged everyone to do that now. He was asked what would happen to those who did not log in to the Admin Portal. John said the standards would not be applied to all systems immediately. WRAP-protected log-in, for example would not be affected within the next six months.  Over time all University wide applications will implement the standard, however.
It was remarked that notification of password expiration would be nice. This will occur if the user logs in within 14 days of the expiration date. John said passwords would not expire outside of work hours, wherever applications can be made to implement this approach. He was asked if faculty using the SIS system would be held to the more rigorous 90-day password change standard. John said the intention was to keep as many faculty as possible in the once-a-year password change category. Jeff Webster said it would depend on the sensitivity of the data accessed. A question was asked about the User Identification and Authentication (UIA) questions. Stan North Martin explained that the user creates their own three questions and answers.

John requested the Committee’s vote on the following proposed recommendation:

'The UIT Committee recommends the acceptance of the Password Standard final draft as a rule under the University Computer Use Regulation, to be endorsed and approved by Steve Keto and Sam Averitt, and to be implemented jointly by ITD and RMIS.'


The recommendation was seconded and unanimously approved by the Committee. 

Updates
 
 IT Scoping Team – Sam Averitt and Steve Keto
Sam and Steve reported that the IT Scoping Team has been working on defining the roles and responsibilities of a new Chief Information Officer for NC State. The next formal meeting was scheduled for May 31. It was asked if the on-campus members were meeting face-to-face regularly, and Sam said most of the work was being done online.  Updates and working papers are posted online at http://www.ncsu.edu/pace/itscoping/.  
http://www.ncsu.edu/pace/itscoping/

Classroom Student Response Systems (AKA "Clickers") – Dickran Parunak
Dickran reported that earlier in the spring semester, the Classroom Environment Committee formed a team to develop a student-response clicker system standard for campus. The proliferation of different student response systems being adopted by faculty has led to numerous problems for students (who may be asked to buy several different clicker devices for classes) and for support staff (who are being asked to help with problems with the systems). 
The team formed had six members, with representatives from ClassTech, PAMS, COE, CALS, CNR, and DELTA. They arranged for the three leading vendors to come to campus to give presentations. The TurningPoint clicker system by Turning Technologies, LLC won the approval of those attending based on criteria established in advance, including features faculty have said they want, compatibility with the existing campus technology infrastructure including Blackboard/WebCT Vista  and the campus wireless network, and  accessibility compliance. ClassTech is planning a pilot project for the fall. Dickran said that the university still needs to address the appropriate funding model for the clicker devices for students to use. Students could be asked to purchase the devices at about $50 each or the university could purchase the device per room. 

A question was asked about who would support the devices, and it was noted that this is a big issue.  Dickran said the plan for the pilot project was to purchase the devices for selected ClassTech-supported classrooms.  Dickran was also asked about the software licenses, and Dickran said that work had begun on negotiating a campus license. Sam noted that ETF might be a source of some funding. 
Dickran was thanked for his work on this project. Sam was asked if the idea of a standard clicker system for campus had ITD’s official approval. Sam said yes. 

Dickran asked for the Committee’s approval to move forward with this project. The motion was made, seconded, and approved unanimously.

Subcommittee and topical reports
· Administrative Environment (ETSS) - Mardecia Bell
http://www.ncsu.edu/it/uitc/05-09-07/ETSS-TopicalReport05-09-07.doc

· Administrative Applications, DataBase Management (EADS) - Gwen Hazlehurst
http://www.ncsu.edu/it/uitc/05-09-07/EADSupdate 050907.doc

· ComTech-Network Operations - Greg Sparks
http://www.ncsu.edu/it/uitc/05-09-07/comtech-uitmay07.doc

· Security Subcommittee - Jeff Webster and John Baines
http://www.ncsu.edu/it/uitc/05-09-07/200705-secsub.doc

· Software Subcommittee - Bill Coker
http://www.ncsu.edu/it/uitc/05-09-07/SoftwareSubcomReport-2007-05-09.doc

· University Help Desk - Susan Klein
http://www.ncsu.edu/it/uitc/05-09-07/HelpDesk-May2007.doc

No new business.

The meeting adjourned.
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