University Information Technology Committee meeting
Faculty Senate Chambers, DH Hill Library
July 11, 2007
Minutes-
Committee Members/Representatives Present

Voting Members 
Steve Keto (RMIS), meeting Chair; Alan Schueler (CALS), Joe McCoy for John Tector (CoD), x (CED ), Jeff Braden (CHASS), Keith Boswell (CoE), Donna Barrett for Dan Steen (CoM), Greg Robinson for George Hess (CNR), Pete Evans (PAMS), Mike Furguson (CoT), Dan McWorter (CVM), Edward Reid (UA/DUAP), x(Graduate School), Andrew Pace for Kristin Antelman (Libraries),  x (Student Affairs), x(DELTA), x(Staff Senate),  x (Faculty Senate), x (Student Government).

Technical Advisors and Guests  
Shawn Dunning, Alan Galloway, Jim Holland, Sarah Noell, Dan Green, Cecile Hinson, Leo Howell, Rhonda Conlon, Stan North Martin, John L. Baines, Justin Daves, Robbie Little, Charles Hunt, Billy Beaudion, Joe Flowers, Greg Sparks, Mardecia Bell, Gwen Hazlehurst, Susan Klein, Saroj Primlani.

Call to order

Steve Keto called the meeting to order at 9:31 a.m.


Introductions
Steve introduced the new UIT representative from CHASS, Dr. Jeff Braden, Associate Dean for Research & Graduate Programs. The other committee members introduced themselves.

Review of minutes

The May 9 meeting Minutes were approved with no changes:
http://www.ncsu.edu/it/uitc/minutes/05-09-07uitc-minutes-approved.doc 

The order of the agenda was changed.

Updates
Storage Systems - Alan Galloway
http://www.ncsu.edu/it/uitc/07-11-07/SMS-2-usage-and-allocation.pdf 
http://www.ncsu.edu/it/uitc/07-11-07/TBS-Costing-model.pdf 
Alan distributed two documents outlining the expansion of the campus Storage Management System and the new Tape Backup System. Alan asked if there were questions and invited people to contact ITD. He said ITD staff would be happy to sit down and discuss any campus storage needs.

Draft High Security Data Regulation - John Baines 
http://www.ncsu.edu/it/uitc/forreview/HSDServerMinSecReg-draft2007.08.06.doc
John Baines discussed the draft High Security Data regulation.  Data stewards are responsible for the identification of high security data (HSD), John said. The purpose of this proposed regulation is to establish a minimum set of security requirements for servers that store HSD. The regulation would cover all servers in all university units, including Extension. John explained that the proposed regulation is consistent with how the university currently handles Payment Card Industry Data Security Standard (PCI DSS) requirements.  To comply with these requirements, all PCI servers were moved to a secure network in a university data center.

The proposed regulation has been discussed by the Security Subcommittee. The subcommittee believes that due to the current broad definition of HSD, this regulation would apply to practically all university servers today.  It is not feasible to move all university servers into a data center. John explained that we need to inventory all these servers to see if it would be possible to handle them in the campus data centers. RMIS will meet soon to inventory their servers. John will be meeting with Data Stewards for the primary RMIS applications (Student, HR and Financials) to discuss their HSD protection requirements. The next step will be to look at servers outside of RMIS. John is working with the Security Subcommittee.on a survey for collecting this data.

 
John asked if there were any questions: 

· Alan Schueler (CALS) said that the AITD made a resolution at their July 10 meeting that the term "data center" be modified to "secure facility". John replied that he received that request and is working on it. He noted that we must consider physical security and network security, probably as described in the PCI DSS document requirements. Alan wants to see all those requirements spelled out. Steve Keto asked that Alan send the AITD request to him and Sam Averitt.

· Andrew Pace asked who authored the regulation.  John replied that he, Leo Howell and Mark Scheible wrote the document. 

· Jeff Braden from CHASS endorsed the request from CALS/AITD.

· Pete Evans said that there were supposed to be some examples sent out that would describe what would be considered High Security Data. John said that the best list of examples that we have is linked to the Data Classification Standard. This list includes examples of HSD (http://www.ncsu.edu/security/prr/data/data_classification_examples.doc).  The committee discussed that "any student information" as described by the Data Classification Standard, makes compliance overly cumbersome for faculty. 

· Mardecia said we need more clarification from the Data Stewards, including those in the colleges and departments. There was also a discussion last month at the informal UITC meeting. ETSS will be on the August informal meeting agenda to discuss the regulation further. 

· Andrew Pace asked if there was a goal date. John replied that the end of the year (2007) was the goal, but there's not a firm date at this point. 

RIAA - Greg Sparks

Recording Industry Association of America (RIAA) has taken a greater interest in our campus, Greg reported... The survey from Congress that we received in May has been submitted, he said, and this activity brought up interesting questions for ComTech:  Does the campus operate as a private network or are we an ISP?
Greg said that we need to look at the campus network and asked if there are portions of the network that need to be private, and others that need to look more like an ISP.  Greg said that ComTech is thinking about the various parts of our network and thinking about where we may want to do some restructuring.

Oracle Calendar 10g upgrade and migration, Sarah Noell

Sarah reported that the major upgrade to the Oracle calendar system was imminent.   The upgrade will require a 4 day outage. The details of the upgrade are documented on the website, http://brickyard.ncsu.edu/migration. If there are any questions, please contact the NCSU Help Desk.

· Dan McWhorter asked when campus would see default provisioning of accounts. In 30 to 60 days, Sarah replied; accounts are still available upon request.

[Note: The upgrade of the Oracle calendar service, originally scheduled for July 19-24, was postponed.]

Accessibility language for enterprise-level software procurement - Saroj Primlani

Saroj said that units are purchasing software that is used at the enterprise level and, after receiving it, they are discovering that the software is not accessible. Examples include Transportation’s Transit Visualization System. To avoid these problems, Saroj is developing a document with proposed language related to accessibility to be used for procurement of enterprise resources. See draft at http://www.ncsu.edu/it/uitc/07-11-07/accessibility-procurement.doc. She reported that the Software Subcommittee recommended that Purchasing include a version of this document as part of the procurement process. When a vendor says that their product is accessible, the document will clarify what “accessible” actually means. 

· Harry Nicholos commented that we need to clarify types of purchases where this would be applied. We need to be more specific on how we define “Enterprise” level. Saroj replied that the guidelines would apply if a purchase impacts a broad number of users. (Calendars, LMS, etc.) Harry suggested considering the user population of an application when deciding whether to apply these reporting requirements.   Saroj replied that some colleges may purchase software that would only apply to a small number of students. Saroj wants to leave room for interpretation. Please send comments back to Saroj on this draft. 

· Dan McWhorter commented: He thinks this is a good idea; however he supports Harry on the need to clearly define when to apply during the procurement process. Saroj will work on defining this. Harry volunteered to work with Saroj. 

· Pete Evans suggested we look to see what our peers are doing. He also supported Harry's idea of clearly defining when to apply it. 

· Stan North Martin said that it's important to clarify that even if a product doesn't meet the standard, it doesn't mean that the university cannot purchase it. Be as specific as possible, he recommended 

· Greg Sparks said that if total accessibility isn't a requirement, why not attach the proposed language to any purchase that goes through Purchasing? The committee members expressed concerns that vendors then would not participate in bids. Pete Evans asked about section 1.b and what was meant by “fully comply.”
Saroj asked that other suggestions and comments be sent to her. 
Announcement
Billy Beaudoin announced that Brian Fields (CALS) is the new chair of the NDSTech committee.

Highlights from subcommittee and topical reports
· Administrative Environment (ETSS) - Mardecia Bell
http://www.ncsu.edu/it/uitc/07-11-07/ETSS-TopicalReport07-11-07.doc
ETSS expects a visit from the State Auditor in spring 08, and they are working with Internal Audit to prepare. This will be an IT audit; the last one we had was in 2002.. The AITD expressed concerns about ETSS’ rate increase with hosted systems. They would like to have a meeting with ETSS for a full disclosure of costs, etc. The AITD may need a special meeting for this discussion; they want to do it as soon as possible. Mardecia will contact Alan Schueler to arrange the meeting.

· Administrative Applications, DataBase Management (EADS) - Gwen Hazlehurst http://www.ncsu.edu/it/uitc/07-11-07/EADS-UIT-Update-071107.doc
The HR upgrade starts the week of 7/16/07, with a Tuesday shut down for processing. HR reporting will not be available. On Sunday, the Portal upgrade starts, and Financials will also be down. On Monday, 7/23/07, Portal and Financials will be available, but HR systems will not be available until Tuesday 7/24/07.

· ComTech-Network Operations - Greg Sparks
http://www.ncsu.edu/it/uitc/07-11-07/ComTech-july07.doc 
Greg highlighted the increase in wireless coverage. There will be 800 ComTech-supported access points by the end of the summer. The list is on the web (http://wireless.ncsu.edu. ComTech is also working with departments to allow them to use devices that use power over Ethernet. ComTech didn't allow this earlier, except for devices managed by ComTech.  There is a higher fee for these powered ports.

To facilitate crisis communications, Greg is involved with the evaluation and implementation of the PIER (Public Information Emergency Response) software. There are 3 pieces to this product; Greg highlighted incident management. There are also a hosted web service and a notification service. ComTech is working with many groups to implement the PIER product.

· IT Accessibility - Saroj Primlani
http://www.ncsu.edu/it/uitc/07-11-07/ITaccessibilityreport.doc  
Saroj highlighted an upcoming captioning workshop for the campus to be held 7/18/07.


· Security Subcommittee - Jeff Webster and John Baines
http://www.ncsu.edu/it/uitc/07-11-07/secsub.doc
John Baines reported that the Sun IdM product was selected for the ASAP replacement project.  The proof of concept phase is starting and will end on Sept 12. The Sun IdM product should have applicability to other identity management needs. John said that UNC-GA has approved the data retention regulation: NCSU sites are being updated to reflect this.

Also, the new Password Standard was approved in May. Based on input from Legal, this did not need to be a formal Rule, but it was approved by Sam Averitt and Steve Keto as a joint ITD/RMIS standard. As a result of the new standard, many people have moved from a 90 day password change requirement to a 365 day requirement. There are also fewer people in the P5 category, down to about 30 people.

· Software Subcommittee - Bill Coker
http://www.ncsu.edu/it/uitc/07-11-07/SoftwareSubcomReport-2007-07-11.doc
Bill reminded people that effective August 1, 2007, the MS Academic Select Agreement Software Assurance expires. Those who have purchased Select software maintenance will have 90 days to renew. Bill will send out reminders to those affected.


· University Help Desk - Susan Klein
http://www.ncsu.edu/it/uitc/07-11-07/HelpDesk07-2007.doc  
Susan Klein reported that the Remedy call-tracking system met the 1 million calls mark in June. 

New business.
Steve asked for topics for the August and September UIT Committee meetings.  A presentation on the new Student Portal was suggested for September, and it was agreed that this would be a topic of interest to the group.
Dan McWhorter asked for information on new web presence to address rumors on burden to be placed on colleges regarding the look of their web pages. Steve said he and Sam would make the request to Debbie Griffith and Jason Simon for a presentation on the web design standards.
Alan Schueler asked that DELTA provide an update on the state of the WebCT infrastructure. Greg Robinson agreed that this would be helpful. Steve requested that Jude contact Tom Miller about a DELTA report. 
Meeting adjourned

The meeting was adjourned at 10:24
[Recorder: Susan Klein]
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