University Information Technology Committee meeting
Faculty Senate Chambers, DH Hill Library
July 12, 2006
DRAFT Minutes

Committee Members/Representatives Present

Steve Keto, chairperson 
Alan Schueler (CALS), Joe McCoy for John Tector (CoD), Andy Raynor (CED ), Keith Boswell (CoE), Dan Steen (CoM) ), George Hess (CNR), Pete Evens (PAMS), Mike Furguson (CoT), Dan McWhorter (CVM), Rick Liston (Graduate School), Andrew Pace for Kristin Antelman (Libraries), Edward Reid (UA/FYC),  Harry Nicholos (Staff Senate), Leslie Dare (Student Affairs). . 
Technical Advisors and Guests 
Adam Stallings, David Drooz, Patrick Murphy, Jeff Webster, John Baines, Greg Sparks, Allan Galloway, Saroj Primlani, Susan Klein, Mardecia Bell, Barry Ericksen, Nancy Burgart, Jim Holland, Joe Sutton, Bill Beaudoin, Charles Hunt, Robbie Little, Ray Kimsay, Donna Barrett, Henry Vail, Rhonda Greene, Ann Harris, Gary Li, Jackie Gottlieb, Frank Buckless, Stan North Martin, Sarah Nowll, Bill Coker, Jude Davis.
Call to Order
9:30 a.m. 
Steve Keto

Review of Minutes

The May 10, 2006 meeting Minutes were unanimously approved:

http://www.ncsu.edu/it/uitc/minutes/ 05-10-06uitc-minutes-approved.doc

Presentation

Legal Updates from Office of Legal Affairs, David Drooz, Senior Associate General Counsel
David Drooz updated the committee on several hot legal topics in higher education. The first item was the Federal Communications Assistance for Law Enforcement Act of 1994 (CALEA). He reported that CALEA originally required telecommunications providers to enable telephone wiretapping of citizens by law enforcement agencies. In 2004 the FCC ruled that Internet services, such as instant messaging and Internet phone services, must also comply with the wiretapping requirements of CALEA. If this ruling applies to college and university networks, it would require the installation of additional hardware and other changes to the network. Several organizations, including EDUCAUSE, have sued the FCC over this ruling.  David  reported that the UNC System is taking a “wait and see” approach. The compliance date, if necessary, would be May 2007.  It would take time to implement the requirements, which puts the university in an awkward position. David said that the FBI recently announced that it will not wait to see if the FCC wins its position in the courts. It is launching legislation in congress that would mandate wiretapping capabilities. 
Other major legal topics in higher education at this time center around identity theft and the security and privacy of university data, David said. Several universities have had databases hacked into or laptops stolen with student records stored on them. While these events have not had major media coverage like the theft of a laptop with thousands of Veterans Administration’s records on it, the universities have lost a lot of good will and credibility. The incidents have been very negative as well costly for the universities involved, Davis stressed. 
David observed that NC State’s goal is to implement new security measures before a major breach occurs. As an additional motivation, North Carolina has passed the Identity Theft Protection Act of 2005. Most of this new law applies to businesses, but part of it does apply to the university as a state agency. On top of federal requirements for the privacy of personal information, the North Carolina law adds restrictions to the use of Social Security numbers other kinds of   “personal identifying information,” such as Drivers License, credit card, or PIN numbers. David explained that none of personal identifying information is supposed to be used unless necessary to perform clearly identified duties. There is some debate over what “necessary” means in this context. The university is now required to report annually on its use of Social Security numbers, and the purpose of the use. A memo about this has gone to key groups on campus. 
David said that in his experience an average of one university-owned laptop is stolen each week. He would like it to be mandatory that they be password protected or encrypted so that when a theft takes place, confidential data is not readily available. 
David mentioned several of the other data privacy laws that apply to university data. These include the Health Insurance Portability and Accountability Act of 1996 (HIPPA), the Family Educational Rights and Privacy Act (FERPA) and state employee personal information privacy legislation. The laws overlap and in some cases contradict each other. He suggested that it might be a good time for a single university position to be created to coordinate the confusing mix of privacy legislation.
Rick Liston asked about the situation of the many people who are both students and employees. David observed that very different standards apply to student privacy and staff privacy. He said that fortunately FERPA is clear about how student data should be handled and the state laws are clear about staff data. He invited people with questions to contact him if they have questions about this. Susan Klein asked who on campus should be sent reports on the uses of Social Security numbers, etc.  David said that this had not been decided yet. 

Andrew Pace asked if there would be a place to follow the CALEA issues.  David said that Legal is not maintaining a web site on this topic on campus, but that he would keep the committee informed, and that he is most in contact with Greg Sparks on this issue. David said that the UNC legal office is advising campuses to wait before implementing any new hardware. Greg Sparks noted that it was more a policy issue than a technological issue. He said that ComTech could wait several months to see if the requirements become more clear, but if they don’t, ComTech will likely take some preliminary steps toward implementation before the new year to avoid problems at the compliance deadline.
Greg Sparks mentioned Net Neutrality legislation as another legal issue that could have an important impact on campus technology. It was noted that the corporate complaints that the legislation would make the Internet less “free” were disingenuous. Several people expressed concerns about a few big corporations being able to control whose content is delivered or given preference on the Net. Greg Sparks noted concerns about the unfairness of differential service levels and how this might impact distance learners, for example. David noted that it is counterintuitive to many that monopoly corporate control could be as bad for the Internet as government regulation.

Barry Eriksen asked if there was a requirement that we provide privacy statements on web sites. David said that as a general rule, the Federal Trade Commission does not have jurisdiction over non-profits and state agencies. He noted that it can be helpful to tell people when submissions are going to become part of public record to encourage appropriate discretion on their part. 

For discussion and vote
Data Classification and Data Management Regulations
John Baines, RMIS AD for Information Assurance and Security 
Jeff Webster, ITD Director of Information Security and HIPPA Information Security Officer

Presentation slides:

http://www.ncsu.edu/it/uitc/07-12-06/DCS&DMPexec.2006.08.09.ppt 
Proposed Data Classification Standard Regulation, July 12 revision, with changes tracked:
http://www.ncsu.edu/it/uitc/07-12-06/draft-DCS-PRR-07-12-06.doc 
Proposed revision of REG/POL 08.00.3: Data Management Procedures, July 12 revision, with changes tracked:

http://www.ncsu.edu/it/uitc/07-12-06/draft-DMP-PRR-07.12.06.doc 
University Data Trustees, Data Stewards, and Data Custodians, July 12 revision, with changes tracked:

http://www.ncsu.edu/it/uitc/07-12-06/DMP-datacategories-07-12-06.doc 
John and Jeff gave a presentation describing the importance of the proposed Data Classification and Data Management Regulations and a brief review of the content of the regulations. John said that the current versions of these documents are the result more than a year of collaboration between RMIS and ITD, with valuable contributions from Legal Affairs and Internal Audit. An earlier version of the Data Classification document was presented to the committee in May 2005. Information is THE primary asset of the university, John noted.  Data security, privacy and the control of access to certain kinds of data need to be taken seriously because the reputation of the university, legal compliance, and the ability to do academic or administrative work depend upon appropriate data management. Hackers attack universities because they are perceived to be softer targets for identity theft than banks or government sites. 

Jeff explained that the two proposed Regulations are intended to help everyone on campus understand the various levels of responsibility and security precautions needed for the many kinds of information on campus. The Regulations apply to paper as well as electronic information, but electronic information is seen as more vulnerable. The proposed Data Management Regulation provides a method for assigning who is responsible for various kinds of university data, who is authorized to access the data, and who may have custody of the data. The previous versions of this document applied to administrative data; the current revision applies information throughout the whole university. The Data Classification Standard looks at data—on whatever storage medium (for example the tiny USB Flash Drives)—and assigns one of three levels of sensitivity. For convenience, these levels are assigned colors:  red for high security; yellow for moderate security; green for standard security.  The next steps in the project are to expand efforts to inform and train the campus (from data trustees to faculty) about the Regulations, security responsibilities and guidelines for implementation. John and Jeff invited those attending the meeting to contact either of them with questions. 

In the discussion that followed the presentation, Rick Liston asked about the relationship between the RMIS Information Systems Security Plan and ITD Guidelines for NC State Security Controls. Jeff and John explained that the documents are inter-related. The ITD document presents the more general guidelines that would be applicable to the whole campus. The RMIS document is specific to the processes and procedures of RMIS groups, although the greater level of detail may be generalized to the whole university later.    
Pete Evans asked when the Guidelines would be published. He said that he had recently discussed the new Regulations with his dean and staff, and they were concerned about the implications. They asked that the vote by the UIT Committee be postponed until deans and senior administrators in colleges had a chance to review the documents. Pete said the Guidelines would be helpful in guiding their discussions. 
Steve Keto observed that the role of the UIT Committee was not to approve the document but to make recommendations only. He said that Jeff and John would be making the same presentation to other groups including the University Council, which includes all the deans. Pete said that he understood that the UIT was an advisory committee, but that his dean asked for more time to get prepared before the process was launched. Steve said he understood the deans’ concerns, but that delaying the process for another two months would be imprudent. He observed that the university council was the appropriate place for the deans to have these discussions, and if they wanted to delay implementation, that would be their prerogative. 

Alan Schueler said that the issue also involved the functioning of the committee. He noted that voting members on the committee were supposed to be representing their colleges. He said that these Regulations were essentially policy issues, and that the committee members were being asked to vote on something that they had not had adequate opportunity to discuss with their deans and senior management. He said he felt he was on shaky ground voting on these issues.

Steve said that the next item on the agenda, the expanded committee guidelines, was intended to address some of these concerns. It specifies at least a two-week period for people to review and discuss an item before it is presented for an emergency vote. He said he understood this was perhaps not enough time in the summer when many people are away on vacation.  

Andy Raynor and others expressed concerns about the impact on research faculty. A question was asked about the classification of research data. Jeff said that most research data would probably be in the medium (yellow) level of security. There was discussion of new data storage and data access requirements for grants under Homeland Security. Jeff said that most Homeland Security, some other grants, and research that become patentable would be in the high (red) security zone.  

Keith Boswell noted that the proposed Regulations extend beyond IT issues. He also had concerns about data steward and data custodian roles. 

Alan Schueler asked if the deans would actually have a chance to discuss the implications of the new Regulations or if it would be rushed through the University Council. Steve said that he thought that in this case, given the implications, that there would be discussion and that the group could ask for a delay before the Chancellor issued the Regulations. Alan asked if the Committee’s vote in favor of the Regulations would be taken as a general approval of the Regulations for further consideration by the university, with the understanding that the deans would be given the opportunity for due consideration of the implications. Steve said that the motion could be amended in anyway the group approved.  

Alan Schueler said he assumed that the Regulations would be a form of an unfunded mandate. Steve said, yes, but that if not done, there would likely be fines and other more costly problems.

After discussion about procedures, Pete Evans moved that the  University IT Committee recommend that both the Data Classification Standards and the Data Management Procedures documents move forward in the university's Regulation approval process, with the following additional amendment: Given that these two proposed Regulations represent significant policy issues for the whole university that will have major impact on all units on campus, the University IT Committee also recommends: 1) that there be adequate discussion of the proposed Regulations at the executive level; 2)  that the University Council be given ample opportunity to consider the implications of the implementation of these Regulations; and 3) that more specific  guidance be given on the minimum requirements for the secure storage of data in both electronic and hard-copy formats. The motion and the amendment were unanimously approved. 
University IT Committee operating guidelines 
There was a brief discussion of the expanded and revised University IT Committee Operating Guidelines which had been presented to committee at the May meeting. Steve noted that the document could be modified in the future, as needed. The guidelines were approved by unanimous vote and are now online at http://www.ncsu.edu/it/uitc/opguide.html
Announcement

Donna Barrett announced that the NDSTech Committee elected Bill Beaudoin as new chairperson for the  2006-2007 fiscal year.
Subcommittee and Topical Reports
· Administrative Environment (ETSS) - Mardecia Bell
http://www.ncsu.edu/it/uitc/07-12-06/ETSS-TopicalReport07-12-06.doc 
Mardecia highlighted the new User Identification and Authentication (UIA) web page, which was upgraded on July 5th for use by all faculty and staff.  
· Administrative Applications, DataBase Management (EADS) - Gwen Hazlehurst
http://www.ncsu.edu/it/uitc/07-12-06/EADS-UIT-Update071206.doc
Rick Liston highlighted the progress being made in implementing the Oracle Campus Solutions student information system. Gwen highlighted that the campus credit card focus group is reviewing responses to the RFP for a consolidated campus credit card vendor. 
· ComTech-Network Operations - Greg Sparks
http://www.ncsu.edu/it/uitc/07-12-06/comtech-uitjuly06.doc
Greg  highlighted the new ComTech/ResNet survey of students.
· ITD/Systems - Alan Galloway
 http://www.ncsu.edu/it/uitc/07-12-06/itd-systems-uitc07-12-06.doc
Alan highlighted work on upgrades to the storage management system.
· Security Subcommittee - John Baines & Jeff Webster
http://www.ncsu.edu/it/uitc/07-12-06/200607-secsub.doc
Jeff encouraged everyone to read the latest draft of the UNC Records Retention and Disposition Schedule.
· Software Subcommittee - Bill Coker
http://www.ncsu.edu/it/uitc/07-12-06/SoftwareSubcomReport-July06.doc
Bill encouraged people to review the list of software site license renewals, which includes Symantec Antivirus and Red Hat Linux.
· University Help Desk - Susan Klein
http://www.ncsu.edu/it/uitc/07-12-06/HelpDeskreport-UIT-July 2006.doc 
Susan highlighted the Help Desk’s collaboration with the Libraries on support of the new WolfWikis service.
New Business
Steve Keto suggested inviting David Drooz back for another legal update in November.
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