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 SEQ CHAPTER \h \r 1University Information Technology Committee

September 8, 2004, 9:30–11:00a.m

Faculty Senate Chambers, D.H. Hill Library
Minutes

Committee Members Present

Sam Averitt and Steve Keto, Co-chairs

Arnold Bell, Leslie Dare, Pete Evans, Mike Ferguson, Scott McCrae, Dan McWhorter, Harry Nicholos, Andrew Pace, Sharon Pitt, Andy Raynor, Alan Schueler, Bill Scott, Dan Steen, John Tector, Michael Vasu 

Technical Advisors and Guests

Mardecia Bell, Frank Buckless, Nancy Burgart, Bill Coker, Rhonda Conlon, Joe Cosgriff, Dennis Daley, Jude Davis, Barry Eriksen, Alan Galloway, Laura Grady, Dan Green, Lou Harrison, Gwen Hazelhurst, Charles Hunt, Louis Hunt, Tim Kelley, Susan Klein, Terree Kuiper, Gary Li, Robbie Little, Stan North Martin, Joe McCoy, Dennis Norris, Kevin Oliver, Bill Padgett, Lavon Page, Saroj Primlani, Diane Raubenheimer, Cheri Renninger, Larry Robinson, Henry Schaffer, Eric Sills, Brian Simet, Greg Sparks, Sarah Stein, Amy Tawes, Fay Ward, Jeff Webster, Jason Young, Craig Zimmer
Call to Order

Sam Averitt

Review of Minutes

The July 14 meeting minutes were approved: http://www.ncsu.edu/it/uitc/minutes/07-14-04minutes-fw-jd.doc
Announcement

Sam welcomed the chair of the Faculty Senate, Dennis Daley.

Presentations and Discussion
Email services update—Harry Nicholos, ITD Systems

In response to a request from Dr. Daley and the Faculty Senate, Harry reviewed the causes of the April IMAP outage and provided an overview of recent upgrades and changes to email services. He said that the outage was the result of a failure of the storage subsystem. He explained that In the course of normal operations, the SAN (a network-attached storage subsystem) failed, and 1 of the 8 IMAP servers developed a corrupted file system. The server could not be recovered using the normal Unix command, so recovery had to be done from tape. The outage for users on that server lasted about 48 hours. Since then, the IMAP subsystem is “surrounded with barbed wire,” he said.
Harry reported that this year’s service uptime of 99.62% is a little down from last calendar year’s 99.92%. Since email statistics began, the uptime has been about 99.75%. He explained that it could easily double current costs to buy that next .9% (i.e. 99.9%) of uptime.  


Harry said that one of the most valuable changes made since April has been migrating from SpamAssassin open source freeware to the PureMessage spam filter product. ITD does not delete any messages; users filter their messages locally. Spam and virus definitions are updated hourly. PureMessage grades on a scale of 0-100. PureMessage aims to get 90% of the spam out and does a good job. In the past, virus attachments were considered at the extension level. If it was an .xcr, .pit, etc., it was thrown away, along with the message attached to it. Neither the sender nor the recipient was notified. Now someone looks at the attachment, zipped or whatever, and evaluates it. If there is a virus, the attachment is stripped out, and the message is sent on—with a footer that says, “We took this out.” The user can designate that if a message has “X virus = yes,” throw it in the trash. Documentation for writing rules is on the Sysnews website (http://sysnews.ncsu.edu/docs/puremessage/index.html)

ITD Systems has installed an MR (mail relay) governor. Virus-infected machines were using NC State relays to send mail, causing users like AOL to complain, “You’re spamming us, NC State. We’re going to block you.” The MR governor looks at incoming messages over the last hour for each of the 10 relays. If the relay has received 100 messages from a machine, that machine gets blocked. The MR governor was installed to prevent spammed machines from bringing down the relays. Also, ResNet customers who are running their own mail servers have to go through NC State relays. This prevents most of the machines that get infected from attacking the mail relays, stopping spam at its source. 

The SquirrelMail (NC State Webmail) upgrade has a bounce feature, which is neater than the forward, Harry said; it retains the sender and recipient fields. There is also a fetch feature that allows users moving from POP to IMAP to pull all the POP mail from the POP server and put in the IMAP in box. 

Harry said Systems is in the process of migrating the IMAP servers to the new Storage Management System (SMS) and they are upgrading from 8 IMAP servers to 12. There will be an outage in migrating from one set of servers to another. A group from the UIT Committee met and agreed that the move should take place over a number of weekends, 2 servers at a time. There will be a well-publicized announcement and a good amount of lead-time when groups are migrated to the new servers. This will not be a classic outage. People will be able to read mail and send mail, but they will not be able to delete anything. No mail will come in. It will be held at the relays. When the move is complete, the incoming mail will be populated on the new server. This is a disabled service outage rather than a complete outage. This will be about a 4-hour window at some point during the designated weekend. The mail will not bounce; it will be held at the relays until mail is allowed to come back in. 

Harry also reported that ITD is moving from Solaris-based servers to Linux-based servers from SUN. The file system will be EXT3, a journaling file system. Corruption is less likely to occur, and recovery will be much faster. 

John Tector asked whether the various communities will be notified when that 4-hr break is going to happen. Larry Robinson explained that although ITD will be able to tell people what weekend they are going to have an outage, they will not know the specific 4-hr period.

Scott McCrae asked if the changes affect those who are still on POP servers. Harry said they will not now, but in the future POP users will be migrated (imperceptibly) to the IMAP servers. 

Scott asked if Harry’s group is checking incoming mail for zipped viruses. Harry replied that they check for zipped and for multiple zipped. Scott asked for that to be set up a degree. Harry replied that this takes processing power and longer for zipped files to get to users, but he will take a look at current settings.

Harry stressed that there will still be outages, but that ITD has implemented mechanisms to minimize recovery time. 

Dennis Daley said the faculty’s major concern is not spam and viruses. Engineering sciences users, engulfed in interdisciplinary work with multiple universities and multiple dataset versions going back and forth, are concerned about their mail crashing or not getting through—something happening to the files.

Harry said he could not address the crashing since his group does not really handle the desktop clients. If the client is not able to handle some attachment, the help desk can help them find a solution. He went on to say that the maximum message size has been increased to 15MB. User error is sometimes the problem, however there are things ITD is doing to improve the situation as they move to the new Storage Management System since the IMAP quota will no longer be fixed at 50MB. He observed that customers sometimes forget that with IMAP, putting messages into the Trash folder does not delete them. They still need to purge the Trash folder to get rid of the files. And the Sent box uses up quota unless the copy feature is disabled. Users are responsible for cleaning out and managing their IMAP space.
Sam Averitt emphasized that the April outage had to do with a failure of the storage system, which failed and corrupted data which had to be recovered from tape. The slow recovery process caused the huge time gap. ITD has made a substantial investment in the new storage system and hopes this will not happen in the new environment.

Scott McCrae asked if ITD plans to continue maintaining POP servers. Harry said they will maintain the POP protocol, but not the individual POP servers. The POP service will be migrated to the IMAP servers, which can do the POP process and protocol. 

Louis Hunt raised the issue of faculty needs for a way to email their classes and advisees. The moves to protect against viruses and browser changes have taken away what capability they had along those lines. He said NC State needs more sophisticated techniques for conducting business, an e-commerce kind of environment. With Distance Ed students, there needs to be a way to communicate userids and passwords nightly. He said it is a real problem that is getting worse and needs higher priority on campus. Harry said a more bulk emailing system is on the Systems agenda, but time and personnel are in short supply.

Sharon Pitt said DELTA is working on a next-generation learning management system. They want to include the capability for faculty to communicate with students. It is very high priority but cannot be rolled out tomorrow. 

Overview of Data Networking Expenditures—Greg Sparks, ComTech 

http://www.ncsu.edu/it/uitc/09-08-04/UITC090804-1.ppt
Introducing his presentation by relating it to Harry’s comment about the expense of buying the “extra 9” of uptime. Greg Sparks presented information centered on the good, the bad, the ugly about data funding and plans to implement new network technology on campus. He said ComTech is not able to implement much new technology, even though they hear feedback on wireless availability, 100Mbs connections, and the rate of adoption for gig ports. He said the good news is that ComTech received an additional centrally funded $380,000 this year as part of establishing the new data rate funding model. The new funding agreement specifies that all future funding increases come through a data rate increase included in the phone bills and based on units’ relative salary expenditures. The Infrastructure Subcommittee helps manage that budget process. 
However, ComTech is still 1/3 under funded for meeting lifecycle bills that are in line with best practices. The goals are to upgrade the network backbone every 3 years and the switches in buildings every 5 years. Also, funding for research and development is minimal. Anything done to deploy new technologies (wireless, etc.), means it will be that much longer before there are 100Mbs connections in some buildings, resident halls, classrooms.
About $2.3 million has been set aside for data networking on campus—for over 45,000 data connections. Greg went over individual lines in the budget, showing what is needed and what is budgeted. He said, for example, ComTech needs $900,000/year for replacing switches every 5 years. This year $375,000 is available. Personnel and connectivity (internet access, bandwidth) are essentially “fixed” costs with a fairly linear increase each year.

New technology is important, the training budget is almost completely gone, and infrastructure gets a very small percentage. Current funding means a 6-year cycle for the backbone. Building switches are on an 11‑year lifecycle. Greg requested the committee’s support for more money in January. 

He said that at the current rate of $150,000 for wireless (which requires 1 to 1.5 million for full implementation), it could take 8-9 years to get coverage for most of campus.

In the “But there’s hope” category, Greg outlined some internal goals, such as 1) things get done in the most cost-effective way, 2) data networking accurately allocates costs, 3) a new cost model is created that makes sense and directly links costs to benefits – for example, 11 groups on campus use the T1s, but everyone is subsidizing that. An accurate cost model will make sure that the people benefited are the ones who pay, 4) ResNet customers decide the rate of change they want separately. If they want 100MBs connections in residence halls, a factual cost model can tell them what the rate will have to be. ComTech will provide whatever rate of change the campus is willing to fund. Also, patch cord costs (replacements and in new buildings) will be passed along to individuals. 

For maximizing and leveraging centralized funding, the Infrastructure Subcommittee agreed to use some of technology deployment’s $150,000 to subsidize colleges that are ready to buy wireless access points. ComTech can integrate the process—wireless gets messy if units do not work together. Under the new plan, the college buys one, and ComTech matches it. ComTech also buys the APs, helps with design, figures out the best place to put them, and facilitates the installation by forming the partnership and maximizing central funding. 

The Infrastructure Subcommittee will come back to the IT Committee in January with more precise numbers. They will have to balance the support and innovation trade-off. Lifecycle is the key:  they will look at the budget, decide the right lifecycle and rate of change, and act on it. Greg said the subcommittee wants to hear what technologies campus wants. When the Infrastructure group has heard and figured out what the university can afford, they will bring it to the IT Committee.

Sam reminded people that the discussion regarding new funding and the charging model will be starting up again. The subcommittee will provide guidance on financial management and future planning. Anyone interested in serving on that committee should contact Sam. 

Jason Young said that people realize how important data networking has become and assume it is going to be there. Infrastructure is being built underneath what has not yet been invented, he said, since new technologies ride on top of this data networking. Engineering is doing things that no one envisioned 6 months ago. He said it is not possible to overstate how important that infrastructure is. Sam agreed that everyone wants the quality and integrity of the network sustained as the university moves forward.

Administrative Portal—Gwen Hazlehurst, EIS

Gwen said the Administrative Portal is intended to provide administrative users everything they need most, all in one place. At first people thought the new portal was great; but with use, they decided it was ugly, overwhelming, too much, she said. EIS heard the feedback. 

There will be several changes in the next implementation of the portal, Gwen said. For example, users want to sign on, but the portal times out in the same timeframe as all the other applications time out—sometimes after just an hour. People complained that if they accept the portal as their home page, it requires a login just to see a web page. EIS is implementing a guest page, where the user does not have to log in before navigating. 
Gwen demonstrated some of the upcoming portal’s capabilities. It has tabs across the top and lots of blue on the screen. She said this was the first attempt to create a header to help blend the Financial and HR applications. The user will be able to build a collapsible menu. The Financials application will be more intuitive than the current version. From the list of vouchers a person can get details on funding, project, payment and approval status, etc.

The new portal provides the ability to deliver real-time messages. A yellow highlighted message in the header could notify users that the HR system is coming down. A Work List can be integrated to include anything that is being routed for approval. 

EIS is preparing to incorporate RMIS feeds on the web page with information that changes dynamically. Users can set the pagelet to publish at a future date and designate a start and stop date. Rules can be written that allow students and employees to see different things. Eventually users will be able to choose a template appropriate to their position the first time they log in so they do not have to take the time to select every pagelet. 

EIS wants people to use the portal as their homepage. The portal will be the primary method for delivering Financials 8.4 and HR 8.8, web-enabled versions of the current systems. This will draw people to the portal. Gwen wants customers to use the portal now so they can work out any problems with their browsers before the February Financials rollout. 

There will be pagelets with content where the HR application can list a person’s direct reports, making a personnel action easy—no need to explicitly open a different application. A pagelet can show budget vs. actuals. Gwen said EIS is excited about giving customers an intuitive way to customize their display. 

Mardecia talked about the supported browsers and the technical issues of rolling this out. Mardecia said the core will be the browsers that PeopleSoft recommends, but ACS is experimenting with others.

Oracle Calendar Roll-out Recommendations—Bill Padgett, ITD Computing Services
http://brickyard.ncsu.edu/Teams/calendar_steer/UIT_documents/recommendations.pdf 

Bill displayed the (virtual) Brickyard logo and observed that the physical brickyard is an environment where people come and meet, get services, congregate, etc. Similarly, Oracle Collaboration Suite is a virtual meeting place, and so the name “Brickyard” was chosen for this new environment. The Oracle Calendar will be the first Brickyard feature to be rolled out.
Bill asked for a charge and guidance for the Calendar Steering Team from the University IT Committee. The team has been working without an official charge. 

Bill said that ITD had hoped to roll the calendar out mid-semester, but it appears it will be at the end—or the beginning of next semester. ITD wants to maintain users’ existing appointments during the move from the current calendar to the new and are working with Oracle to get the processes and pieces in place. 
He pointed out that many people at the UIT meeting are serving on the Steering Team. He reported that the team studied best practices from Wisconsin, Berkley, Cal Poly, and UNC-CH.  They worked during this summer to bring recommendations to the UIT Committee. Bill presented an overview of the recommendations and issues:

The team recommends an opt-out type environment. As soon as someone gets a Unity account (faculty or staff), they will also get a calendar. If someone doe not want to use the calendar, there will be a process for opting out. 

Calendar “sanctity” means everyone decides what goes on his/her own calendar.

Oracle had not dealt with FERPA in the business world, Bill explained. FERPA allows students to choose to have privacy blocks. Oracle is working with the university to implement FERPA-type regulations within the calendar. Members of the team met with representatives from Legal Affairs, Internal Audit, and Registration & Records to discuss how to deal with this complex issue. Since the Oracle calendar can search who is in the calendar system, students will be offered the options of 1) not participating in Oracle calendar at all, 2) participating on a student ID (people will not be able to see their name), or 3) waiving their right to privacy and using the Oracle calendar. Some students do not want their address and other information in emails, but they will participate in the calendar. 

The team recommends the default be configured so that anyone can invite anyone to a meeting. There are many kinds of permission switches, Bill explained. A person can see the invitation and say no, and the event will no longer show on their calendar (or the event could be left on the calendar even though rejected). A person can be blocked from seeing an individual’s calendar or sending invitations. It is possible to create a group and specify how much that group can see. The default will be that users can see whether a person is busy, but not the specifics. A designate can be allowed to see a person’s calendar and make entries. 

As for automatically generated groups, Bill said that for now everyone will have to create their own groups. Harry added that with Version 9 of the calendar product,  the team will check again on what is available for creating groups.

Bill talked about the idea of pre-populating students’ calendars. Considering calendar sanctity, the team is working with Oracle on subscribe-able calendars. With subscribe-able calendars, users would subscribe to all the different schedules they want. The events will appear on the calendar. If changes occur, the calendar changes. Harry pointed out that these schedules will be overlays to the personal calendar. Since the capability for subscribe-able calendars is a year or two away, ITD will work on some alternatives.

Users will get their calendar at the same time they get their Unity account, and it will go away when the Unity account goes away. With students, that is 4 months after they leave the university, except in special circumstances.

Bill said people are working on documentation and training materials. Some training modules are already online. There will be classes.

25-30 people are involved in the 6-7 subgroups of the Steering Team, listed on the back of the handout he provided

About 35,000 NC State students, faculty and staff people will be using the new calendar systems; there are 2,500 now. ITD has not been given additional staff, but they believe these services will be critical.

Sam summarized that Bill needs to know whether the University IT Committee thinks the Calendar Steering Team is going in the right direction, managing in the right way, and should continue along the same lines. He suggested a charge saying that the U IT Committee basically supports the direction in which the calendaring project is proceeding and recommends continuation of the efforts underway. 

A motion was approved supporting the charge as stated. 
Steve Keto abstained from voting. 

Updates and Discussion

SSN/CID conversion implementation issues—Susan Klein and Harry Nicholos

http://www.ncsu.edu/it/uitc/09-08-04/SSNtoCIDconversion.doc 

Susan provided a handout detailing the upcoming change in the Unity account system. Until now, ITD has used the SSN to identify people and as the initial password on all accounts. When a user called to have his/her password reset, the password was reset to the default—the SSN. On October 13 the Unity account system will begin using a new password, which will probably be based on date of birth and a portion of the Campus ID number.

Two other changes go along with this—the timing of account creation and the way guest accounts are handled. Unity accounts are generated early in the enrollment process, and other accounts like ACS are then generated so that user names are consistent throughout the systems. Under the new plan, new employee Unity IDs will be created only after the HR approval process is complete. If new employees do not get processed in PeopleSoft before their hire date, they will not have a computer account when they arrive on the job. It is important to inform hiring officials of the need to get people hired and processed promptly. 

The other change that goes with the new password procedure is that guest accounts will no longer be created just from departmental requests. The guests will have to be entered into the HR system as no-pay employees.

Passwords reset after October 13 will be set to the new password. The password on any Unity account that has never been used will be changed. For existing active accounts, the password will not change. Then ITD will start creating accounts with for students who will be registering for next semester.

The Campus ID will be the new Unity account identifier. A page in the handout shows ITD’s attempt to standardize nomenclature for the various numbers:  Student ID, Employee ID, and Campus ID. 

Someone asked if there is going to be an authoritative data manager for all these IDs. Now it is difficult to find the authoritative database store for campus IDs. Jeff Webster said a campus ID database is being developed.

Sam said the remaining agenda items will be covered at next meeting. He encouraged the group to read the online topical reports.

Topical Reports—Comments or questions:

ACS Systems, Disaster Recovery, Student Administration—Mardecia Bell
http://www.ncsu.edu/it/uitc/09-08-04/ACSReportUIT09-08-04.doc 

ComTech-Network Operation—Greg Sparks
http://www.ncsu.edu/it/uitc/09-08-04/UITC_ComTech_0904.doc 

Financial & Human Resources—Gwen Hazlehurst
http://www.fis.ncsu.edu/EIS/Univ_Stds_Comm/FinHRupdate.doc 

University Help Desk—Susan Klein
http://www.ncsu.edu/it/uitc/09-08-04/uhelpdeskreport-09-08-04.doc 

Email/Calendaring/Directory Servers Subcommittee—Alan Galloway
http://www.ncsu.edu/it/uitc/09-08-04/emailcalendaringdirectory-UITreport-9-08-04.doc
Meeting adjourned at 11:05am.

Next Meeting
November 10, 2004
