University Information Technology Committee meeting
Faculty Senate Chambers, DH Hill Library
September 10, 2008


DRAFT Minutes 
(November 11 changes to Minutes tracked below)
Committee Members/Representatives Present

Voting Members 

Sam Averitt, Chairperson; Alan Schueler (CALS), Bill Bayley (CoD), Andy Raynor (CED), Mary Wyer (CHASS), Keith Boswell (CoE), Dan Steen (CoM), Joshua Gira(CNR), Pete Evans (PAMS), Shawn Dunning (CoT), Dan McWhorter (CVM), Rick Liston (Graduate School), 
Jeff Webster (DELTA), Kristen Antelman (Libraries), Leslie Dare (Student Affairs), Ed Reid (DUAP), Harry Nicholos (Staff Senate); x (Student Government), x (Faculty Senate).

Technical Advisors and Guests
Alan Galloway, Ray Kimsey, Fred Eaker, Gwen Hazlehurst, Greg Sparks, Gary Li, Stan North Martin, Leo Howell, Saroj Primlani, Dan Green, Barry Eriksen, Justin Daves, Troy Hurteau, Billy Beaudoin, Donna Barrett, Chris King, Robbie Little, Charles Hunt, Saida Fatmi, Joe Sutton, Rhonda Conlin, Jim Holland, Amy Tawes, Mardecia Bell, Frank Buckless, Tim Gurganus, Joe McCoy, Susan Klein, Eric Sills, John Baines, Jude Davis. 
Call to order
Sam Averitt
Review of May 14, 2008 minutes:
www.ncsu.edu/it/uitc/minutes/05-14-08uitc-minutes-draft-1.doc
The May 14 meeting minutes were approved with no changes. 

Introduction to Marc Hoit, Ph.D.
Vice Chancellor for Information Technology and CIO
Professor of Civil, Construction & Environmental Engineering

Sam Averitt introduced Dr. Hoit to the Committee, saying he thought the university had chosen very well by selecting Dr. Hoit as the university’s first vice chancellor for information technology and CIO. Sam mentioned Dr. Hoit’s broad range of experience as both a professor and administrator at the University of Florida. 

Dr. Hoit gave a few brief remarks. He said that he was impressed by the many excellent things already being done with IT at NC State and noted that there were also some areas where the university was lagging in IT. He said that IT Governance structures are important and invited input from the UIT Committee to help him learn quickly how things are done and how they might be done better. He said he would be seeking input from other groups, including Student Government and the Faculty and Staff Senates. All these venues will be important in steering the directions of IT. 

Dr. Hoit outlined three planning activities he will be leading over the next year or more. First is to develop an OIT Strategic Operations Plan. This is needed “to get my shop in order,” he said; it is not about stopping or starting specific services. Second, he will address the university’s IT Governance structures to improve the input and decision-making processes.  These should be transparent, and “your voice will be heard,” he said. The third and last phase will be to develop a Strategic IT Plan for the university as a whole. 

Sam invited the voting members of the UIT Committee who were present to introduce themselves to Dr. Hoit.

Presentation, discussion and approval 
Research Computing Committee - Eric Sills
http://www.ncsu.edu/it/uitc/09-10-08/hpc_overview2008.ppt
http://www.ncsu.edu/it/uitc/09-10-08/uitc_research_computing_committee_proposal.pdf
Dr. Eric Sills, assistant vice provost for research computing and director of the OIT Advanced Computing unit, presented a proposal for the creation of a new Research Computing Committee. As context, he began the presentation with a summary of current OIT high performance computing (HPC) services and usage and recent trends and issues. The HPC program, launched in the summer of 2003 in response to the closing of the North Carolina Supercomputing Center, provides intermediate level HPC services to support research and instruction.
 HPC services include shared memory computing, distributed memory computing, data storage, a suite of applications, and expert consulting and collaboration on computational issues. The Advanced Computing unit also developed, and manages, the university’s HPC Partners Program. This program enables NC State researchers to use grant funding to purchase  HPC hardware and software licenses, which OIT maintains in secure data centers in exchange for making these resources available to the  university community’s when not in use by the researchers. (http://hpc.ncsu.edu/ ) 
Eric said that usage of shared memory computing services had been going down, and is now going up. The number of new distributed memory computing projects has gone down recently and it is not clear why. Meeting researchers’ demand for “scratch” storage capacity is a growing issue. The Partners Program and the associated Linux cluster have grown a lot in the past several years, in both participation and usage.  All HPC participants are expected to report on their use of the resources, and the grants, graduate research and instruction supported by the resources. Rick Liston asked how data was gathered and Eric said participants were asked to complete a web form, although there a sense that usage, and the value gained, is being under reported. 
Eric said that the proposed Research Computing Committee was being requested to involve all stakeholders and to ensure decisions about resources allocation and other issues were made in alignment with the university’s strategic goals and research mission. The proposal is posted online at http://www.ncsu.edu/it/uitc/09-10-08/uitc_research_computing_committee_proposal.pdf
Sam asked for a motion to endorse the proposal to create a Research Computing Committee, with the details of the structure of the committee to be developed after this approval. Keith Boswell made this motion. 
A discussion followed. Questions were asked about whether the committee would be a stand-alone advisory committee or a subcommittee of the UIT Committee,  the tie-in with the Virtual Computing Lab which shares the use of some of the HPC infrastructure, and the need for engagement of researchers and the inclusion of Centers on campus that are also involved in HPC. Marc Hoit suggested that the Research Computing Committee guidelines, membership, procedures, etc. be developed after the endorsement of the proposal to create the committee, and then brought back to the UITC for approval.
Sam asked for a second of the motion to endorse the creation of a Research Computing Committee. The Motion was seconded and the proposal was approved by unanimous voice vote.   
Discussion and vote
New Payment Card Industry Data Security Standard Compliance Regulation – John Baines
http://www.ncsu.edu/it/uitc/09-10-08/PCI-DSS-PRRfinal-draft2008.08.28.doc
John Baines presented an overview of the rationale behind the university’s New Payment Card Industry Data Security Standards (PCI DSS) Compliance Regulation. He asked for a vote of support from the UIT Committee to move forward with this Regulation, so that the university can demonstrate its compliance with the PCI DSS as required by the payment card companies (credit cards, debit cards, check authorization cards and pre-paid cards) that NC State uses to receive payments. 

The intention is to protect cardholders' personal data and sensitive authentication data from identity theft and other security breeches. John gave a brief overview of the potential consequences of compromised payment card data, including heavy fines, the impact on university reputation and of course the cost of notification and the impact on the people whose information was compromised or stolen.


NC State is a Merchant in terms of the PCI DSS, and there are over 80 Merchant Accounts and service providers on campus that accept payment cards for cashless transactions. John said the university is working on a continuing basis to keep all these merchant accounts in compliance, including new and modified account implementation. This activity was initiated over three years ago. The PCI DSS Compliance Regulation spells out the governance and inter-departmental interface requirements to keep all university Merchant Accounts in compliance with PCI DSS. University Merchant Accounts will need to provide implementation information to the OIT Security and Compliance unit and will need to respond to periodic PCI DSS questionnaires. OIT-EAS has developed a University Secure Credit Card solution with NELNET for students' payments online. There are also university-approved storefront vendors that provide secure online payment processing services. 

Alan Schueler asked about the responsibilities of colleges using the OIT EAS University Secure Credit Card solution. John said the PCI DSS questionnaire may still be required to assure compliance. Marc Hoit said the main point was to not store the critical data on non-secure servers.

Alan Schueler made the Motion to recommend the further development of the Payment Card Industry Data Security Standards (PCI DSS) Compliance Regulation. The Motion was Seconded and approved by unanimous voice vote.

Updates and discussion 

eDirectory Upgrade for the NCSUNDS NetWare Directory Services - Susan Klein
http://www.ncsu.edu/it/uitc/09-10-08/UITC-NCSUNDS-upgrade.doc
Susan Klein presented a brief update and “heads up” about the planned upgrade of the campus NDS Tree that is used by all workstations that run the Novell client on campus as well as a variety of servers used by OIT, colleges and departments. Susan said that this is a major change will have an impact across campus and will require actions by end users and network administrators. About 60 Novell servers will need to have their operating systems upgraded as well as client software on some workstations. OIT is working with the NDS Tech Committee, which has representation from all colleges, to plan the upgrade. The target date to have servers and clients updated will probably be late 2008 or early 2009, Susan said. OIT and NDS Tech will be working on communicating this to those affected, including systems administrators in colleges and departments. More information will be on the Network Administrators Group website (http://www.nag.ncsu.edu/nag/default.html and announcements will be posted via the NAG email list and SysNews announcements. 
Pete Evans asked for a more specific timeline. Susan said this will be published when finalized. She said that they needed to work closely with colleges on server and client upgrades to ensure a smooth transition and maintain the stability of the NDS Tree. This will require a lot of coordination among all affected campus groups, she said. 
Updates to Email Postmaster Responsibilities - Tim Gurganus
http://www.ncsu.edu/it/rulesregs/email/postmasters-rul.html 
Tim Gurganus, Security Subcommittee chair and IT Security Officer, OIT, gave an overview of proposed changes to the campus Email Postmaster Responsibilities and Guidelines document. This document covers the responsibilities of anyone providing email services on campus, with the intention of providing consistent campus email services. It has not been updated since 2001, Tim observed. Tim proposed to update the document so that it reflects the current technology and security environment as well as new organizational structures and names,

 The Security Subcommittee developed some additional requirement and guidelines they propose to add to the Email Postmaster Responsibilities and Guidelines. Tim listed them: 

1. Require encryption when users login to read or download email.

Tim said this would mean that Email Postmasters would need to set up their email servers to receive encrypted logins. At some point OIT would like to turn off unencrypted logins – possibly in February 2009, Tim said. OIT will be glad to work with anyone running email servers to help bring them up to this security standard.

2. Require virus scanning of incoming email on all campus email server.

Since viruses and malware can be transmitted by email messages and attachments, the security group recommends that this become a campus-wide requirement.

3. Require that campus email systems have means for detecting when accounts have been compromised.

As an example, Tim mentioned the recent influx of “phishing” attacks targeted at email systems. So far these have all targeted the OIT Webmail system, but it reasonable to expect other systems will eventually be targeted. Tim said this can be done by fairly easy means, such as maintaining email logs. 

Tim also recommended that the Postmaster Responsibilities and Guidelines document be updated with a link to the campus email retention policy and that the maximum email message size posted in the document be corrected. 

Tim asked that those in colleges that run their own email systems check with their email systems operators to see if these requirements will impact how they a running their services. Many of these email systems already meet these standards, Tim said. However for those that do not, changes may need to be made on client machines as well as on email servers.  Tim said that he had so far gathered over 3000 campus user IDs of people not using encrypted login and downloads. He said that OIT would send the list to colleges and departmental email system operators and would notify end-users directly before unencrypted logins are “turned off” campus wide. 
Tim asked for comments, questions and suggestions for timelines.  Jeff Webster asked about adding the requirement for encryption for authenticated SMTP sessions. Greg Sparks suggested that the Wolfwise and email operations cross functional team work with Tim before implementing the changes to the Postmaster document, given the planned roll-out of Wolfwise. Mardecia Bell said they would be integrated into the process. Alan Schueler said that the document seemed to be aimed at the “outlier” email system on campus (not the current centrally supported Cyrus or Groupwise email); Tim said he was aiming at the end-users who are at risk. Alan said that he thought it would be good if best practices were promoted across campus as soon as possible. John Baines gave examples of some of the recent security incidents that make the proposed changes important at this time. Barry Eriksen said that from the departmental support staff perspective, it would be a good use of time to do the Oracle calendar migration and the encryption changes at the same time. Billy Beaudoin observed that the document did not need to specify the timeline. 

Marc Hoit suggested that an ad hoc committee be formed to address these issues and report to the UIT Committee. Tim expressed concern about the age of the document and information. Sam Averitt suggested that a best practices document be worked on, with the timeline for implementation of requirements being developed  in an ad hoc committee.  
OIT Expo, October 9 - Stan North Martin 
http://oit.ncsu.edu/expo2008/
Stan North Martin encouraged everyone to attend the first OIT Expo event:

9:00 am - 3:00 pm, Thursday, October 9th, 2008, in the Talley Student Center. He said that Dr; Marc Hoit would be giving the Keynote address at 11:00 in the Stewart Theater, and that there would be  exhibit booths and  breakout sessions throughout the day. 
The following reports were submitted.
UIT Subcommittee and topical reports for September, 2008
The following reports were submitted to the committee
· Communication Technologies - Greg Sparks
http://www.ncsu.edu/it/uitc/09-10-08/CT-uitsept08.doc 
· Enterprise Applications - Gwen Hazlehurst
http://www.ncsu.edu/it/uitc/09-10-08/EAS-UITC-Update 091008.doc
· Security & Compliance - Mardecia Bell
http://www.ncsu.edu/it/uitc/09-10-08/S&CTopicalReport09-10-2008.doc 
· Security Subcommittee - Tim Gurganus
http://www.ncsu.edu/it/uitc/09-10-08/UITC-SecSubcomSum-Aug08.doc 
· Software Subcommittee - Bill Coker
http://www.ncsu.edu/it/uitc/09-10-08/SoftwareSubcomRpt-UITC2008-09-10.doc
· Technology Support Services - Susan West Klein
http://www.ncsu.edu/it/uitc/09-10-08/UITC-TSS-Sept2008.doc

Sam asked if there was any new business for discussion. There was not.
He adjourned the meeting.

/jd
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